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Abstract
Field Programmable Gate Array (FPGA) has been involved in various applica-
tions in the last couple of decades, such as aerospace, biomedical instrumenta-
tion, safety-critical systems, and spacecraft, due to their remarkable features.
These features include parallelism, reconfiguration, self-healing capabilities,
availability, low cost and low design turn-around time. FPGA devices are
sensitive to Single Event Effects (SEE), which can be caused by various sources,
such as α-particles, cosmic rays, atmospheric neutrons, heavy-ion radiations and
electromagnetic radiations (x-rays or gamma rays). When a charged particle
hits a critical node of FPGA-based design, it generates the transient pulse
which can produce permanent or transient faults. Owing to technology scaling,
testability, dependability and guaranteeing an acceptable degree of reliability
are very challenging tasks.

Fault injection is the most well-known technique used in the evaluation of
fault effects, verification and the dependability of a design. FPGA designs are
mostly written in HDL, and a bit-stream file is generated, which is downloaded
into the FPGA chip to implement the design. Fault injection can take place
on each stage of the development stage. These tools for FPGA designs are
classified into emulation and simulation-based techniques. Generally, the fault
injection tool consists of three main components, i.e. fault list manager, fault
injection manager and result analyser. The RASP-FIT tool is proposed and
developed in Matlab, which helps design and test engineers to perform Verilog
code-modification for fault injection analysis. This tool obtains compact test
vectors, calculates fault coverage, and evaluates hardness analysis which finds
the sensitive locations of the design to improve reliability directly at the code
level.

Fault tolerance is the ability of a system to operate generally in the presence
of faults. Triple Modular Redundancy (TMR) technique is one of the most
popular methods used for FPGA designs. Building this triplication scheme is
a non-trivial task and requires much time and effort to alter the code of the
design. The RASP-TMR tool is developed in Matlab and presented that has
functionalities to take a synthesizable Verilog design file as an input, parses
the design and triplicates it. The tool generates the synthesizable design that
facilitates the user to evaluate and verify the TMR design for FPGA-based
systems. Both tools have a user-friendly graphical user interface.
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Zusammenfassung

FPGA werden seit mehreren Jahrzenten in den verschiedensten Applikationen
in den Bereichen Luftfahrt, biomedizinische Instrumente, in sicherheitskri-
tischen Systemen sowie in der Raumfahrt Aufgrund ihrer bemerkenswerten
Eigenschaften eingesetzt. Diese Eigenschaften beinhalten Parallelität, Rekonfig-
urierbarkeit, Fähigkeiten zur Selbstheilung, Verfügbarkeit, geringe Kosten und
kurze Entwicklungszeiten. FPGA sind empfindlich gegenüber SEE, die durch
unterschiedliche Ursachen wie α-Partikel, kosmische Strahlung, atmosphärische
Neutronen, Schwerionenstrahlung und elektromagnetische Strahlung (Röntgen-
oder Gammastrahlung) ausgelöst werden können. Wenn ein geladenes Teilchen
einen kritischen Punkt eines FPGA-basierten Designs trifft, löst es einen tran-
sienten Puls aus, der einen permanenten oder transienten Fehler auslösen
kann. Verschuldet durch die Technologieskalierung sind Testbarkeit, Zuverläs-
sigkeit und die Gewährleistung eines akzeptablen Grades an Zuverlässigkeit
sehr anfordernde Aufgaben.

Fehlereinstreuung ist die am besten bekannte Methode zur Evaluation von
Fehlereffekten, der Verifikation und der Zuverlässigkeit eines Designs. FPGA
Designs sind am häufigsten in HDL beschrieben. Dieser wird in eine Bitstream-
Datei übersetzt, die auf das FPGA Chip heruntergeladen wird, um das Design
dort abzubilden. Fehlereinstreuung kann in jeder Entwicklungsphase angewen-
det werden. Die Programme für FPGA Designs werden dadurch klassifiziert
ob sie emulations- oder simulationsbasiert arbeiten. Generell bestehen die
Programme zur Fehlereinstreuung aus drei Hauptkomponenten, z.B. Listen-
manager, Fehlereinstreuungs-Manager und Ergebnisanalyse. Das RASP-FIT
Programm wurde entwickelt damit Design- und Testingenieure Verilog-Code
zur Fehlereinstreuung modifizieren, um kompakte Testvektoren zu erhalten, die
Fehlerabdeckung zu berechnen und eine Analyse der Robustheit durchzuführen,
die die anfälligen Stellen des Designs aufdeckt, um die Zuverlässigkeit direkt
auf der Code-Ebene zu verbessern.

Fehlertoleranz ist die Fähigkeit eines Systems, bei Vorhandensein von
Fehlern zu funktionieren. Die Technik der dreifachen modularen Redundanz
(TMR) ist eine der beliebtesten Methoden, die für FPGA-Designs verwen-
det wird. Die Erstellung dieses Verdreifachungsschemas ist eine nicht-triviale
Aufgabe und erfordert viel Zeit und Aufwand, um den Code des Designs zu
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ändern. Das RASP-TMR Tool wird in Matlab entwickelt und vorgestellt, das
über Funktionalitäten verfügt, um eine synthetisierbare Verilog-Designdatei als
Eingabe zu nehmen, das Design zu parsen und zu triplizieren. Das Programm
generiert das synthetisierbare Design, das dem Anwender die Evaluierung und
Verifikation des TMR-Designs für FPGA-basierte Systeme erleichtert. Beide
Programme haben eine benutzerfreundliche grafische Oberfläche.
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Chapter 1

Introduction

1.1 Motivation

The Field Programmable Gate Array (FPGA) has been a widely accepted
solution in developing the embedded and safety-critical system during the last
few decades1. Owing to its remarkable features such as parallelism, reconfig-
uration, separation of functions, self-healing capabilities, overall availability,
low cost and low design turn-around time, the FPGA has become the essential
solutions for developing embedded applications. Primary applications include
aerospace, biomedical instrumentation, safety-critical systems, spacecraft, In-
ternet of Things (IoT), to name a few2. The capacity and computational
power capabilities of the FPGA chip has been growing by reducing the size of
components integrated on the chip. This reduction in size makes the device,
implemented on the FPGA, more prone to Single Event Effects (SEE) which
provoke Single Event Upsets (SEU) in memory elements and Single Event
Transients (SET) in combinational logic elements. Mainly, SRAM-based FPGA
devices are more sensitive to SEEs, which can be caused by various sources,
such as α-particles, cosmic rays, atmospheric neutrons, heavy-ion radiations
and electromagnetic radiations (x-rays or gamma rays)3,4. When a charged
particle hits a critical node of FPGA-based design, it generates the transient
pulse which can produce a soft error in a sensitive combinational node, latch or
a memory element5. Therefore, testing and the dependability analysis of such
systems are crucial and must be evaluated before these systems are handed
over to the end-user.

1 [CGB12] Corradi, Girardey, and Becker. “Xilinx tools facilitate development of
FPGA applications for IEC61508”. 2012

2 [KHB16a] Khatri, Hayek, and Börcsök. Applied Reconfigurable Computing. 2016
3 [Xin10] Xin. “Partitioning Triple Modular Redundancy for Single Event Upset

Mitigation in FPGA”. 2010
4 [DSC14] Desogus, Sterpone, and Codinachs. “Validation of a tool for estimating

the effects of soft-errors on modern SRAM-based FPGAs”. 20145 [BK18] Benites and Kastensmidt. “Automated design flow for applying Triple
Modular Redundancy (TMR) in complex digital circuits”. 2018



2 Chapter 1. Introduction

As electronic systems are getting more and more prominent in society on all
scales, dependability is taking a fundamental role, not only for the traditional
but in critical uses. Dependability evaluation involves the study of failures and
errors. The term dependability refers to the class of metrics, which describes
the system characteristics, such as Reliability, Availability, Safety, MTTF6,
Coverage, Testing and Fault Latency. In a nutshell, dependability analysis is
used as a means for measuring the fault-tolerance capability or robustness of a
system. There are many ways to evaluate dependability parameters for a given
system.

Fault Injection (FI) is the most popular technique used in the evaluation of
fault effects, verification and the dependability of a design. In this technique, a
fault is intentionally injected into the System Under Test (SUT). After that,
the response of the fault-free system is compared with the copy of the SUT
containing internal faults (i.e. faulty-system). Finally, results are practised in
quantifying the verification and robustness of the SUT. Generally, FI techniques
are classified into four: namely hardware, software, simulation, and emulation-
based. Notably, for FPGA-based systems, emulation and simulation-based
techniques are most widely used for testing, dependability analysis and fault
simulation applications such as test data generation, test set evaluation, circuit
testability, information for testers, detecting faults in a circuit, diagnostics of
faults, and many others. Fault injection technique is adopted in the process of
evaluation of fault effects and fault tolerance7. In a nutshell, the fault injection
technique provides:

• A statistical estimation of soft-errors for dependability analysis.

• Evaluation of design characteristics for reliability.

• Measurement of the effectiveness of fault tolerance capability of the
design.

• Ability to find the critical components of an overall design.

• The way to test the digital design and obtains the test vectors for the
automatic test equipment.

• Fault coverage and code coverage for the design in the verification process.

There are numerous reasons for suggesting FPGA in developing of fault injection
techniques and tools, such as prototype availability of designs (for simulation),

6Mean Time To Failure
7 [Ent13] Entrena. “Fast fault injection techniques using FPGAs”. 2013
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fast emulation (also the high speed of injections), more on-chip area availability
and (full & partial) reconfiguration techniques. The foremost concern in
developing a fault injection tool is defining the mechanism to inject, select,
and activate a particular fault. In general, any fault injection tool consists
of these three basic building blocks such as fault list manager, fault injection
manager, and a result analyser. Fault list manager decides what types of fault
models used in fault injection testing experiment for a particular design. Fault
injection manager manages and controls the activation of faults in the target
design during the fault injection campaigns. Finally, the result analyser of
the fault injection tool is developed to perform various operation on the data
obtained during the fault injection experiment.

In the last few decades, Hardware Description Languages (HDL) have
been involved in modelling VLSI8 systems and also used to enhance various
methodologies associated with the digital system testing and fault simulation
applications. These methods reduce the gap between the tools and methodolo-
gies used by the design and test engineers. Using HDL, the design engineers
can perform verification of the design & advanced testing methods at an early
stage, and there is no need to convert the design into a compatible format
for testing. The development of a SUT on the FPGA passes through many
stages. Usually, a circuit is designed, and the code is written in the hardware
description languages, i.e. Verilog and VHDL9, which represent the higher level
of abstraction in the development cycle. Other steps include synthesis, translate,
map, place & route, and bit file generation. Various fault injection tools and
techniques have been devised in the past several years for FPGA-based designs,
which work on different stages of the development flow. In this research, fault
injection technique is chosen at the higher level of abstraction, i.e. in the coding
phase for Verilog HDL. Verilog HDL is one of the most widely used languages
for implementing the design structure for ASIC10 and FPGA-based designs11,12.
FPGA designs are written in HDL, which describes the designs in various
abstraction style, for example, gate, data-flow and behavioural levels. For small
designs, gate abstraction style is employed, and testing & verification processes
are directly and quickly applied to the designs. At this level, designs look
more similar to the actual hardware representation. Data-flow and behavioural

8Very Large Scale Integrated
9Very high speed integrated circuit Hardware Description Language

10Application Specific Integrated Circuit
11 [BEJ15] Ben Fekih, Elhossini, and Juurlink. Applied Reconfigurable Computing.

201512 [Nav10] Navabi. Digital System Test and Testable Design Using HDL Models and
Architectures. 2010
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abstraction styles are used to implement significant and intricate designs.
The idea is to develop a fault injection tool which brings the advanced

test methods and dependability evaluation techniques at the code level of the
design to decrease the cost, effort and time to market. Due to this, test data
generation, test set evaluation, circuit testability, fault detection & diagnosis
applications are efficiently performed, and reliability can be evaluated earlier
from the code of the design.

1.2 Problem Statement

As described in Section 1.1, FPGA has been involved in various embedded
and safety-critical applications. SRAM-based FPGA devices are sensitive to
Single Event Effects (SEE) due to technology scaling. The reliability evaluation
is also becoming more challenging day by day for a VLSI design owing to
the condensed size of components on the integrated chip. The reduction in
the size of components on the chip makes the digital systems more prone to
soft-errors. With the growing computational power of FPGAs and other diverse
advantages, they have become a vital solutions for embedded applications.
These designs implemented on the FPGA are prone to errors and failures, due
to radiations and several other reasons, so it is necessary to test and verify
the designs before handover to the end-user. Both testing and verification
involve a deliberate introduction of faults in the System Under Test (SUT).
Fault injection technique is used in the process of evaluation of fault effects
and fault tolerance. Various fault injection tools have been devised in the past
several years for FPGA-based designs, which work on different stages of the
development flow.

The purpose of test methods is to ensure that the system is free from defects
or faults, meet claimed specifications, and improve yields. The primary purposes
of the TPG are finding the minimum number of test vectors (i.e. reducing the
memory), performing the test operation in a short time (i.e. increasing the
speed) and being cost effective. The proposed ATPG with hybrid compaction
techniques generate the minimum test vectors. The number of test vectors
has to be further reduced to save memory for the Automated Test Equipment
(ATE). The reliability of Integrated Circuits (ICs) is profoundly affected due
to technology scaling. Due to shrinkage size of components, the reliability
of the device is a challenge nowadays. One way to improve the reliability
of these designs is redundancy, but it increases the area and time overheads.
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These mitigation methods reduce the failure rate (SER)13 in combinational
logic in integrated circuits and improve reliability. The hardware redundancy
adds area-overhead issue, which causes more power dissipation. Hence, fault
tolerance technique must be devised in such a way to improve reliability without
increasing much area-overhead.

1.3 Contributions of the Dissertation

In this dissertation, the novel approaches are proposed for testing and de-
pendability analysis techniques for the FPGA-based designs under a new fault
injection tool. The main contributions of the dissertation are shortly outlined
as follows:

1. Firstly, a novel fault injection tool is developed for the FPGA-based
designs at the code level of the design. Verilog HDL is one of the most
widely used languages for implementing the design structure for ASIC14

and FPGA-based designs. Fault injection tool is explicitly developed for
Verilog HDL which consists of various abstraction levels, gate-level, data-
flow and behavioural abstraction level. The tool is named RASP15-FIT16.
The first part of the tool’s name is the German name of the department.
It instruments the Verilog code and generates the faulty design because
these designs are used to perform fault injection testing and dependability
analysis.

2. Hardware Description Languages (HDL) have involved in improving
various methodologies related to digital system testing. Using HDL,
the design engineers can verify and test the design at an early stage,
and there is no need to convert the design into a compatible format.
In this work, a novel ATPG17 method, along with the novel hybrid
compaction approaches are proposed and developed under the RASP-FIT
tool. The purpose of the test method is to obtain a smaller number of test
vectors for maximum fault coverage. Once the test patterns are generated
during ATPG method, they are reduced further using dynamic and static
compaction method. The RASP-FIT tool generates the top-level design
for the System Under Test (SUT), which includes the dynamic compaction

13Soft Error Rate
14Application Specific Integrated Circuit
15RechnerArchitektur und SystemProgrammierung
16Fault Injection Tool
17Automatic Test Pattern Generation
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logic written in Verilog HDL. The proposed dynamic compaction scheme
produces the qualified test pattern during the ATPG procedure. After
that, these qualified test vectors are further reduced by static compaction
scheme developed under the RASP-FIT tool. Test vectors are obtained
for the stuck-at fault; however, in this work, bit-flip, stuck-at 1, and
stuck-at 0 fault models are used.

3. Another contribution of this dissertation is the proposed novel hardness
analysis technique, which finds the sensitive location of the SUT, where
the occurrence of fault fails the operation. This technique is devised
under the RASP-FIT tool. After finding these locations, reliability is
improved by adding redundancy only to these nodes. The author has
verified that reliability is increased by reducing the soft-error rate by
applying the hardware redundancy to these sensitive locations.

4. The reliability of the FPGA systems is improved by various error mitiga-
tion schemes such as multiple-redundancy with voting, Triple Modular
Redundancy (TMR), hardened memory cell level, and Error Detection
And Correction (EDAC) coding. Among all SEU mitigation techniques,
TMR has become the most common practice because of its straightfor-
ward implementation and achieved reliable results. Therefore, in this
work, the RASP-TMR18 tool is developed, verified and validated. The
first part of the tool’s name is the German name of the department.
The RASP-TMR tool takes Verilog HDL design file as an input and
generates the synthesizable Verilog code for TMR technique. A new and
straightforward majority voter circuit is also proposed. A simulation
set-up is created to validate the operation of the proposed tool, with
the help of Xilinx ISE tools and ISim simulator. The TMR operation is
validated by injecting bit-flip and stuck-at 1/0 faults in the design during
the simulation, and it has been observed that the proposed majority
voter circuit perfectly masks the errors/failures. This tool, along with its
graphical user interface, is developed in Matlab and it requires the users
to provide only Verilog module file and then it automatically generates
all the designs necessary to perform TMR.

18Triple Modular Redundancy
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1.4 Organisation of the Dissertation

The dissertation is organised as follows: Chapter 2 provides the reader with an
introduction to all basic concepts regarding the dependability fundamentals
using fault injection techniques. Fault injection environment is explained along
with the description of its essential components. Fault injection tools are
divided into four main methods. Their advantages and disadvantages of each
method are also described in the chapter. Chapter 3 introduces the basic
concept of fault injection approach for the FPGA-based systems. In this
chapter, the objectives of fault injection techniques and tools are highlighted.
Fault injection techniques are also mentioned for FPGA-based designs written
in Verilog HDL. Fault simulation applications which incorporate, fault injection
testing approach, are also presented. In Chapter 4, the proposed fault injection
tool is described in detail, which modifies any design written in Verilog HDL
at any abstraction level. Various benchmark designs are practised, and faulty
modules are generated, and the time of the tool is evaluated. It shows that the
proposed tool is fast, user-friendly and easy to use. Chapter 5 describes the
fundamentals of digital testing along with the description of the most common
test methods available in the literature briefly. The proposed ATPG with
hybrid compaction scheme is presented in this chapter. Various benchmark
designs are considered for the testing and obtained the compact test vectors for
maximum fault coverage. The compaction ratio between dynamic and static
compaction is also calculated without any reduction in fault coverage. Chapter
6 explains the importance of fault tolerance techniques for FPGA designs. The
proposed hardness analysis technique is presented in this chapter, along with
the experimental set-up to validate the proposed approach. In Chapter 7,
another tool is presented, which can triplicate the design at the code level and
perform the most widely used fault tolerance technique (i.e. TMR technique)
for FPGA-based designs. Simulation verification is performed for various fault
models using fault injection technique. The results are evaluated and compared
in Chapter 8. In the end, Chapter 9 concludes the dissertation and presents
the direction of future work.
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Chapter 2

Dependability Fundamentals
and Fault Injection Tools

2.1 Introduction

Recently the principle of fault injection has become a widely used technique
to calculate dependability parameters of embedded and safety-critical systems.
These systems depend on computers or microprocessor systems which are used
mostly in areas where failure leads to a huge problem, such as railway traffic
control, aircraft flight schedules, spacecraft and many others. The fault injection
technique is defined as the deliberate insertion of faults into the particular
target system and monitors the responses to observing the effects of the faults.
Due to the shortage size of components in electronic systems, it is difficult to
guarantee an acceptable degree of reliability of a system, hence testing and
dependability analyses are more critical19,20. The dependability parameters for
embedded systems and computer-based systems are tested and verified before
hand over to the end user21.

As electronic systems are gaining a more prominent position in society
on all scales, the dependability is taking a fundamental role, not only for
the traditional but also critical uses. In the literature, various dependability
attributes are defined, e.g. reliability, availability, performance, integrity,
robustness, serviceability, resilience, maintainability, testability, safety, security.
Dependability evaluation takes place in various ways such as22:

• Dependability evaluation by analysis.
19 [FZ11] Fan and Zhang. “Speeding up Fault Simulation using Parallel Fault

Simulation”. 201120 [SMS13] Shirazi, Morris, and Selvaraj. “Fast FPGA-based fault injection tool for
embedded processors”. 2013

21 [Kha+14] Khatri et al. “Instrumentation Technique for FPGA based Fault Injection
Tool”. 201422 [BP03] Benso and Prinetto. Fault Injection Techniques And Tools For Embedded
Systems Reliability Evaluation. 2003
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• Dependability evaluation by field experience.

• Dependability evaluation by fault injection testing.

In the proposed methodologies, the dependability is assessed by using the
fault injection technique. Four main methods exist in which fault injection
experiment is possible namely:

1. Hardware-based fault injection

2. Software-based fault injection

3. Simulation-based fault injection

4. Emulation-based fault injection

Fault injection methods can be described by the type of faults that are inserted
or by the implementation mechanisms. Fault injection is performed on an
abstract simulation model‚ or the real hardware system. Consequently, these
four fault injection techniques are practised, and dependability is estimated.

In this chapter, the dependability fundamentals are explained in Section 2.2.
Section 2.3 presents the general fault injection environment for the development
of fault injection tools. Fault injection tools and techniques are described in
Section 2.4, along with the description of the tools and techniques available for
FPGA systems. In the end, Section 2.5 concludes the chapter.

2.2 Dependability Fundamentals

Dependability‚ the ability of a system to perform its specified function under
permissible operating condition during a given time‚ can be quantified using
measures of reliability‚ availability‚ or time to failure. Safety‚ the absence of
unacceptable risks‚ is a further measure of interest. Dependability is the study
of failures and errors. The term dependability has assigned many different
specific meanings in the literature23,24. It is defined as, “Dependability of a
computer system is defined as the justifiable confidence that it performs specified
actions or deliver specified results in an accurate and timely manner”.

Dependability is a system’s ability to provide services that can be trusted
justifiably. Trust justification means ways to quantify dependability attributes,
i.e. a collection of measures of reliability. Figure 2.1 shows the dependability

23 [EF08] Eusgeld and Freiling. “Introduction to Dependability Metrics”. 2008
24 [BP03] Benso and Prinetto. Fault Injection Techniques And Tools For Embedded

Systems Reliability Evaluation. 2003
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tree diagram. The sequel describes each of the dependability metrics, means
and factors briefly.

Figure 2.1: Dependability tree diagram [BP03].

2.2.1 Dependability Metrics

The attributes of dependability express the properties which are expected
from a system. Three primary attributes are reliability, availability, and
safety. Different attributes/metrics are required depending on applications for
evaluation of system response. Dependability has many aspects, and also many
different characteristics of a system that makes it dependable25,26.

Reliability

Reliability of the system concerns with the continuity of service correctly. It is
defined as “It is the probability that the circuit output is correct even in the

25 [Dub13] Dubrova. Fault-Tolerant Design. 2013
26 [KD14] Kooli and Di Natale. “A survey on simulation-based fault injection tools

for complex systems”. 2014
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presence of faults”27,28,29. Mathematically, reliability (R) is expressed as,

R = e−λt (2.1)

where λ represents the average constant failure rate of the component or the
system, and t represents the time.

Availability

The availability is defined as the probability to find a repairable subject item
at a set time t in the condition “able to function”30. Availability (A) of the
system can be computed as,

A =
MTTF

MTTF +MTTR
(2.2)

Where, MTTF stands for Mean Time To Failure (described in the sequel), and
MTTR is the Mean Time To Repair.

Safety

The concept of safety is similar to that of reliability, but in this case, it only
considers failures that may produce safety hazards. Unlike reliability, all
failures are not considered in safety attribute. However, in safety, failures
are categorised as fail-safe or fail-unsafe. Safety can be expressed as, “the
probability that the system either performs its function correctly or discontinues
its operation in a fail-safe manner in the interval [0, t], given that the system
was operating correctly at time 0”.

Safety is therefore essential in critical applications where a failure could
generate human injury or death, or environmental disaster31,32.

27 [San+10] Santos et al. “Using error tolerance of target application for efficient
reliability improvement of digital circuits”. 2010

28 [Bör19] Börcsök. Functional Safety: Basic Principles of Safety-related Systems.
201929 [JG03] Jha and Gupta. Testing of Digital Systems. 2003

30 [Bör19] Börcsök. Functional Safety: Basic Principles of Safety-related Systems.
201931 [Bar17] Barboza. “Dependability Evaluation of a Critical System by means of
Fault Injection Mechanisms”. 2017

32 [KD14] Kooli and Di Natale. “A survey on simulation-based fault injection tools
for complex systems”. 2014
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Mean Time To Failure (MTTF)

MTTF33 is a value for the average statistical duration of operation of a device
up to the first failure34. In other words, it is defined as, “the expected time that
a system operates before the first failure occurs, which concerns the occurrence
of the first failure”35.

At constant failure rate λ, it can be expressed as,

MTTF =
1
λ

(2.3)

Fault Coverage

Fault Coverage (FC) is the ratio of the number of faults detected over the
number of faults injected. Mathematically,

FC(%) =
FD
FT
× 100 (2.4)

Where, FD is the number of faults detected, and FT is the total number of
faults injected/considered in a system.

Fault Latency

It is defined as “fault latency is the time between the occurrence of the fault
and the occurrence of an error resulting from that fault”.

Maintainability

Maintainability (M) is a measure of time in which a faulty system is repaired
after the failure event has occurred36,37. A highly maintainable system is a
system that shows a high degree of availability when failures can be detected
and repaired automatically.

Testability

Testability can be defined as the extent of the ease with which a system can be
tested, i.e. testing. It is a method by which the existence and quality of some

33Mean Time To Failure
34 [Bör19] Börcsök. Functional Safety: Basic Principles of Safety-related Systems.

201935 [BP03] Benso and Prinetto. Fault Injection Techniques And Tools For Embedded
Systems Reliability Evaluation. 2003

36 [KD14] Kooli and Di Natale. “A survey on simulation-based fault injection tools
for complex systems”. 2014

37 [Bör19] Börcsök. Functional Safety: Basic Principles of Safety-related Systems.
2019
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attributes (e.g. fault coverage and test vectors) within a system are determined.
The purpose of testing is to ensure that the system is free from defects or faults,
meet claimed specifications, and improve yields.

There are some other metrics, which are also used to measure the attributes
of systems with dependability requirements. However, some attributes are
analysed using the proposed methodologies in this dissertation, e.g. testability,
fault coverage and reliability.

2.2.2 Dependability Means

Dependability means are methods and techniques intended to improve the
dependability of a given system38,39. There are four methods most widely used
to improve the dependability of systems. The sequel describes these methods
briefly.

Fault Tolerance

Fault tolerance is intended to develop systems which can remain to deliver an
accurate service, even in the presence of active faults. Fault tolerance is an
essential ability of the system because it is not possible to develop a perfect
system. There are various approaches used to achieve fault-tolerant design, e.g.
redundancy. However, fault tolerance remained an essential means for systems
used in safety-, mission-, and business-critical applications. Faults must be
either masked or detected by the system to achieve this goal:

• Fault masking:- Fault masking is a technique that allows the system to
perform correctly in the presence of an error, without doing an explicit
detection of the error.

• Fault detection:- Fault detection is a process that allows the system to
realise that a fault has occurred. Some examples of this technique are
self-integrity checks.

Fault Removal

Fault removal techniques are aimed to reduce the number of faults of a system.
It can be performed during development stages as well as during the operational
life of the system (in applications that allow that). Fault removal during the

38 [Bar17] Barboza. “Dependability Evaluation of a Critical System by means of
Fault Injection Mechanisms”. 2017

39 [Dub13] Dubrova. Fault-Tolerant Design. 2013
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system development involves three steps: verification (checking whether the
system complies certain conditions), diagnosis (finding out the faults that
avoided the compliance of the conditions) and correction40.

Fault Forecasting

The primary issue in case of fault forecasting is to rate the efficiency of the
operational behaviour of dependable systems41. Fault forecasting is aimed
to estimate the faults that are present in the system, future occurrences and
the consequences of the faults. Fault forecasting is achieved by evaluating the
system behaviour respecting to fault occurrences or activation. This evaluation
is of two types, either qualitative or quantitative.

Fault Prevention

Fault prevention includes techniques used in design and development stages,
which are intended to prevent the faults in the system. This technique includes,
in general, quality control techniques during all the steps of the design process.
For instance, in hardware, this includes design reviews, component screening
and testing.

2.2.3 Dependability Factors

The system, which is designed to perform some particular task, does not give
the output which is desired. Many reasons cause this irregularity in the response
of the system. These reasons are called factors of dependability which consist
of fault, error and failure42,43.

• Fault:- It is a condition that causes the hardware/software to fail to
perform its required function.

• Error:- It is a deviation from accuracy or correctness and is the manifes-
tation of a fault.

• Failure:- A system or component cannot perform a required function
according to its specification. In other words, it is the manifestation of
an error.

40 [Dub13] Dubrova. Fault-Tolerant Design. 2013
41 [BP03] Benso and Prinetto. Fault Injection Techniques And Tools For Embedded

Systems Reliability Evaluation. 2003
42 [BP03] Benso and Prinetto. Fault Injection Techniques And Tools For Embedded

Systems Reliability Evaluation. 2003
43 [Kha+14] Khatri et al. “Instrumentation Technique for FPGA based Fault Injection

Tool”. 2014
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Figure 2.2 shows the relationship between dependability factors. A fault
is occurred due to many reasons, such as physical defect, imperfection or
environmental conditions. When a fault causes an incorrect change in a system,
an error occurs. A fault can generate multiple errors which can propagate
throughout the system. If the error is not detected, it eventually causes the
system to perform malfunctioning and failure occurs.

Figure 2.2: Dependability factors relationship [BP03].

2.3 Fault Injection Environment

Fault injection techniques can be used for both hardware and software systems
to measure fault tolerance and robustness. The environment for hardware and
software systems is different. In a hardware system, faults can be injected on a
pin level or an internal level of chips, whereas, faults can also be inserted into
the simulation of the system prototype. For software, faults can be injected into
the running software program or at the instruction level in Central Processing
Unit (CPU) registers to networks. Therefore, the fault injection environment
is designed according to system characterisation. A minimal general fault
injection system is composed of three fundamental modules44,45,46,47, as shown
in Figure 2.3.

1. Fault List Manager

2. Fault Injection Manager

3. Result Analyser

44 [Civ+01] Civera et al. “Exploiting FPGA-based techniques for fault injection
campaigns on VLSI circuits”. 2001

45 [Civ+02] Civera et al. “An FPGA-based approach for speeding-up fault injection
campaigns on safety-critical circuits”. 2002

46 [Son+06] Sonza Reorda et al. “Fault injection-based reliability evaluation of
SoPCs”. 200647 [KD14] Kooli and Di Natale. “A survey on simulation-based fault injection tools
for complex systems”. 2014
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Figure 2.3: General fault injection environment for FI tools
[Ben+98a].

2.3.1 Fault List Manager

This module is primarily responsible for producing the list of faults to be
injected into the different parts of the SUT. Fault locations are assumed to
be equally probable for designs. This module generates faults at all possible
locations in the target system. Furthermore, it sends information to the next
crucial module in the fault injection environment, which is the fault injection
manager.

2.3.2 Fault Injection Manager

The most critical module in the fault injection environment is the fault injection
manager. The complexity of this module is proportional to the size of the target
system48. Functions of this module are selecting a particular fault, activating
the fault and observing its resulting behaviour on the target system.

2.3.3 Result Analyser

This module performs various functions. The primary functions of the module
are collecting and analysing the results/responses from the whole experiment
and producing the statistical reports accordingly. For example, in the fault

48 [Civ+01] Civera et al. “Exploiting FPGA-based techniques for fault injection
campaigns on VLSI circuits”. 2001
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injection testing approach, static compaction technique is part of this module,
which generates compact test vectors, Fault Coverage (FC) and so on.

2.4 Fault Injection Techniques & Tools

Fault injection technique plays a vital role in testing and dependability analysis
of target systems. In this technique, a fault is deliberately introduced into the
System Under Test (SUT), then the response of the fault-free system is compared
with the copy of the SUT containing internal faults (faulty-system) and after
that results are used in quantifying the verification and robustness of the SUT.
Generally, FI techniques are divided into four: namely hardware, software,
simulation, and emulation-based. Mainly, for FPGA-based systems, emulation
and simulation-based techniques are most widely used for testing, dependability
analysis and fault simulation applications such as test data generation, test
set evaluation, circuit testability, information for testers, detecting faults in a
circuit, diagnostics of faults, and many others49.

Figure 2.4: General fault injection classification for FI tools
[JDR09].

49 [Nav10] Navabi. Digital System Test and Testable Design Using HDL Models and
Architectures. 2010
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Fault injection tools are devised and distinguished according to the way they
insert faults into the target system. Fault injection techniques and tools are
classified by answering the four basic questions, how to inject fault (methodology
of fault injection)?, when to inject fault (timing of FICU50 for fault activation)?,
where to inject fault (location and abstraction level)? and what types of faults
(which fault models the tool is developed for)?. Figure 2.4 shows the general
classification based on the fault injection domain (y-axis) and execution domain
(x-axis). Fault injection techniques based on hardware and software are not
included in the scope of this work. However, brief description, pros and cons
are added in the literature, along with the detail description of techniques
and tools developed for FPGA systems51,52,53,54. Sequel describes the brief
description of various fault injection techniques.

2.4.1 Hardware-based Fault Injection Tools

The hardware-based fault injection uses additional hardware to insert faults into
the hardware of the system under investigation. HWFIT55 tools are divided
into two categories depending on the faults and their locations in the SUT56.

1. HWFIT with contact:- In these types of the techniques and tools, fault
injector is in touch with the target system, e.g. pin-level active probe
method or socket insertion technique.

2. HWFIT without contact:- In these types of tools, fault injector has no
physical contact with the SUT, e.g. heavy-ion radiation and electromag-
netic interferences.

In the literature, various hardware-based fault injection tools have devised, and
few of them are listed below57:

• FIST (Fault Injection System for Study of Transient Fault Effect, Chalmers
University of Technology, Sweden, 1989).

50Fault Injection Control Unit
51 [MTI97] Mei-Chen Hsueh, Tsai, and Iyer. “Fault injection techniques and tools”.

199752 [ZAV04] Ziade, Ayoubi, and Velazco. “A Survey on Fault Injection Techniques”.
200453 [BP03] Benso and Prinetto. Fault Injection Techniques And Tools For Embedded
Systems Reliability Evaluation. 2003

54 [Bar17] Barboza. “Dependability Evaluation of a Critical System by means of
Fault Injection Mechanisms”. 2017

55HardWare-based Fault Injection Tool
56System Under Test
57 [ZAV04] Ziade, Ayoubi, and Velazco. “A Survey on Fault Injection Techniques”.

2004
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• MESSALINE (-,LAAS58-CNRS, France, 1990).

• FOCUS (-, University of Illinois, U.S.A., 1992).

• RIFLE (-, University of Coimbra, Portugal, 1994)59.

• MARS (Maintainable Real-Time System, Technical University of Vienna,
Austria, 1996)60.

• AFIT (Advanced Fault Injection Tool, Polytechnic University of Valencia,
Spain, 1999)61.

• ARROW (-, Vienna University of Technology, 2009)62.

• FAIL (FAult Injection Leveraged, Technical University Dortmund Ger-
many, 2015)63.

There are certain advantages and disadvantages of hardware-based fault
injection tools over the other fault injection techniques and tools. They are
described in the sequel:

1. Advantages:- There are certain advantages of hardware-based fault injec-
tion tools:

• Using radiation methodology, it can inject fault at locations which
are impossible in other ways.

• Dealing with the actual hardware in most cases, hence no verification
is required.

• Suited for low level fault models.

• Experiments are fast.

2. Disadvantages:- There are certain disadvantages of hardware-based fault
injection tools:

• Introduce high risk of damage.
58Laboratory for Analysis and Architecture of Systems
59 [Mad+94] Madeira et al. “RIFLE: A general purpose pin-level fault injector”. 1994
60 [KF95] Karlsson and Folkesson. “Application of three physical fault injection

techniques to the experimental assessment of the MARS architecture”.
199561 [GBS03] Gil, Blanc, and Serrano. “Pin-Level Hardware Fault Injection
Techniques”. 2003

62 [BH09] Birner and Handl. “ARROW - A Generic Hardware Fault Injection Tool
for NoCs”. 200963 [Sch+15] Schirmeier et al. “FAIL*: An Open and Versatile Fault-Injection
Framework for the Assessment of Software-Implemented Hardware Fault
Tolerance”. 2015
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• The number of injectable locations and limited fault models can be
used.

• In most cases, specialized hardware is required to carry out the
experiments.

• Observability and controllability are limited.

2.4.2 Software-based Fault Injection Tools

The software-based fault injection technique is a possible approach to assessing
the consequences of the hidden bugs. Software faults are probably the primary
cause of system outages. These faults occur in the locations, CPU64, memory,
buses, user-accessible registers, disk-system and network communication faults.
SWFIT65 tools can be classified according to the ways of when to inject faults,
i.e. compile-time and run-time.

In compile-time fault injection, the program instruction must be modified
before the program image is loaded and executed. In this method, errors are
injected into the source or assembly code of the target program to emulate
the effect of hardware, software and transient faults. During run-time fault
injection, a mechanism is needed to trigger faults. Commonly used triggering
mechanisms are a time-out, exception/trap and code insertion66.

In the literature, various software-based fault injection tools have devised,
and few of them are listed below, which were studied during the research period:

• FIAT (Fault Injection-based Automated Testing, Carnegie Mellon Uni-
versity Pittsburgh, 1988)67.

• FERRARI (Fault and ERRor Automatic Real-time Injector, University
of Texas Austin, 1995)68.

• FTAPE (Fault Tolerance And Performance Evaluator, University of
Illinois Urbana-Champaign, 1996),69.

• NFTAPE (-, University of Illinois at Urbana-Champaign,).
64Central Processing Unit
65SoftWare-based Fault Injection Tool
66 [Nin+11] Ningfang Song et al. “Fault injection methodology and tools”. 2011
67 [Seg+88] Segall et al. “FIAT-fault injection based automated testing environment”.

198868 [KKA95] Kanawati, Kanawati, and Abraham. “FERRARI: a flexible
software-based fault and error injection system”. 1995

69 [TIJ96] Tsai, Iyer, and Jewitt. “An approach towards benchmarking of
fault-tolerant commercial systems”. 1996
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• Xception ™, (-, University of Coimbra Portugal, 1998)70.

• DOCTOR (integrateD sOftware fault injeCTiOn enviRonment, 1995)71.

• EXFI (EXception-based Fault Injector, Politecnico di Torino, Italy,
1998)72.

• BOND (-, Politecnico di Torino Torino, Italy, 2000)73.

• GOOFI (Generic Object-Oriented Fault Injection, Chalmers University
of Technology, 2001)74.

• JACA (-, State University of Campinas, 2002)75

• LFI (Library Fault Injector, EPFL Lausanne Switzerland, 2009)76.

• GOOFI-2 (Generic Object-Oriented Fault Injection-2, Chalmers Univer-
sity of Technology, 2010)77.

• LLFI (Library-Level Fault Injector, University of British Columbia,
2015)78.

The advantages and disadvantages for the software-based fault injection
techniques are described in the sequel79,80,81:

1. Advantages:- The advantages of the software-based fault injection tools
are:

70 [CMS98] Carreira, Madeira, and Silva. “Xception: a technique for the experimental
evaluation of dependability in modern computers”. 1998

71 [SSR02] Seungjae Han, Shin, and Rosenberg. “DOCTOR: an integrated software
fault injection environment for distributed real-time systems”. 2002

72 [Ben+98b] Benso et al. “EXFI: a low-cost fault injection system for embedded
microprocessor-based boards”. 1998

73 [Bal+02] Baldini et al. “"BOND": An interposition agents based fault injector for
Windows NT”. 200274 [Aid+01] Aidemark et al. “GOOFI: generic object-oriented fault injection tool”.
200175 [MRL02] Martins, Rubira, and Leme. “Jaca: a reflective fault injection tool based
on patterns”. 2002

76 [MC09] Marinescu and Candea. “LFI: A practical and general library-level fault
injector”. 2009

77 [SBK10] Skarin, Barbosa, and Karlsson. “GOOFI-2: A tool for experimental
dependability assessment”. 2010

78 [Lu+15] Lu et al. “LLFI: An Intermediate Code-Level Fault Injection Tool for
Hardware Faults”. 201579 [BP03] Benso and Prinetto. Fault Injection Techniques And Tools For Embedded
Systems Reliability Evaluation. 2003

80 [KD14] Kooli and Di Natale. “A survey on simulation-based fault injection tools
for complex systems”. 2014

81 [Bar17] Barboza. “Dependability Evaluation of a Critical System by means of
Fault Injection Mechanisms”. 2017
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• No requirement for any special-purpose hardware.

• Low implementation cost.

• Access those locations which can not be accessed by hardware-based
fault injection tools.

• Experiments are run in near real-time.

2. Disadvantages:- The disadvantages of the software-based fault injection
tools are:

• Limited set of injection instants.

• Faults cannot be injected into locations that are inaccessible to
software.

• Modelling of permanent faults is very difficult to be implemented.

• Limited observability and controllability.

• The execution of the fault injection software could affect the timing
of the system behaviour.

2.4.3 Simulation-based Fault Injection Tools

The simulation-based fault injection involves the construction of a simulation
model of the system under analysis, including a detailed simulation model of
the processor in use. It means that the errors or failures of the simulated system
occur according to the predetermined distribution. Simulation-Based Fault
Injection (SBFI) techniques can be categorised into two, i.e. Code-Modification
(CM) and Simulator Command (SC)82:

1. Code-Modification technique:- This technique requires the modification of
HDL code by adding some fault models such as stuck-at, bit-flip, mutant
and saboteur.

2. Simulator Command technique:- In this technique, the signal or variable
values of HDL models are changed through simulator commands.

In the literature, various simulation-based fault injection tools have devised,
and the following list shows the essential tools related to our proposed approach,
which were studied during the research period83,84:

82 [Kam+09] Kammler et al. “A Fast and Flexible Platform for Fault Injection and
Evaluation in Verilog-Based Simulations”. 2009

83 [ZAV04] Ziade, Ayoubi, and Velazco. “A Survey on Fault Injection Techniques”.
200484 [BP03] Benso and Prinetto. Fault Injection Techniques And Tools For Embedded
Systems Reliability Evaluation. 2003
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• VERIFY (VHDL-based Evaluation of Reliability by Injecting Faults
efficientlY, University of Erlangen-Nuremberg, 1997)85.

• MEFISTO-C,L (Multi-level Error/Fault Injection Simulation TOol, C=
Chalmers University of Technology, L= LAAS-CNRS, 1998)86.

• VFIT (VHDL-based Fault Injection Tool, GSTF Polytechnic University
of Valencia Spain, 2000)87.

• HEARTLESS (HiErARchical Register-Transfer-LEvel fault-Simulator for
permanent & tranSient faults, BTU Cottbus-CE Group, 2001)88.

• FTI (Fault Tolerance Injection, Universidad Politicnica de Valencia.
Spain, 2001)89.

• INJECT, SINJECT (-,Sharif University of Technology Iran, 2003)90,91.

• FuSE (Fault injection using SEmulation, Vienna University of Technology
Austria, 2009)92.

• Verilog-based (VPI) fault injection and evaluation, RWTH Aachen Uni-
versity, Germany, 200993.

• FSFI (Full System simulator-based Fault Injection, Harbin Institute of
Technology, Harbin, 2011)94.

85 [STB97] Sieh, Tschache, and Balbach. “VERIFY: evaluation of reliability using
VHDL-models with embedded fault descriptions”. 1997

86 [BPC98] Boue, Petillon, and Crouzet. “MEFISTO-L: a VHDL-based fault injection
tool for the experimental assessment of fault tolerance”. 1998

87 [Bar+00] Baraza et al. “A prototype of a VHDL-based fault injection tool”. 2000
88 [Rou+01] Rousselle et al. “A register-transfer-level fault simulator for permanent

and transient faults in embedded processors”. 2001
89 [ELO01] Entrena, López, and Olías. “Automatic generation of fault tolerant

VHDL designs in RTL”. 2001
90 [ZME03a] Zarandi, Miremadi, and Ejlali. “Fault injection into Verilog models for

dependability evaluation of digital systems”. 2003
91 [ZME03b] Zarandi, Miremadi, and Ejlali. “Dependability analysis using a fault

injection tool based on synthesizability of HDL models”. 2003
92 [JDR09] Jeitler, Delvai, and Reichor. “FuSE - a hardware accelerated HDL fault

injection tool”. 2009
93 [Kam+09] Kammler et al. “A Fast and Flexible Platform for Fault Injection and

Evaluation in Verilog-Based Simulations”. 2009
94 [Cha+11] Chao et al. “FSFI: A Full System Simulator-Based Fault Injection Tool”.

2011
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There are certain advantages and disadvantages of these tools described in
the sequel95,96,97:

1. Advantages:- The advantages of the simulation-based fault injection tools
are:

• There is no risk of damage of the SUT.

• Cost effective because no real hardware is used.

• Higher observability and controllability during fault injection cam-
paigns.

• Modelling of both transient and permanent faults is achieved with
ease.

• Supports all abstraction levels.

2. Disadvantages:- The disadvantages of the simulation-based fault injection
tools are:

• Large efforts needed for the model development.

• Simulation time increases with the increase in circuit size.

• Accuracy of model effect the results of the experiment.

At the code level, the fault injection techniques for the FPGA designs
usually come in the category of SBFI. There are many tools that are designed
and available for VHDL in the literature, e.g. VERIFY98, (MEFISTO-C,
HEARTLESS, VFIT, FTI)99,100, FSFI101 etc. All these tools are developed
for VHDL-based designs using SC, saboteur and mutant techniques. The
application of Verilog PLI includes test generation during fault simulation.
This environment is capable of fault injection, generation of some random
patterns and check the responses of injected faults102. In some approaches,

95 [BP03] Benso and Prinetto. Fault Injection Techniques And Tools For Embedded
Systems Reliability Evaluation. 2003

96 [KD14] Kooli and Di Natale. “A survey on simulation-based fault injection tools
for complex systems”. 2014

97 [Bar17] Barboza. “Dependability Evaluation of a Critical System by means of
Fault Injection Mechanisms”. 2017

98 [STB97] Sieh, Tschache, and Balbach. “VERIFY: evaluation of reliability using
VHDL-models with embedded fault descriptions”. 1997

99 [ZAV04] Ziade, Ayoubi, and Velazco. “A Survey on Fault Injection Techniques”.
2004100 [BP03] Benso and Prinetto. Fault Injection Techniques And Tools For Embedded
Systems Reliability Evaluation. 2003

101 [Cha+11] Chao et al. “FSFI: A Full System Simulator-Based Fault Injection Tool”.
2011102 [Nav10] Navabi. Digital System Test and Testable Design Using HDL Models and
Architectures. 2010
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the top-level design module is modified, along with the simulator command
technique as presented in103,104.

2.4.4 Emulation-based Fault Injection Tools

In the past several years, various fault injection tools have been developed, which
inject faults in FPGA-based designs at various locations for evaluating design
characteristics. FPGA-based fault injection tools have advantages of both
real and simulation-based technique, such as speed and flexibility. The FPGA
design & development flow consists of many stages, where modification of the
design is possible for the fault injection analysis. The significant modification
points are in the design’s code, gate-level net-list, place & route file and the
bit-stream file105. In the FPGA-based fault injection process, there are different
stages in the design flow, where faults can be injected as shown by dotted lines
in Figure 2.5106. Fault injection tools are split into reconfiguration-based and
instrumentation-based tools.

Source

(.v or .vhd

or .sch)

Logical

Database

(Data Structs)

Netlist

(.edf)

Physical

Database

(.ncd , .xdl)

Bitstream

(.bit)
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(JHDL Scan Chains)

Text Editor
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Figure 2.5: Points of modification in the FPGA development
flow [GNH01].

The FPGA design & development flow consists of many stages, where
modification of the design is possible for the fault injection analysis. The
advantages of using emulation-based fault injection technique are107:

• Injection time can be improved as compared to SBFI108.

• Time and area overhead reduction using partial reconfiguration technique.
103 [RK13] Rohani and Kerkhoff. “Rapid transient fault insertion in large digital

systems”. 2013
104 [Tuz+16] Tuzov et al. “Speeding-Up Simulation-Based Fault Injection of Complex

HDL Models”. 2016105 [KHB16a] Khatri, Hayek, and Börcsök. Applied Reconfigurable Computing. 2016
106 [GNH01] Graham, Nelson, and Hutchings. “Instrumenting Bitstreams for

Debugging FPGA Circuits”. 2001
107 [BP03] Benso and Prinetto. Fault Injection Techniques And Tools For Embedded

Systems Reliability Evaluation. 2003
108Simulation-Based Fault Injection
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• Higher observability and controllability.

The author studied the recently developed fault injection tools based on
instrumentation technique mainly and few tools based on reconfiguration. In
instrumentation-based techniques, a fault injector circuit named saboteur is
added to each fault site to produce the preferred fault model. The possible
places for the instrumentation technique are at the code level, after synthesis
in a netlist, and in the physical layout after a place and route stage. However,
reconfiguration utilises the built-in facility of partial and full reconfiguration
technique and mostly works at a bit-stream stage.

Single event upsets and single event transients are the most intermittent
faults in semiconductor devices, in which the value of a particular bit is changed
from its original value, and this causes some errors, or some values are stuck-at
some fixed values (e.g. stuck-at faults). These faults occur mostly in the
configuration memory, user memory and registers in processors. Some tools
are also designed to determine and validate these faults.

FIDYCO109 is an HW/SW combination for fault injection, where the
hardware part is implemented in VHDL on the FPGA, whereas, the software
part is run on the host computer. Rahbaran et al. in the year 2004 developed
a method which is a flexible and open system capable of testing a variety of
components110. Later in the year 2006, another tool named FADES (stands for
FPGA-based framework for the Analysis of the Dependability of Embedded
Systems) was presented by Andres et al. and developed at Fault Tolerant
Systems Research Group (GSTF), Technical University of Valencia, Spain111,112.
This tool injects faults in the configuration memory and works at the bit-stream
stage of the development flow. It injects various fault models in the configuration
bit-stream using Jbits tool. This tool is based on Run-Time-Reconfiguration
(RTR) fault injection technique113.

FITVS114 is used for fault grading in VLSI and to provide high speed up to
1µs/fault. The faults are injected through modification of the code using the
saboteur’s fault model. It does not require FPGA reconfiguration. The process
is highly automated with the help of a C program. FITVS does not rely on

109Flexible on-chip Injector for run-time DependabilitY validation with target-specific COmmand
language

110 [RSH04] Rahbaran, Steininger, and Handl. “Built-in Fault Injection in Hardware -
The FIDYCO Example”. 2004

111 [And+06a] Andres et al. “FADES: a fault emulation tool for fast dependability
assessment”. 2006112 [And+06b] Andres et al. “Fast Emulation of Permanent Faults in VLSI Systems”.
2006113 [And+08] Andres et al. “Fault Emulation for Dependability Evaluation of VLSI
Systems”. 2008

114Fault Injection Tool for Validating SEEs
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circuit size and easily intermixes with Verilog and VHDL. Various benchmark
circuits were tried out, and the results including failure, silent and latent faults
were presented in the year 2008115. In the same year, FITO (FPGA-based
fault-Injection TOol) was developed and presented116,117. Permanent and
transient faults were injected in the flip-flops and the logic gates of the circuit
under test. The fault-injection process is based on the addition of some extra
ports and connections to the flip-flops of the considered circuit.

As described earlier, fault injection can also be done by putting the SUT
in the radiation environment. The radiation causes a single event upset (a.k.a
bit-flip) fault in the memory element. A new prototyping platform focused
on the detection and analysis of fault tolerance in design is being developed
under the name FT-UNSHADES118. It is a hardware/software platform that
takes advantage of the configuration circuitry present in all of Xilinx Virtex
technology119. In the year 2010, Alderighi et al. developed a tool named
Flipper, which is an SEU emulation platform that targets the configuration
memory of an FPGA under test via partial reconfiguration120.

In 2011, L.Reva et al. presented a way to implement a fault injection tech-
nique named DBIT121. According to them, this proposed tool can be used for
fault profiling and injection. The fault injection is accomplished on the VHDL
source file, and different faults can be injected like faults in signal/variable
names, constants, operators, assignment and conditional statements and faults
in the component’s instantiations. The injection process can be automatic,
semi-automatic or manual. During the same year, Naviner et al.122 from the
Institute of the Telecom ParisTech developed a fault injection tool named
FIFA (Fault Injection and Fault masking Analysis). This tool is designed to
expedite the process of fault injection. In the FIFA tool, the special saboteurs
are inserted in the design to make them faulty, and the same golden model is
used as a fault-free. These saboteur models are based on the different fault

115 [ZFY08] Zheng, Fan, and Yue. “FITVS: A FPGA-Based Emulation Tool For
High-Efficiency Hardness Evaluation”. 2008

116 [SSM08] Shokrolah-Shirazi and Miremadi. “FPGA-Based Fault Injection into
Synthesizable Verilog HDL Models”. 2008

117 [SMS13] Shirazi, Morris, and Selvaraj. “Fast FPGA-based fault injection tool for
embedded processors”. 2013

118Fault Tolerant-UNiversity of Sevilla HArdware DEbugging System
119 [Náp+07] Nápoles et al. “Radiation Environment Emulation for VLSI Designs: A

Low Cost Platform based on Xilinx FPGA’s”. 2007120 [Ald+10] Alderighi et al. “Experimental Validation of Fault Injection Analyses by
the FLIPPER Tool”. 2010121 [RKK11] Reva, Kulanov, and Kharchenko. “Design fault injection-based technique
and tool for FPGA projects verification”. 2011

122 [Nav+11] Naviner et al. “FIFA: A fault-injection–fault–analysis-based tool for
reliability assessment at RTL level”. 2011
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models like stuck-at 0/1, single and multiple SEUs. After that, responses are
matched, and the robustness of digital circuits is examined.

Mohammadi, A et al. developed a tool in the year 2012, named SCFIT123.
It is a simulation/emulation-based fault injection tool. It uses TCL scripts
to access different resources of Altera FPGA via a JTAG cable. This tool is
based on a technique which uses the Altera FPGAs debugging facilities to
inject SEU fault model in both flip-flops and memory units124,125. Another tool
which is also based on simulation/emulation was presented in the year 2009126.
This tool is called FuSE127. It combines the performance of the prototype
implemented in hardware and the flexibility & visibility of the HDL simulation
standard. Faults are injected by the simulator in the RTL signals or variables
using either the simulated HDL model or the netlist implemented inside an
FPGA to accelerate the fault injection process.

In the year 2013, Mansour et al. developed a fault injection tool named
DFI128 at TIMA labs in France. According to them, the DFI tool is used to
emulate the consequences of SEUs occurring on memory cells of CPUs. It is
based on the modification of the circuit’s architecture at RTL level. It can inject
faults during a single clock cycle while the circuit under test is executing an
application program129. Later, authors presented another tool named NETFI
(NETlist Fault Injection) also developed at TIMA lab France in the same year
2013. In this work, NETFI tool that allows automated fault-injection at the
netlist level of a given Device Under Test (DUT). The idea is to modify the
built-in FPGA resources which are used by the netlist after synthesising a
design described at RTL level, thus allowing fault injection130,131. After a few
years, the researchers at the TIMA lab added few features in the NETFI tool
and named it NETFI-2 in the year 2017. In this work, an existing emulation-
based methodology is extended, updated and improved132. HDL environment

123Shadow Components-based Fault Injection Technique
124 [Moh+12] Mohammadi et al. “SCFIT: A FPGA-based fault injection technique for

SEU fault model”. 2012125 [MV13a] Mansour and Velazco. “An Automated SEU Fault-Injection Method and
Tool for HDL-Based Designs”. 2013

126 [JDR09] Jeitler, Delvai, and Reichor. “FuSE - a hardware accelerated HDL fault
injection tool”. 2009

127Fault-injection Using SEmulation
128Direct Fault Injection
129 [MV13b] Mansour and Velazco. “SEU Fault-Injection in VHDL-Based Processors:

A Case Study”. 2013
130 [Man+13] Mansour et al. “A method and an automated tool to perform SET

fault-injection on HDL-based designs”. 2013
131 [MV13a] Mansour and Velazco. “An Automated SEU Fault-Injection Method and

Tool for HDL-Based Designs”. 2013
132 [Sol+17] Solinas et al. “Preliminary results of NETFI-2: An automatic method for

fault injection on HDL-based designs”. 2017
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can generate a list of faults, and it is used for fault emulation/simulation of
the target system. Authors in133 presented a code modifier for fault injection
campaign, which is developed in C++ language for structural Verilog net-list.
A multiplexer is injected as a stuck-at fault model in the code.

In a nutshell, fault injection techniques and tools at the code level allow us
to get rid of technology dependencies. The tool can be used for any FPGA from
any vendor. We can also use any commercial simulator tools to perform our
desired experiments. Also, at the code level, fault injection experiment provides
high observability and controllability as compared to reconfiguration-based
fault injection technique.

2.5 Concluding Remarks

This chapter describes an overview of dependability concepts in detail. The
increase of interest in electronic systems, the dependability evaluation is an
essential motivation to develop modern fault injection methodologies and
techniques. In this chapter, the general environment of fault injection tools is
studied, and also various fault injection techniques are described. Our focus
is on the FPGA-based fault injection tools and techniques in this chapter.
Various tools were focused and studied during the research period, which were
developed in the last few decades.

133 [DN11] Dunbar and Nepal. “Using Platform FPGAs for Fault Emulation and
Test-set Generation to Detect Stuck-at Faults”. 2011
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Chapter 3

Concept of Fault Injection Tool
for FPGA Systems

3.1 Introduction

Dependability is a critical decision factor in today’s global business environment.
A robust method that permits to evaluate the dependability of a system is
the fault injection. Therefore, fault injection technique can be defined as “the
dependability validation technique that is performed in a controlled experiment
for the System Under Test (SUT) and observed its response in the presence of
faults”. Fault injection technique is used to test the fault tolerant mechanisms
of a system when known faults take place, and evaluate in this way their
effectiveness. The primary goals of fault injection in the design process are
validation and design aid.

In the validation process, fault injection is intended to test the mecha-
nisms implemented by the system to achieve dependability (fault tolerance
mechanisms), concerning the faults that they were injected. The validation
process through fault injection has two primary purposes: fault removal, which
is based on the design verification, and fault forecasting, which depends on the
evaluation of the system. When the objective is fault removal, a qualitative
analysis is performed to check if the fault tolerance mechanisms are suitable
respecting the dependability requirements of the system. On the other hand, in
the case of fault forecasting, fault injection is intended to quantitative evaluate
(with a probabilistic approach) the coverage of the fault tolerance mechanisms
implemented by the system134,135.

In the design aid, fault injection experiments are executed at several stages
of the development process. Results of fault injection are then used to initiate

134 [BP03] Benso and Prinetto. Fault Injection Techniques And Tools For Embedded
Systems Reliability Evaluation. 2003

135 [Bar17] Barboza. “Dependability Evaluation of a Critical System by means of
Fault Injection Mechanisms”. 2017



32 Chapter 3. Concept of Fault Injection Tool for FPGA Systems

an iterative process that allows improving the test procedures and the fault
tolerance mechanisms of the system being developed.

The rest of the chapter is organised as follows: Section 3.2 describes the
basic concept, which is essential to understanding the fault injection technique.
The objectives of the fault injection technique are listed in Section 3.3. Section
3.4 introduces the various fault injection techniques for FPGA-based designs
written at various abstraction levels. In Section 3.5 describe the use of fault
injection technique in various fault simulation applications. Finally, Section
3.6 concludes the chapter.

3.2 Fundamental Concept

Fault injection is a widely used method to evaluate fault effects and fault
tolerance. Fault injection is intended to provide information about fault effects
covering several fundamental goals: validate the design under test concerning
reliability requirements; detect weak areas that require error mitigation; forecast
the expected circuit behaviour in the occurrence of faults136.

3.2.1 FARM Model

The FARM model was developed in LAAS-CNRS137 Toulouse, France in the
’90s138. This model is aimed to deal with the main requirements and problems
related to the development and application of fault injection experiments. When
a fault injection experiment is defined according to this model, the following
sets have to be determined:

1. F:- A set of faults F corresponding to the input domain.

2. A:- A set of activation A (which consists of a pattern aimed at activating
the injected faults).

3. R:- A set of readouts R corresponding to the experiment outputs.

4. M:- A set of derived measures M, which is obtained by analysing the
previous three sets.

136 [Ent13] Entrena. “Fast fault injection techniques using FPGAs”. 2013
137Laboratoire d’Analyse etd’ Architectures des systèmes-Centre National de la Recherche

Scientifique
138 [BP03] Benso and Prinetto. Fault Injection Techniques And Tools For Embedded

Systems Reliability Evaluation. 2003
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The FARM model is developed by the union of these four sets139. The sequel
describes each component shortly.

The F set (Faults)

When the fault injection experiment is performed for fault removal, the F
set is composed of specific faults which are defined depending on the system
specification. In fault forecasting, the objective of the F set is comprised of
a representative statistical distribution of the possible faults. In other words,
this part of the model describes the few questions in the development of fault
injection technique:

1. What type of fault model (for example, bridge, stuck-at, and many others)
used in the experiment?

2. At what location in the SUT faults must be injected?

3. How long a fault should remain active? or duration of fault?

The A set (Activation)

This set consists of a mechanism to select, and activate a particular fault from
the fault set (F set) according to the fault injection campaign. For fault removal,
when the objective of the experiment is to activate the fault and make the error
observable. Sometimes, the A set comprises of the tested application. In the
case of fault forecasting, the A set requires to correspond to a simulation of
the actual activity of the system under test. The primary function of this set
of FARM model is to:

1. Select a particular fault.

2. Activate the fault.

3. Propagate the fault to the output and make the error observable.

In other words, this portion of the FARM model consists of simple or complex
circuitry. The complexity of this module is proportional to the size of the target
system.

139 [Bar17] Barboza. “Dependability Evaluation of a Critical System by means of
Fault Injection Mechanisms”. 2017
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The R set (Readout)

To define how to read the system response is as necessary as to define the
activation of the fault. If no suitable readouts are implemented, the campaign
is rejected. We can distinguish between readouts of the injection itself, and
readouts describing the target behaviour in the presence of the fault. The target
behaviour is not always straightforward to analyse. It is possible to analyse it
by comparing the target outputs with a golden run execution. Modern VLSI
designs include more and more elements inside the chip and reduce the number
of output lines140. The R set of the FARM model consists of detection of a
fault in the fault injection experimentation.

The M set (Measure)

Measurement is an off-line process carried out in the function of the objective of
the fault injection campaign. System coverage and Error Detection Mechanisms
(EDM) coverages are standard measures. It is also essential for the validation of
the target system that ensures its correct specified behaviour in a failure scenario.
The M set of the FARM model consists of various programs according to the
fault injection experiments, because fault injection experiment can be used in
various application such as test data generation, test set evaluation, circuit
testability, information for testers, detecting faults in a circuit, diagnostics of
faults, and many others141.

3.2.2 Fault Injection Technique

Fault injection technique consists of inserting faults into particular targets
in a system and monitoring the results to observe the produced effects142,143.
This technique is intended to provide information about fault effects covering
several primary goals: validate the design under test concerning reliability
requirements; detect weak areas that require error mitigation; and forecast the
expected circuit behaviour in the occurrence of faults. It is essential to define
the fault injection policy, such as fault location, injection time, fault duration,
and the input data for the system in developing a fault injection environment
set-up.

140 [Nav10] Navabi. Digital System Test and Testable Design Using HDL Models and
Architectures. 2010141 [BP03] Benso and Prinetto. Fault Injection Techniques And Tools For Embedded
Systems Reliability Evaluation. 2003

142 [KD14] Kooli and Di Natale. “A survey on simulation-based fault injection tools
for complex systems”. 2014

143 [DSC14] Desogus, Sterpone, and Codinachs. “Validation of a tool for estimating
the effects of soft-errors on modern SRAM-based FPGAs”. 2014
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Fault injection technique is used in many applications such as test data
generation, test set evaluation, circuit testability, fault detection & diagnosis,
and many others. In these applications, the measurement objectives are
different. For example, the test pattern generation method provides compact
test vectors using fault injection techniques, which are used to test the design
using Automatic Test Equipment (ATE). Figure 3.1 shows the primary example
of the system under test.

Figure 3.1: Basic principle of testing [BA02].

Simulating a faulty model of a circuit is called fault simulation. Test and
design engineers use this process in testing methods and various applications.
When the size of design increases with the number of I/O pins, It is neither
feasible idea to apply all possible input pattern nor stores correct responses.
Hence fault simulation techniques are most widely used in a different application
at various abstraction levels of the design flow. In this approach, both fault-free
and faulty systems are run in parallel and received the same inputs. So in
that case, we do not need to store any output for the comparison. The fault
simulation is done depends on the level of the circuit being simulated and the
level at which faults are injected in the circuit.
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Figure 3.2 shows the basic building blocks for fault simulation environment,
which can be used in various test generation applications. In this environment,
the good circuit model (Golden Model), and the fault-able model are instanti-
ated, and set-up for comparing and reporting their responses are provided. The
golden model can be a good netlist or behavioural description of the circuit
being simulated. The inputs to the simulation environments are ‘input pattern’
and ‘Fault List and Types’. Faults from the fault list input of the simulation
environment are read and by the use of the fault injection process injected
into the fault-able model to make a faulty model. When the input pattern is
applied to both models, and the fault is selected, then simulation responds to
both models. These responses are further compared, and results are analysed
in many different ways depending on the application.

Figure 3.2: Simulation environment for fault injection [Nav10].

3.2.3 Fault Category

The system, which is designed to perform some particular task, does not give
the output which is desired. Different reasons are considered for this irregularity
in response. The leading cause is the occurrence of a fault in the system, which
leads to error, and then the error leads to this irregularity in the output144. A
fault is a deviation from its planned function in hardware or software. Faults
are classified as permanent, transient, or intermittent145. The sequel describes
the different types of faults briefly:

144 [Kha+14] Khatri et al. “Instrumentation Technique for FPGA based Fault Injection
Tool”. 2014145 [ZAV04] Ziade, Ayoubi, and Velazco. “A Survey on Fault Injection Techniques”.
2004
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1. Permanent faults:- As the name suggests, it is an irreversible fault and
can be caused by component damage permanently. These faults in-
clude shorted out silicon junction, thermal ageing, misuse and improper
manufacturing.

2. Transient faults:- Transient faults are becoming an increasingly severe
concern for logic circuits. They can be caused by thermal neutrons, present
at all altitudes, and by other types of ionising radiation, especially in
aerospace applications and nuclear engineering. The difficulty in testing
for transient errors is that they are not always present146.

3. Intermittent faults:- It is a malfunction of a device or system that occurs
at irregular intervals, in a device or system that usually functions at other
times. Unstable hardware or different hardware states cause them. It can
be removed by replacement or redesign the system or components.

3.3 Objectives of Fault Injection

Fault injection tries to determine whether the response of the system matches its
specifications, in the presence of a defined space of faults. Typically, faults are
injected in the correctly chosen system states and points, previously determined
by initial system analysis. The fault injector designers know the design in-depth,
and so they design the test cases (a type of faults, test points, injection time
and state) based on a fundamental criterion and usually in a deterministic
way147,148.

Fault injection techniques provide a way for fault removal (the correction of
potential fault tolerance deficiencies in the system) and fault forecasting (the
evaluation of the coverage distribution – coverage factor and latency – provided
by the tested system). Two fundamental aims of fault injection experiments
can be distinguished149.

146 [KMH05] Krishnaswamy, Markov, and Hayes. “Logic Circuits Testing for Transient
Faults”. 2005147 [BP03] Benso and Prinetto. Fault Injection Techniques And Tools For Embedded
Systems Reliability Evaluation. 2003

148 [ZAV04] Ziade, Ayoubi, and Velazco. “A Survey on Fault Injection Techniques”.
2004149 [RSH04] Rahbaran, Steininger, and Handl. “Built-in Fault Injection in Hardware -
The FIDYCO Example”. 2004
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3.3.1 Fault Removal

Fault removal techniques are aimed to reduce the number of faults of a system.
Fault removal can be performed during development stages as well as during the
operational life of the system (in applications that allow that). Fault removal
during the system development involves three steps: verification (checking
whether the system complies certain conditions), diagnosis (finding out the
faults that avoided the compliance of the conditions) and correction150.

3.3.2 Fault Forecasting

The primary issue in case of fault forecasting is to rate the efficiency of the
operational behaviour of the dependable systems151. Fault forecasting is aimed
to estimate the faults that are present in the system, future occurrences and
the consequences of the faults. Fault forecasting is done by evaluating the
system behaviour respecting to fault occurrences or activation.

In practice, frequently fault removal and fault forecasting are not used
separately, but one follows the other. For instance, after rejecting a system by
fault forecasting testing, several fault removal tests should be applied. These
new tests provide actions that help the designer to improve the system. Then, a
new test is applied to another fault forecasting test, and so on. Fault injection
techniques can yield the following objectives using these two methods stated
above:

1. To understand the effects of real faults and their impact on the behaviour
of the system under test.

2. To assess the efficacy of the fault tolerance mechanism included into
the target design (e.g., for removing designs faults in the fault tolerance
mechanisms).

3. To identify the sensitive part of the designs.

4. To measure the system’s responses in the presence of faults, e.g. (fault
propagation).

5. To determine the fault coverage of a given set of tests.

6. To estimate and validate the fault coverage and fault/error latency of
fault tolerance mechanism.

150 [Dub13] Dubrova. Fault-Tolerant Design. 2013
151 [BP03] Benso and Prinetto. Fault Injection Techniques And Tools For Embedded

Systems Reliability Evaluation. 2003
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7. To forecast the faulty behaviour and measure the efficiency provided by
fault tolerance mechanisms.

3.4 Fault Injection Technique for FPGA Sys-
tems

Fault injection and fault simulation are a typical approach to analyse the
effect of a fault on a hardware/software system. Often fault injection is
done on abstract models of the system either to retrieve early results when
no implementation is available, yet, or to speed up the run-time fast fault
simulation on detailed models. Fault injection is mainly used to evaluate
fault-tolerant mechanisms. In the last decade, fault injection has become a
popular technique for experimentally determining dependability parameters of
a system, such as a fault latency, fault propagation and fault coverage.

Generally, FI techniques are divided into four: namely hardware, software,
simulation, and emulation-based. Notably, for FPGA-based systems, emulation
and simulation-based methods are involved in testing, dependability analysis
and fault simulation/emulation applications. These designs are mostly written
in HDL, and a bit-stream file is generated, which is downloaded into the
FPGA chip to implement the design. The FPGA development flow consists
of various processes, e.g. synthesis, translate, place & route, and then a bit-
stream generation. Various fault injection tools have been devised in the past
several years for FPGA-based designs, which work on different stages of the
development flow152. Chapter 2 describes the various fault injection techniques
and tools, along with the tools used for FPGA-based designs. An effective
FPGA-based fault injection technique should support several properties as
below153:

• High controllability and observability.

• High-speed fault injection experiments with the target system running at
full speed.

• The capability of injecting permanent and transient faults.

• Minimum area and time overhead into a target system.
152 [KHB18a] Khatri, Hayek, and Börcsök. “RASP-FIT : A Fast and Automatic Fault

Injection Tool for Code-Modification of FPGA Designs”. 2018
153 [SSM08] Shokrolah-Shirazi and Miremadi. “FPGA-Based Fault Injection into

Synthesizable Verilog HDL Models”. 2008
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3.4.1 Fault Injection Technique for HDL-based Designs

HDL has been involved in improving various methodologies related to digital
system testing during the last few decades. This improvement reduces the gap
between the tools and methodologies used by design and test engineers. Using
HDL, the design engineers can check and test the designs at an early stage, and
there is no need to convert the designs into a compatible format154. Verilog
HDL is one of the most widely used languages for implementing the design
structure for Application Specific Integrated Circuit (ASIC) and FPGA-based
designs.

Since HDLs represent hardware at various levels of abstraction, and HDL
simulators handle mixed-level descriptions, so they have used a circuit for
analysing it for the test methods. To generate the best circuit response, testing
should be done at lower abstraction levels. However, an HDL model at the
behavioural level can be simulated to produce useful circuit response vectors
for test purposes efficiently. For testability purpose, describing the SUT and
its testability hardware in an HDL produces a simulation model that can
be analysed for the effectiveness of the testability method. With the model
of a SUT being available in an HDL, we can use procedural constructs and
capabilities of an HDL and use it as a software programming language to
process the SUT model and perform tasks that are related to test. One such
example is the use of an HDL for generating random test vectors, applying
them to the SUT, and sorting the test vectors according to their effectiveness
in terms of detecting faults.

Fault injection technique applies to HDL design to perform fault simulation
operations. The sequel describes the various applications shortly.

3.5 Fault Simulation Applications

The idea of simulation is to predict the result of building the desired object
without actually building it155. There are many uses of fault simulation
programs. A fault simulator can be a stand-alone program or a program used
as a procedure as part of another program such as a test generation program156.
We use fault simulation for test data generation, test set evaluation, circuit
testability evaluation, providing information for testers, finding faults in a

154 [Nav10] Navabi. Digital System Test and Testable Design Using HDL Models and
Architectures. 2010155 [BA02] Bushnell and Agrawal. Essentials of Electronic Testing for Digital,
Memory and Mixed-Signal VLSI Circuits. 2002

156 [Nav10] Navabi. Digital System Test and Testable Design Using HDL Models and
Architectures. 2010
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circuit, diagnostics, and many other applications. In all such applications, a
faulty model of the target SUT is generated, and it is simulated for a test vector
or a complete test set. The level at which fault simulation is done depends on
the abstraction level of the design under simulation and the level at which faults
are injected in the design. Most fault simulations deal with gate-level circuits;
however, fault simulation technique is also applied on RTL and behavioural
level circuits.

3.5.1 Fault Simulation for Design Verification

Simulation serves two distinct purposes in electronic design. First, it is used to
verify the correctness of the design and the second, is to verify the tests. The
process of realising an electronic system begins with its specification, which
describes the input/output electrical behaviour (logical, analogue, and timing)
and other characteristics (physical and environmental). The specification is
the starting point for the design activity. The process of synthesis produces an
interconnect of components (called a netlist). A true-value simulator verifies
the design. True-value means that the simulator computes the response for
given input stimuli without injecting any faults in the design.

This simulation-based design verification method has particular merits:

1. Circuit behaviour can be simulated.

2. Use of hierarchy, which means simulation can be performed at different
stages.

3. The simulator is used for verification.

3.5.2 Fault Simulation in Test Generation

A fault simulator incorporates many of the details of a true-value simulator.
Besides, it can also simulate the circuit response in the presence of faults. Fault
simulation is typically done after the design, its netlist and test vectors have
been verified. Fault injection mechanism during the fault simulation is the
key to develop a fault injection testing tool. The fault simulator performs two
functions:

• It determines the coverage of a given set of input stimuli (vectors) for a
given fault model or a given fault list.
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• With the help of other programs (a test generator or a vector com-
pacter), it can produce a set of vectors with a given fault coverage for
manufacturing test.

3.6 Concluding Remarks

Fault injection is a widely used method to evaluate fault effects, robustness,
dependability and fault tolerance. Dependability and fault tolerance is a
significant concern for the FPGA-based systems. In this chapter, the basic
concept of fault injection technique is described along with the objectives of
the technique. This technique can be applied to various stage of the FPGA
development flow. Fault injection technique is applied to the HDL code of the
design. It is also used in fault simulation applications such as design verification
and test generation.
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Chapter 4

Development of Fault Injection
Tool for FPGAs: RASP-FIT

4.1 Introduction

FPGA has been involved in numerous applications in the last couple of decades
because of many features as mentioned before in Chapter 1157. Due to technol-
ogy scaling, SRAM-based FPGA designs are susceptible to SEE which can be
caused by many sources158,159,160. It is also difficult to ensure an acceptable
degree of reliability due to soft-errors. Therefore, it is essential to test and verify
the designs. Both testing and verification require a deliberate introduction of
faults in the SUT, which is called the fault injection technique.

Fault injection technique plays a vital role in testing and dependability
analysis of target systems. In this technique, a fault is intentionally introduced
into the SUT. The response of the fault-free system is compared with the copy
of the SUT containing internal faults (faulty-system). After that, results are
used in quantifying the verification and robustness of the SUT. Generally, FI
techniques are separated into four: namely hardware, software, simulation, and
emulation-based. Chapter 2 describes the various fault injection techniques
and tools along with their advantages and disadvantages in detail. Notably, for
FPGA-based systems, emulation and simulation-based techniques are suggested
for fault injection testing, dependability analysis and fault simulation/emulation
applications161.

157 [KHB16a] Khatri, Hayek, and Börcsök. Applied Reconfigurable Computing. 2016
158 [Xin10] Xin. “Partitioning Triple Modular Redundancy for Single Event Upset

Mitigation in FPGA”. 2010
159 [DSC14] Desogus, Sterpone, and Codinachs. “Validation of a tool for estimating

the effects of soft-errors on modern SRAM-based FPGAs”. 2014160 [BK18] Benites and Kastensmidt. “Automated design flow for applying Triple
Modular Redundancy (TMR) in complex digital circuits”. 2018

161 [KHB18c] Khatri, Hayek, and Börcsök. “Validation of the Proposed Fault Injection,
Test and Hardness Analysis for Combinational Data-flow Verilog HDL
Designs under the RASP-FIT Tool”. 2018
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Fault injection technique is adopted in the process of evaluation of fault
effects and fault tolerance162. The fault injection technique consists of the
deliberate insertion of faults into the particular target system and, monitors the
responses to examine the effects of the faults. In a nutshell, the fault injection
technique provides:

• The ability of a system to detect, locate, and recover from errors.

• The statistical estimation of soft-errors for dependability analysis.

• The evaluation of design characteristics for reliability.

• The measurement of the effectiveness of the fault tolerance capability of
the design.

• The ability to find the critical components of an overall design.

• The way to test the digital design and obtains the test vectors for auto-
matic test equipment.

• The way to calculate the fault coverage and code coverage for the design
in the verification process.

There are various reasons for involving FPGA in developing of fault injection
techniques and tools, such as prototype availability of designs (for simulation),
fast emulation (also the high speed of injections), more on-chip area availability
and (full & partial) reconfiguration techniques. The primary problem in
developing a fault injection tool is describing the mechanism to inject, select,
and activate a particular fault. In general, any fault injection tool consists
of these three fundamental building blocks such as fault list manager, fault
injection manager, and a result analyser as explained in Chapter 2.

HDL has been involved in improving various methodologies related to digital
system testing during the last few decades. This improvement reduces the
gap between the tools and methodologies used by design and test engineers.
The design engineers can check and test the systems at an early stage of the
development cycle. There is no need to convert the designs into a compatible
format163.

Verilog HDL is one of the most widely used languages for implementing
the design structure for ASIC and FPGA-based designs164. These designs

162 [Ent13] Entrena. “Fast fault injection techniques using FPGAs”. 2013
163 [Nav10] Navabi. Digital System Test and Testable Design Using HDL Models and

Architectures. 2010164 [BEJ15] Ben Fekih, Elhossini, and Juurlink. Applied Reconfigurable Computing.
2015



4.1. Introduction 45

Figure 4.1: Fault injection techniques at various stages of the
FPGA development flow.

are often written in HDL, and a bit-stream file is created to implement the
circuit, which is downloaded into the FPGA chip. The FPGA development
flow consists of several processes, e.g. synthesis, translate, place & route, and
then a bit-stream generation. Many fault injection tools have been devised in
the past several years for FPGA-based designs. These tools work on different
stages of the development flow165,166 as manifested in Figure 4.1. It portrays
the way of injecting faults at various stages of the FPGA development flow.
Fault injection tools for FPGA designs are classified into two main categories
and subdivided shown in Figure 4.2.

The primary goal is to develop a fault injection tool, which performs
fault injection analysis, fault simulation/emulation, testing, and dependability
analysis directly on HDL designs for FPGAs and ASICs. Working on the code-
level can reduce the gap between the tools and methodologies used by design
and test engineers which speed-up the process of testing, produce cost-effective
methods and reduce the time to market. In this chapter, code-modification
technique of the RASP-FIT tool for various abstraction levels is presented.

This chapter is organised as follows. Section 4.2 presents the background
information of techniques and tools for FPGA systems. Section 4.3 explains

165 [KHB16a] Khatri, Hayek, and Börcsök. Applied Reconfigurable Computing. 2016
166 [KHB17] Khatri, Hayek, and Börcsök. “Validation of selecting SP-values for fault

models under proposed RASP-FIT tool”. 2017
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Figure 4.2: FPGA-based fault injection techniques and tools.

the different fault models developed and used throughout this dissertation.
Development of the tool RASP-FIT for Verilog HDL designs, written at various
abstraction levels, is introduced in Section 4.4. Description of the graphical user
interface for the proposed tool is given in Section 4.5. Results are presented in
Section 4.6. In the end, Section 4.7 concludes the chapter.

4.2 Related Work

The continuous miniaturisation of digital systems makes them more and more
sensitive to faults, which complicates the design process of fault-tolerant systems.
In this circumstance, fault injection plays an essential role in the process of
testing, verifying system’s robustness and fault-tolerance capabilities. In the last
few years, the fault injection technique is directly applied to the FPGA-based
designs, written in HDLs, mainly Verilog or VHDL. Using HDL, designers can
use different existing test methods and develop new ones with little effort167.
Fault injection techniques and tools for FPGA-based designs are classified into
two major categories in the literature.

4.2.1 Simulation-based Fault Injection Tool for FPGA

Simulation-based fault injection techniques are categorised into two, i.e. Code
Modification (CM) and Simulator Command (SC). The first technique requires

167 [Nav10] Navabi. Digital System Test and Testable Design Using HDL Models and
Architectures. 2010
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modification of HDL code by adding saboteurs and mutants, whereas, the
signal or variable values are changed through simulator commands in the
second technique168. Detailed analysis of simulation-based fault injection tools
is described in Chapter 2, along with the advantages and disadvantages. The
advantages of using simulation-based fault injection techniques for FPGA based
designs are summarized here as169,170:

• There is no risk of damage to the SUT.

• Cost effective because no real hardware is used.

• Higher observability and controllability during fault injection campaigns.

• Modelling of both transient and permanent faults is achieved with ease.

• Supporting all abstraction levels.

At the code level, the fault injection techniques for the FPGA designs usually
come in the category of simulation-based fault injection. There are many tools
that are designed and available for VHDL in the literature, e.g. VERIFY171,
(MEFISTO-C, HEARTLESS, VFIT, FTI)172,173, FSFI174 etc. All these tools
are developed for VHDL-based designs using SC, saboteur and mutant tech-
niques. The application of Verilog PLI includes test generation during fault
simulation. This environment is capable of fault injection, generation of some
random patterns and check the responses of injected faults175. In some ap-
proaches, the top-level design module is modified, along with the simulator
command technique as presented in176.

168 [Kam+09] Kammler et al. “A Fast and Flexible Platform for Fault Injection and
Evaluation in Verilog-Based Simulations”. 2009

169 [BP03] Benso and Prinetto. Fault Injection Techniques And Tools For Embedded
Systems Reliability Evaluation. 2003

170 [KD14] Kooli and Di Natale. “A survey on simulation-based fault injection tools
for complex systems”. 2014

171 [STB97] Sieh, Tschache, and Balbach. “VERIFY: evaluation of reliability using
VHDL-models with embedded fault descriptions”. 1997

172 [ZAV04] Ziade, Ayoubi, and Velazco. “A Survey on Fault Injection Techniques”.
2004173 [BP03] Benso and Prinetto. Fault Injection Techniques And Tools For Embedded
Systems Reliability Evaluation. 2003

174 [Cha+11] Chao et al. “FSFI: A Full System Simulator-Based Fault Injection Tool”.
2011175 [Nav10] Navabi. Digital System Test and Testable Design Using HDL Models and
Architectures. 2010176 [RK13] Rohani and Kerkhoff. “Rapid transient fault insertion in large digital
systems”. 2013
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4.2.2 Emulation-based Fault Injection Tool for FPGA

The FPGA design & development flow consists of many stages, where modifica-
tion of the design is possible for the fault injection analysis. Emulation-based
fault injection techniques can be categorized into two, i.e. instrumentation and
reconfiguration. Detailed analysis of emulation-based fault injection tools is
described in Chapter 2, along with the advantages and disadvantages.

The most recently developed fault injection tools based on instrumentation
technique in the FPGA development flow are studied such as, tools that work
on the net-list developed after the synthesis process177,178,179, some tools based
on the instrumentation technique on the code level180,181, and using some
hybrid techniques (simulation/emulation)182,183,184,185. HDL environment can
generate a list of faults, and it is used for fault emulation/simulation of the
target system. A code modifier for the structural Verilog net-list is developed
in C++ language186. In this work, a multiplexer is injected as a stuck-at fault
model in the code. In comparison with this work, the RASP-FIT tool injects
bit-flip and stuck-at (1/0) fault models using simple gates XOR, OR, AND
with NOT, respectively. Hence, the RASP-FIT tool provides a small number
of additional input ports and area overhead.

4.3 Fault Models in Verilog HDL

The instrumentation is a technique in which extra circuitry added to the
design for fault injection/simulation applications, which is commonly known as
‘saboteur’. In regular operation, it remains inactive, but when it is activated,
it injects faults in the SUT during the fault injection process. The benefit of

177 [Man+13] Mansour et al. “A method and an automated tool to perform SET
fault-injection on HDL-based designs”. 2013

178 [Man+14] Mansour et al. “Two complementary approaches for studying the effects
of SEUs on HDL-based designs”. 2014

179 [MV13a] Mansour and Velazco. “An Automated SEU Fault-Injection Method and
Tool for HDL-Based Designs”. 2013

180 [SSM08] Shokrolah-Shirazi and Miremadi. “FPGA-Based Fault Injection into
Synthesizable Verilog HDL Models”. 2008

181 [MV13b] Mansour and Velazco. “SEU Fault-Injection in VHDL-Based Processors:
A Case Study”. 2013

182 [RSH04] Rahbaran, Steininger, and Handl. “Built-in Fault Injection in Hardware -
The FIDYCO Example”. 2004

183 [JDR09] Jeitler, Delvai, and Reichor. “FuSE - a hardware accelerated HDL fault
injection tool”. 2009

184 [Moh+12] Mohammadi et al. “SCFIT: A FPGA-based fault injection technique for
SEU fault model”. 2012185 [Nav+11] Naviner et al. “FIFA: A fault-injection–fault–analysis-based tool for
reliability assessment at RTL level”. 2011

186 [DN11] Dunbar and Nepal. “Using Platform FPGAs for Fault Emulation and
Test-set Generation to Detect Stuck-at Faults”. 2011
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using this technique is that it does not have time limitations during circuit
operation. In FPGA development flow, instrumentation of additional circuits
can be done at various stages, e.g. in net-list, bit-stream, and HDL design
code. In the RASP-FIT tool, (XOR, OR, AND with NOT) gates are used to
inject bit-flip and stuck-at 1/0 faults respectively.

Stuck-at Fault Model

The stuck-at fault is a fault on a line or its interconnecting gates, which
causes the logic value to be appeared on the line never changes. There are
two categories of such fault model, i.e. stuck-at 1 (SA-1) and stuck-at 0 (SA-
0)187,188. In the SA-1 fault model, a logic value ‘1’ appears to a signal line in
the logic circuit, whereas, in the SA-0 fault model a logic value ‘0’ appears on
a line. Two faults per line can occur which are SA-1 or SA-0 at the input or
the output of a logic gate.

Bit-flip Fault Model

The bit-flip fault model is also widely used to calculate Single Event Upset
(SEU) soft errors. An SEU occurs when a bit changes from ‘0’ logic to ‘1’ logic
and vice versa. The XOR logic gate with one input as fault injection signal is
used as a bit-flip fault model.

In Verilog HDL, these faults are introduced into the gate, data-flow, and
behavioural abstraction levels. Table 4.1 presents the summary of all fault
models along with the Verilog operators used in RASP-FIT code modifier.
Variables fn and Var show the particular fault and the declared input, wire or
reg ports in the design, respectively.

Table 4.1: Summary for fault models and Verilog operators

S.No. Fault model Verilog operator Verilog code
1 Stuck-at 1 | (OR logic) (fn | Var )
2 Stuck-at 0 ∼,& (AND logic) (∼fn & Var )
3 Bit-flip (SEU) ^(XOR logic) ( fn ^Var )

187 [Nav10] Navabi. Digital System Test and Testable Design Using HDL Models and
Architectures. 2010188 [Dre+09] Drechsler et al. Test Pattern Generation using Boolean Proof Engines.
2009
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4.4 Automatic Code Parser in RASP-FIT

The concept of automatic code generation involves many different techniques
such as code completion or code insertion. The code transformation is a
technique, where a piece of code is transformed into a target language from
source code189. The RASP190-FIT191 is developed and presented in this work,
which consists of three main parts such as Fault Injection Algorithm (FIA),
fault injection control unit, and a result analyser192.

In this chapter, the FIA is focused which takes synthesizable Verilog file
as an input, parses the code, finds the locations and instruments/modifies
the file to generate the faulty design to perform the fault injection and fault
simulation/emulation analysis of ASIC and FPGA-based designs. The tool,
with its graphical user interface, is developed in Matlab. This fault injection
tool deals with various fault models (e.g. bit-flip & stuck-at 1/0) and able to
generate any number of faulty designs (required by the user) of the original
design with evenly distributed faults in them. It adds the proposed fault control
unit (e.g. the FISA193 unit) with the required ports in the faulty HDL design.
The RASP-FIT tool is fast and user-friendly, and it takes an appropriate time
for the generation of faulty modules of the original design. Various benchmark
circuits are considered, and their compilable faulty modules are generated and
presented. The complexity of the design, the way of injecting faults at each
code abstraction level and the total number of faults injected in the design
versus time taken by this tool is evaluated and presented. In other words, an
automatic code generator is developed to generate a compilable faulty module
of the original design, written at Verilog HDL. These faulty designs are used
for fault simulation/emulation analysis and testing of FPGA-based designs.
The automatic code modifier serves the following essential functions:

1. Reading of design file (code parsing).

2. Instrumentation of design code and generation of the faulty design code.

3. Addition of fault control unit in each faulty module.

4. Writing of instrumented/modified code to a file having *.v extension.
189 [PPP09] Pohl, Paiz, and Porrmann. “vMAGIC Automatic Code Generation for

VHDL”. 2009190(RechnerArchitektur and SystemProgrammierung)–German name of the institute–
191Fault Injection Tool
192 [KHB18c] Khatri, Hayek, and Börcsök. “Validation of the Proposed Fault Injection,

Test and Hardness Analysis for Combinational Data-flow Verilog HDL
Designs under the RASP-FIT Tool”. 2018

193Fault Injection, Selection and Activation
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The block diagram summarizes these functions, developed under RASP-FIT
tool as a Verilog code modifier is shown in Figure 4.3.

Figure 4.3: Block diagram of the automatic code generation
process.

4.4.1 Instrumentation Techniques for Verilog Code De-
signs

The code parser is a fundamental component of the RASP-FIT tool, which
analyses the design code written in Verilog HDL. Typically, a parser generates
an Abstract Syntax Tree (AST) from the design code for further analysis. As
described earlier, the Verilog code for FPGA-based designs is written at various
abstraction levels. The automatic code modifier developed under RASP-FIT
can modify/instrument the design at any abstraction level for fault injection
analysis. The interpretation of the developed parser technique in RASP-FIT
for fault injection is shown in Figure 4.4 for a gate-level design. For different
abstraction levels, the way of injecting faults in the design is also different.
Detail about each level is given in the sequel.

Gate-level Designs

At gate abstraction level, the basic cell of the design is a logic gate. A logic
circuit which contains a few hundreds of logic gates are typically designed at
this level194. Gate level coding of any design in Verilog HDL consists of built-in
gate primitives, e.g. (and, or, nand, nor, xor, bufif0), and user-defined
primitives. In these primitives, some ports are assigned as outputs and some as

194 [KHB17] Khatri, Hayek, and Börcsök. “Validation of selecting SP-values for fault
models under proposed RASP-FIT tool”. 2017
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// Ver i l og
// c17 benchmark c i r c u i t

ISCAS '85
// Ninputs 5
// Noutputs 2
// Ntota lGates 6
// NAND2 6

module c17 (N1 ,N2 ,N3 ,N6 ,N7 ,
N22 , N23) ;

input N1 ,N2 ,N3 ,N6 ,N7 ;
output N22 ,N23 ;
wire N10 ,N11 ,N16 , N19 ;

nand NAND2_1 (N10 , N1 , N3) ;
nand NAND2_2 (N11 , N3 , N6) ;
nand NAND2_3 (N16 , N2 , N11) ;
nand NAND2_4 (N19 , N11 , N7) ;
nand NAND2_5 (N22 , N10 , N16) ;
nand NAND2_6 (N23 , N16 , N19) ;

endmodule

`// ' Comments ( s i n g l e or mult i−
l i n e `/∗ ∗/ ') are ignored
and removed in f a u l t y cop i e s
o f o r i g i n a l des i gn .

ModuleName : c17 , ( used in
gene ra t i on o f other cop i e s
names as c17_faultycopy1 ,
c17_faultycopy2 , . . . e t c . )

Input Port L i s t : Keep i t in
the conta ine r .Map( ) with
t h e i r dimensions ( i f vec to r )
.

Output Port Dec la ra t i on : Output
port ' s name are changed

with the i n c l u s i o n o f
outVar_f1 or outVar_f2 e tc
for f u r t h e r comparison in
f a u l t i n j e c t i o n .

Wire Dec la ra t i on : Keep i t in
the conta ine r .Map( ) with
t h e i r dimensions ( i f vec to r )
.

nand : Recognise ga te_ leve l
design (Gate−l e v e l L ibrary
added in the t o o l conta in s
prototypes o f bu i l t−in and
user de f ined p r im i t i v e s ) .

Consturct f a u l t l i s t & count
f a u l t l o c a t i o n s : 12

End o f code

Figure 4.4: Parsing of a Verilog design file.

inputs. Their positions for inputs and outputs are defined in Verilog HDL. Table
4.2 shows a review of built-in primitives with their positions of inputs/outputs.
However, user-defined primitives can also be added to the RASP-FIT libraries.

User-defined primitives are defined in a separate file attached to the RASP-
FIT with extension *.csv. In the file, there are two columns. The first column
contains the user-defined keywords, and the second column defines the positions
where faults can be injected. For example, the user defines FD as a user-defined
primitive for a flip-flop with input/output ports in some design as shown below.
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Table 4.2: Pre-defined gate primitives in Verilog HDL

S. No. Gate primitives I/O positions

1 and, or, nor, nand
xor, xnor

First terminal is output,
one or more inputs

2 buf, not One or more outputs,
last terminal is input

3 bufif0, bufif1,
notif0, notif1

First terminal is output,
Second terminal is input,
Third terminal is control

4 User-defined
Primitives

User can defined positions
to inject fault

Figure 4.5: Flow chart of the fault injection algorithm for
gate-level.
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Now, the user wants to inject faults in the first three positions.

FD fd_instance(clk,Din, rst,Qout,Qoutbar);

So, the user needs to define in the *.csv file as follows,

FD; [1, 2, 3]

The RASP-FIT tool reads the files and adds the FD keyword in the file where
all primitives are defined. Their positions are concatenated in the library
containing positions. When this line of code parsed under RASP-FIT for
bit-flip fault model, the output is as follows,

FD fd_instance(f0 ˆ clk, f1 ˆ Din, f2 ˆ rst,Qout,Qoutbar);

By default, the RASP-FIT tool injects faults at the input positions, whereas,
these positions can also be defined in the library for user-defined primitives.
The way of fault modification at this level for the bit-flip fault model is shown.
In this example, f0,f1,f2 represents the bit-flip faults in this line of the code.

In FIA, the Verilog code of SUT is divided into two partitions: one consists
of the declaration part where no faults are injected, and is defined by the
library ListNoFault e.g. ‘module’, ‘input’, ‘output’, ‘wire’, ‘endmodule’, ‘reg’,
whereas in the other partition, the body of the design’s code consists of the
built-in or user-defined instances, and is defined by the library GateNetlist
as shown in Figure 4.5195. It shows the flowchart of the process carried out to
generate the faulty designs of gate-level designs by the RASP-FIT tool.

Data-flow Designs

For small circuits, up to a few thousand gates, the gate-level modelling approach
can work very well. However, the large circuits consist of hundreds of thousands
of gates, and gate-level modelling is not feasible to test and verify the circuit.
Data-flow modelling provides a powerful way to implement large and complex
designs. Data-flow is a bit higher level of abstraction than gate-level modelling.

The assign command is the heart of Verilog data-flow abstraction level196,197.
Consider an example of an assign statement to add two variables is represented

195 [KHB16a] Khatri, Hayek, and Börcsök. Applied Reconfigurable Computing. 2016
196 [Jos11] Joseph Cavanagh. Digital Design Verilog and HDL Fundamentals. 2011
197 [Pal96] Palnitkar. Verilog HDL A guide to Digital Design and Synthesis. 1996
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Table 4.3: Verilog operators added in RASP-FIT for data-flow
abstraction level

Operators (Op) Data-flow

Abstraction Level
Original Expression

Faulty Expression by

RASP-FIT Tool
Precedence

Unary Operators

Unary ( +, - ) assign B = -A; assign B = fn ^ -A;
Highest

∼, & , | , ∼&, ∼|, ^, ∼ ^, assign B = OpA assign B = fn ^ OpA;

Binary Operators

Arithmetic (+, -, *, /, %, ** ) assign C = operand1 Op operand2; assign C = ( fn ^ operand1 ) Op ( fn+1 ^ operand2 );

Relational (<, >, <=, >=) – –

Equality (= = =, != =, = =, !=) – –

Logical ( &&, | | ) – –

Ternary Operator

Conditional (? : ) assign C = expr1 ? expr2 : expr3; assign C = expr1 ? (fn ^ expr2) : (fn+1 ^ expr3); Lowest

in Verilog as,
assign out1 = A+B;

Let A and B are single bit variables then only one fault is injected per variable
as,

assign out1 = (f0 ˆ A) + (f1 ˆ B);

Similarly, if these variables are considered as a vector of length 8, then the
faulty expression by the RASP-FIT tool is as follows,

assign out1 = ({f0, f1, ..., f7} ˆ A) + ({f8, f9, ..., f15} ˆ B);

With the help of concatenation and bit-wise reduction operators, the tool in-
jects faults in the vectors. Note that, integer variables (integer) are considered
32-bit wide, for the code modifier developed under RASP-FIT tool. It reads
and stores the declaration variables with their lengths for fault injections. Table
4.3 describes the summary of most widely used operators in data-flow designs
with the examples of correct and faulty expressions for bit-flip fault model.
Two more libraries (DataFlowLib and CompDataLib) are added in Figure 4.5
(shaded by grey colour) and the complete flowchart for gate and data-flow
level designs is shown in Figure 4.6. The first library DataFlowLib contains
the data-flow command, e.g. assign, wire (implicit declarations) whereas, the
second library CompDataLib consists of all data-flow operators used for different
functions, e.g. unary, arithmetic, logical operators and many others as shown
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in Table 4.3198.

Figure 4.6: Flow chart of the fault injection algorithm for
data-flow.

Instantiation of other modules in the SUT

The Verilog HDL supports a hierarchical hardware description, in which one
module is embedded within other modules. Higher-level modules create in-
stances of lower-level modules and communicate with them through input,
output, and bidirectional ports199. Instantiation allows one module to incorpo-
rate a copy of another module into itself. Module definitions cannot be nested,
which means one module definition shall not contain the text of another module
definition within its module-endmodule keyword pair.

198 [KHB18c] Khatri, Hayek, and Börcsök. “Validation of the Proposed Fault Injection,
Test and Hardness Analysis for Combinational Data-flow Verilog HDL
Designs under the RASP-FIT Tool”. 2018

199 [Spo06] Sponsored by the Design Automation Standards Committee. IEEE
Standard for Verilog Hardware Description Language. 2006
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Module instances are connected by either ordered list or by name. In both
cases, the RASP-FIT tool ignores the module instantiation, and it does not
inject faults in it. The user must include the instantiated module name in the
user-defined file *.csv. For example in the top-level module, another module
dff is instantiated as,

dff1 inst_1(.d(data), .q(net_1), .clk(clock));

or
dff2 inst_1(clock, data,net_1);

The user of the tool needs to add module name dff1 or dff2 in the user-
defined file and adds the position ‘0’ which includes this instance to the
ListNoFault library. No fault is added to this line, and it remains as it is.
Those instances or primitives which user wants to combine with the library
ListNoFault, a ‘0’ position must be defined for them.

Behavioural Designs

Behavioural modelling provides a powerful way to describe design functionality
algorithmically. Therefore, the large and complex FPGA-based designs, e.g.
microprocessor designs are written at this level. It is the highest level of
abstraction, which describes the functional operation of the design. This level
does not provide any information about the implementation of the design. The
behaviour of the design is expressed by procedural constructs, e.g. initial
and always. The initial constructs execute once, and the always constructs
execute repetitively200,201,202. These constructs control the simulation and
manipulate variables of the data types. Each procedure has an activity flow
associated with it. The way of fault injection mechanism (code parsing) for
the different behavioural commands, e.g. case, if-else construct, blocking and
non-blocking assignments, always-initial blocks are added in RASP-FIT203. A
few more features are also combined which inject fault in user-defined functions,
vectors using bit-select or a part-select of vector variables in this work. It is
very challenging to modify the code by hand; therefore, the automatic code
modifier is designed in Matlab for FPGA-based designs.

200 [Pal96] Palnitkar. Verilog HDL A guide to Digital Design and Synthesis. 1996
201 [Jos11] Joseph Cavanagh. Digital Design Verilog and HDL Fundamentals. 2011
202 [Spo06] Sponsored by the Design Automation Standards Committee. IEEE

Standard for Verilog Hardware Description Language. 2006
203 [KHB18a] Khatri, Hayek, and Börcsök. “RASP-FIT : A Fast and Automatic Fault

Injection Tool for Code-Modification of FPGA Designs”. 2018
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Figure 4.7: Flow chart of the fault injection algorithm for
behavioural.

The code modifier takes a Verilog design file as an input and reads the
design code line by line. This tool ignores and removes the single as well as
multi-line comments. When it reads a line (the line ends with a terminator
“;”), it extracts the Verilog keyword from that line. After that, the keyword is
matched with all libraries for fault injection/modification204. At behavioural
abstraction level, the whole always constructs read first and then analysed for
fault injection205.

In this work, two more libraries (BehaveLib and behaveDataLib) are added
to Figure 4.6 and Figure 4.7 is obtained which shows the complete flowchart
of the code modifier under the RASP-FIT tool for Verilog HDL designs. The
first library BehaveLib contains the always keywords and the second library
behaveDataLib contains the data operators. The group of operators used in

204 [KHB16a] Khatri, Hayek, and Börcsök. Applied Reconfigurable Computing. 2016
205 [KHB19] Khatri, Hayek, and Börcsök. “Fault Injection and Test Approach for

Behavioural Verilog Designs using the Proposed RASP-FIT Tool”. 2019
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the behavioural design are summarised in Table 4.4. There are the following
statements which are used with procedural constructs, e.g. always. The way
to inject faults in these statements is explained in the sequel.

Table 4.4: Verilog HDL operators for behavioural level

Verilog Behavioural
Operators

Operator Name
Functional

Group Name
[ ] Bit or Part Select -

! , ∼ Logical Negation, Negation Logical, Bit-wise
&, |, ∼&, ∼|, ^, ∼^or ^∼ AND, OR, NAND, NOR, XOR, XNOR Reduction

+ , - Unary plus and minus Arithmetic
{}, {{}} Concatenation, Replication -

* Multiply

Arithmetic
/ Divide
% Modulus
+ Binary Plus
- Binary Minus

<< Shift Left
Shift

>> Shift Right
> Greater than

Relational
>= Greater than or Equal to
< Less than
<= Less than or equal to

= =, ! = Equality, Inequality Equality
&, |, ^ AND, OR, XOR Bit-wise
&&, | | AND, OR Logical
? : Conditional Conditional

Blocking and Non-blocking assignments

A blocking procedural assignment statement is executed before the execution
of the statements that follow it in a sequential block. It does not prevent the
execution of statements that follow it in a parallel block. The non-blocking pro-
cedural assignment statements are used whenever several variable assignments
within the same time step are made without regard to order or dependence
upon each other. The fault injection techniques in these statements inside the
always constructs are shown in Figure 4.8206,207.

206 [Spo06] Sponsored by the Design Automation Standards Committee. IEEE
Standard for Verilog Hardware Description Language. 2006

207 [KHB19] Khatri, Hayek, and Börcsök. “Fault Injection and Test Approach for
Behavioural Verilog Designs using the Proposed RASP-FIT Tool”. 2019
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module nameSUT ( inputs , outputs ) ;
. . .
. . . ;
// non−b l o c k i n g
va r i ab l e_ lva lue <= Expr ; // f a u l t−f r e e
va r i ab l e_ lva lue <= ( fn ^ Expr ) ; // f a u l t y

// s im i l i a r l y f o r b l o c k i n g
va r i ab l e_ lva lue = Expr ; // f a u l t−f r e e
va r i ab l e_ lva lue = ( fn ^ Expr ) ; // f a u l t y

Figure 4.8: Prototypes for blocking and non-blocking assign-
ments.

Vector bit-select and part-select

Bit-select extracts a particular bit from a vector net, vector reg, integer, or
time variable, or parameter. Several adjacent bits in a vector net, vector reg,
integer, or time variable, or parameter can be addressed and are known as
part-select. There are two types of part-select, a constant part-select and an
indexed part-select.

module module_name (a , . . . ) ;
.
input [ 3 : 0 ] a ;
.
// Bit−s e l e c t
va r i ab l e_ lva lue <= a [ 2 ] ; // f a u l t−f r e e
va r i ab l e_ lva lue <= ( fn ^ a [ 2 ] ) ; // S ing l e f a u l t a t a [ 2 ] in a

.

// Part−s e l e c t
va r i ab l e_ lva lue = a [ 2 : 1 ] ; // f a u l t−f r e e
va r i ab l e_ lva lue = ({ fn , fn+1} ^ a [ 2 : 1 ] ) ;
//Two f a u l t s a t a [ 2 ] and a [ 1 ] .

Figure 4.9: Prototypes for bit-select and part-select for fault
injection under RASP-FIT.

Conditional Statement

The conditional statement (or if-else statement) is used to decide on whether
a statement is executed. The expression with if or else if commands may
contain a single variable, rValues, and lValues separated by relational operators
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or combinations of different expressions. Figure 4.10 shows the examples of
expressions, that can be practised with conditional expressions with the fault
injection strategy developed under RASP-FIT tool. When the expression is
constant, the RASP-FIT tool does not inject the fault in the expression.

module nameSUT ( inputs , outputs ) ;
. . .
. . . ;
// Prototype 1
i f ( expr1 ) // f a u l t−f r e e
i f ( fn ^ expr1 ) // f a u l t y

// Prototype 2
i f ( expr1 == 1 'd0 ) // f a u l t−f r e e
i f ( ( fn ^ expr1 ) == 1 'd0 ) // f a u l t y

// Prototype 3
i f ( expr1 ) < ( expr2 ) // f a u l t−f r e e
i f ( ( fn ^ expr1 ) ) < ( ( fn+1 ^ expr2 ) ) // f a u l t y

Figure 4.10: Expression prototypes for if and else if.

Case Statement

The case statement is a multi-way decision statement that tests whether an
expression matches one of many other expressions and branches accordingly.
Enumeration of the case statement has been ignored in most commercial
simulators208. The default statement is optional. Use of multiple default
statements in one case statement is illegal. The multiplexer is designed with
the case statement and shown its original circuit and the faulty circuit in Figure
4.11. The RASP-FIT also includes casez and casex statements.

Functions

Functions are similar to tasks, except that functions return only a single value
to the expression from which they are called. The functions provide the ability
to execute common procedures from several different places in a description. A
user-defined file (named user_defined_netlist.csv) is created, and added with
the RASP-FIT tool. This file consists of two columns, and the first column
contains the names of user-defined primitives or functions used in the modules

208 [KSP05] Karunaratne, Sagahayroon, and Prodhuturi. “RTL fault modeling”. 2005
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// Or i g ina l des i gn
module mux_4x1 ( out , in0 , in1

, in2 , in3 , s e l ) ;
output reg out ;
input in0 , in1 , in2 , in3 ;
input [ 1 : 0 ] s e l ;

always @ ( in0 or in1 or in2
or in3 or s e l )

begin
case ( s e l )
2 'b00 : out = in0 ;
2 'b01 : out = in1 ;
2 'b10 : out = in2 ;
2 'b11 : out = in3 ;
endcase
end
endmodule

// Compi lab le f a u l t y des i gn
module mux_4x1 ( s e l e c t , out ,

in0 , in1 , in2 , in3 , s e l ) ;
output reg out_f1 ;
input in0 , in1 , in2 , in3 ;
input [ 1 : 0 ] s e l ;
input [ 2 : 0 ] s e l e c t ;
wire f i s =1;
reg f0 , f1 , f2 , f3 , f4 , f 5 ;
always @ ( s e l e c t )
begin
i f ( s e l e c t == 3 'd0 ) begin
f 0=f i s ; f 1 =0; f 2 =0; f 3 =0; f 4 =0; f 5

=0;
end
else i f ( s e l e c t == 3 'd1 )

begin
.
.
else begin
f 0 =0; f 1 =0; f 2 =0; f 3 =0; f 4 =0; f 5

=0; end
end

always @ ( in0 or in1 or in2
or in3 or s e l )

begin
case ({ f0 , f 1 } ^ s e l )
2 'b00 : out = f2 ^ in0 ;
2 'b01 : out = f3 ^ in1 ;
2 'b10 : out = f4 ^ in2 ;
2 'b11 : out = f5 ^ in3 ;
endcase
end
endmodule

Figure 4.11: Original design (left) and a compilable faulty
model (right) by RASP-FIT tool.

with I/O ports. Whereas, the second column consists of the positions of inputs
in the function or primitives for fault insertion locations. Both columns are
separated by a semi-colon ‘;’. When RASP-FIT is run, the contents of the file
is read and added to the predefined respective libraries accordingly.
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4.4.2 Proposed Fault Injection Control Unit

The FISA unit is a fault control unit which is based on demultiplexer logic.
The term FISA unit stands for Fault Injection, Selection and Activation unit.
It is designed for fault injection investigation to examine the injection of faults,
as shown in Figure 4.12. The FIS signal has a logic value ’1’. When the select
port is assigned a value, then that fault is selected and activated in the target
system. The function fault injection analysis under RASP-FIT includes the
code for the FISA unit in the faulty copy of the target design209. For large
designs, as the number of injected faults increased, fault selection lines are also
increased.

F1

FISA Control Unit

F2

F3

Fn

Fn-1

Select Port Pins

FIS

wire f i s = '1 ' ; //Dec lara t ion
par t

reg f0 , f1 , f 2 ;

always @ ( s e l e c t ) begin
i f ( s e l e c t == 2 'd0 ) begin
f 0=f i s ; f 1 =0; f 2 =0; end
else i f ( s e l e c t == 2 'd1 ) begin
f 0 =0; f 1=f i s ; f 2 =0; end
else i f ( s e l e c t == 2 'd2 ) begin
f 0 =0; f 1 =0; f 2=f i s ; end
else begin
f 0 =0; f 1 =0; f 2 =0; end
end

Figure 4.12: Proposed DEMUX-based FISA control unit
(left), and it’s Verilog code (right).

De-multiplexer can be designed in Verilog HDL in various formats, e.g.
using case or if-else statements. De-multiplexer is a component which
contains one input port (in this case Fault Injection Signal (FIS)), selecting
one of many data-outputs, which is connected to the input port. In this way,
the value of FIS reaches the particular fault and injects its effect in the SUT.
As the RASP-FIT tool generates a faulty copy of the original design, we need
to write this code in the design. It is very cumbersome to write HDL code
manually for the fault control unit when the number of faults is large enough.
For that purpose, a function (gen_always) is created and integrated into the
RASP-FIT tool. The output of the function is shown in Figure 4.12.

209 [KHB16a] Khatri, Hayek, and Börcsök. Applied Reconfigurable Computing. 2016
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4.5 Development of RASP-FIT in Matlab

The RASP-FIT tool, with its Graphical User Interface (GUI), is developed in
Matlab. The tool consists of three major functions, namely:

1. Fault Injection Analysis

2. Hardness Analysis

3. Static Compaction

All these functions are developed in Matlab under the function RASP_FIT().
It is a tabbed-based GUI as shown in Figures 4.13, 4.14, 4.15 and 4.16. Each
tab performed certain specific functions and described in the sequel briefly.
In this chapter, the fault injection capability of this tool is presented. The
fault_injection() function consists of approximately 900 lines of code having
33 functions.

To ease of use, a standalone Matlab GUI is developed for the proposed tool
using the deploytool command. This command generates the executable file
for the RASP-FIT tool which can be installed on any computer containing
Windows operating systems. After installation, it does not require Matlab to
be available on the computer. The user can double click on the icon to run it.
The first tab which appears is the welcome tab, which contains the information
about the tool’s name, its developer, and the university at which it is developed,
as shown in Figure 4.13.

Figure 4.13: RASP-FIT welcome tab.
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4.5.1 Fault Injection Analysis

At the graphical user interface, the user must provide a synthesizable Verilog
design file as an input, select the type of fault model for injection in the
design from a drop-down menu, and enter the number of faulty modules
required. By clicking on the generate button, faulty modules are generated
along with the top module file in a folder where the source file is located.
The faulty modules are saved under the name (moduleName_faultycopy1.v,
moduleName_faultycopy2.v and so on). The top file contains the comparator
logic and memory declaration for storing results of the comparisons, and it is
saved under the name (moduleName_top.v) in the same folder. These modified
designs are now used for the fault simulation, digital testing and dependability
analysis without much effort. Verilog code modification techniques are already
described in Section 4.4. Along with the faulty copies, the RASP-FIT also
provides the number of copies generated, number of fault per copies which is
used to calculate the number of select port pins, number of total faults injected
in the design. In the end, it calculates the select port pins for faults per copy.
Equation 4.1 describes the method to calculate select port pins.

FS = dlog2(Fcopy)e (4.1)

where Fcopy denotes the number of faults injected per copy of the SUT and FS
is the number of select port pins.

Figure 4.14: Fault injection analysis tab.
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4.5.2 Hardness Analysis

Hardness or Hard To Detect (HTD) is the characteristic of those faults which
can be detected very rarely. It consists of three panels namely:

1. File merger section.

2. Input data file section for hardness analysis.

3. Input parameters required for hardness analysis.

File merger is a program which takes many data files and merges them to
produce one file. It is used if needed. When data files for hardness analysis
are imported, and some parameter’s information should be provided as inputs
to perform hardness analysis. Figure 4.15 shows the tab for hardness analysis.
These inputs are:

Figure 4.15: Hardness analysis tab.

• Name of the SUT: All hardness analysis results are saved under this
name.

• Number of copies of SUT: This represents the number of copies of SUT
considered for the project.

• Number of inputs of SUT: Data is stored during experimentation as
inputs and outputs. So for the removing of stored input patterns from
the data, we need to provide this information.
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• Total Number of Faults in SUT: This is a crucial parameter to calculate
hardness analysis. This information provides the number of fault injection
in the SUT during experiments. Detail description is available in Chapter
6.

• To divide the sensitive locations into hard to detect and most often
detected, the user assign threshold values.

4.5.3 Static Compaction

In a static compaction technique, the number of test vectors is reduced after
their generation. The static compaction technique does not alter or modify the
process of TPG210, and it is developed in any programming language or tool.
The proposed static compaction algorithm is written in the Matlab, which
requires some input parameters and data files from experiments. It calculates
the fault coverage, compaction and reduces the number of test vectors. Figure
4.16 shows the tab for static compaction. All the input parameters required
to calculate compact test vectors and fault coverage are the same as that of
hardness analysis except the second parameter. This parameter requires the
number of fault models used in the test approach. The RASP-FIT uses three
fault models at this stage of development. Hence, these parameters get value 3.
Also, the user needs to provide three data files, one for each fault model. In the
next work, other fault models are also developed and added to the RASP-FIT
tool easily.

It is seen that this RASP-FIT tool is straightforward, easy to use, and it
does not require much computer skills to operate it. It validates our claims
about the simplicity, ease of use and user-friendly tool.

210Test Pattern Generation
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Figure 4.16: Static compaction tab.

4.6 Results and Discussion

The RASP-FIT tool can modify (instrument) the Verilog code, written at any
abstraction level. As described earlier, there are three primary abstraction
levels, e.g. gate-level, data-flow, and behavioural levels. The fault injection
technique is widely used in fault simulation/emulation, digital testing and
dependability analysis. To perform fault injection, we need a faulty module
of an original module (i.e. golden module). In our case, the golden module is
available in Verilog code for FPGA-based designs. To generate a compilable
faulty code of the original design with the inclusion of faults and fault control
unit, we need to modify the code, which is a cumbersome and time-consuming
task. When the complexity of design is increased, it injects more faults and
takes more time to generate faulty copies.

In this work, fault injection modification is carried out for various bench-
mark circuits (ISCAS’85, ISCAS’89, EPFL and some behavioural designs).
These benchmark circuits are written in gate-level, data-flow and behavioural
abstraction levels. The complexity of design regarding logic gates and time
taken for these design is described tabularly. Details are given in the sequel.

4.6.1 Gate Abstraction Level Code

The ISCAS’85 and ISCAS’89 benchmark circuits are most widely used in fault
simulation and emulation applications. These benchmark circuits consist of
combinational and sequential circuits, respectively. The ISCAS’85 consists
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of 11 combinational benchmark circuits, whereas the ISCAS’89 consists of
23 sequential circuits. In this work, the capability of the RASP-FIT tool to
generate a compilable faulty code is highlighted.

Compilable Faulty Design

Figure 4.17 shows the original design and the compilable faulty design of the
simple circuit from ISCAS’85 benchmark circuits for illustration purpose. There
are some points to be noted here:

// Or i g ina l des i gn
module c17 (N1 ,N2 ,N3 ,N6 ,N7 ,

N22 , N23) ;

input N1 ,N2 ,N3 ,N6 ,N7 ;
output N22 ,N23 ;
wire N10 ,N11 ,N16 , N19 ;

nand NAND_1 (N10 , N1 , N3) ;
nand NAND_2 (N11 , N3 , N6) ;
nand NAND_3 (N16 , N2 , N11) ;
nand NAND_4 (N19 , N11 , N7) ;
nand NAND_5 (N22 , N10 , N16) ;
nand NAND_6 (N23 , N16 , N19) ;

endmodule

// Compi lab le f a u l t y des i gn
module c17_1 ( s e l e c t ,N1 ,N2 ,N3

,N6 ,N7 , N22_f1 , N23_f1 ) ;
input N1 ,N2 ,N3 ,N6 ,N7 ;
output N22_f1 , N23_f1 ;
wire N10 ,N11 ,N16 , N19 ;
input [ 1 : 0 ] s e l e c t ;
wire f i s =1;
reg f0 , f1 , f2 , f 3 ;
always @ ( s e l e c t )
begin
i f ( s e l e c t == 2 'd0 ) begin
f 0=f i s ; f 1 =0; f 2 =0; f 3 =0; end
else i f ( s e l e c t == 2 'd1 )

begin
f 0 =0; f 1=f i s ; f 2 =0; f 3 =0; end
else i f ( s e l e c t == 2 'd2 )

begin
f 0 =0; f 1 =0; f 2=f i s ; f 3 =0; end
else i f ( s e l e c t == 2 'd3 )

begin
f 0 =0; f 1 =0; f 2 =0; f 3=f i s ; end
else begin
f 0 =0; f 1 =0; f 2 =0; f 3 =0; end
end
nand NAND_1(N10 , f 0 ^N1 , f 1 ^N3) ;
nand NAND_2(N11 , f 2 ^N3 , f 3 ^N6) ;
nand NAND_3(N16 ,N2 , N11) ;
nand NAND_4(N19 ,N11 ,N7) ;
nand NAND_5(N22_f1 , N10 , N16) ;
nand NAND_6(N23_f1 , N16 , N19) ;
endmodule

Figure 4.17: Original code (left) & instrumented compilable
design code (right) by RASP-FIT.
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1. In the original design, the module name is c17, whereas, in faulty design,
the module name is changed to c17_1, which shows the first copy of the
faulty design.

2. The output ports of faulty design are renamed with the extension of
(_f1) for the first copy of the faulty design and the second copy (_f2)
and so on. This ports manipulation is done for the comparison purpose
in fault injection experiments with the fault-free design.

3. The fault selection port (i.e. select port) is added to the faulty copy as
an input port, which is used to choose a particular fault for injection and
its activation.

4. The selected fault is activated by assigning a logic ’1’ value. For that
purpose, a wire fis is added to the design.

5. The fault variables f0,f1,..., fn are used to assign the ‘fis’ value in
an always block, so these variables must be declared as reg variables.

6. DEMUX-based FISA unit is added to select and activate the fault. When
no fault is activated, the circuit performs the same operation as of the
original design.

7. This tool is capable of injecting faults in a full design or a partial design.
The user can specify any number of copies, and this tool evenly distributes
the number of faults in each copy of the design.

Timing Analysis for Gate-Level Designs

The RASP-FIT tool takes the appropriate time to generate faulty designs. The
author has performed the experiments on the various gate-level benchmark
circuits from ISCAS’85 and ISCAS’89. The complexity of design regarding the
number of logic gates is described in Table 4.5 and Table 4.6 for the ISCAS’85
and ISCAS’89 benchmark circuits, respectively. Also, these tables show the
total number of faults injected into the design. The time taken by the RASP-
FIT tool is measured (in Seconds) using the Matlab commands (tic,toc),
and described in the last column of the tables.
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Table 4.5: Time analysis to generate faulty models of ISCAS’85
gate-level designs

S.No.
Gate-level

benchmark circuits
No. of logic

gates
Total faults Time (in Seconds)

1 c17 6 12 0.2075
2 c432 160 336 0.4187
3 c499 202 408 0.4578
4 c880 383 729 0.5811
5 c1355 546 1064 1.068
6 c1908 880 1498 1.8334
7 c2670 1269 2152 4.8450
8 c3540 1669 2939 6.4805
9 c5315 2307 4386 13.011
10 c6288 2416 4800 21.935
11 c7552 3513 6145 37.504

Table 4.6: Time analysis to generate faulty models of ISCAS’89
gate-level designs

S.No.
Gate-level

benchmark circuits
No. of logic
gates/FFs

Total faults Time (in Seconds)

1 s1494 647/6 1399 1.503
2 s5378 2779/179 4391 8.723
3 s9234 5597/211 8182 21.68
4 s13207 7951/638 11803 82.09
5 s15850 9772/534 14179 118.188
6 s35932 16065/1728 29997 965.05
7 s38417 22179/1636 33664 577.50
8 s38584 19253/1426 34182 1306.90

4.6.2 Data-flow Abstraction Level Code

The EPFL benchmark circuits consist of 23 combinational logic circuits, written
in a data-flow code style. These circuits are designed explicitly for logic opti-
mization, but in this work, these designs are used for fault injection/simulation
approaches.
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Compilable Faulty Design

A simple code of 4_to_1 multiplexer, written in a data-flow abstraction style
is considered to present the output of RASP-FIT tool for data-flow designs.
Figure 4.18 showed the original design and instrumented faulty design of it.
The detail description of the faulty code is described already in the gate-level
design. The difference lies in the way of the injection of faults in the design.

// Or i g ina l des i gn
module mux_4x1 ( out , in0 ,

in1 , in2 , in3 , s0 , s1 ) ;

output out ;
input in0 , in1 , in2 , in3 ;
input s0 , s1 ;

assign out=(~s0 & ~s1 & in0 )
|

( s0 & ~s1 & in1 ) |
(~ s0 & s1 & in2 ) |
( s0 & s1 & in0 ) ;
endmodule

// Compi lab le f a u l t y des i gn
module mux_4x1_1 ( s e l e c t ,

out_f1 , in0 , in1 , in2 , in3
, s0 , s1 ) ;

output out_f1 ;
input in0 , in1 , in2 , in3 ;
input s0 , s1 ;
input [ 1 : 0 ] s e l e c t ;
wire f i s =1;
reg f0 , f1 , f2 , f 3 ;
always @ ( s e l e c t ) begin
i f ( s e l e c t == 2 'd0 ) begin
f 0=f i s ; f 1 =0; f 2 =0; f 3 =0; end
else i f ( s e l e c t == 2 'd1 )

begin
f 0 =0; f 1=f i s ; f 2 =0; f 3 =0; end
else i f ( s e l e c t == 2 'd2 )

begin
f 0 =0; f 1 =0; f 2=f i s ; f 3 =0; end
else i f ( s e l e c t == 2 'd3 )

begin
f 0 =0; f 1 =0; f 2 =0; f 3=f i s ; end
else begin
f 0 =0; f 1 =0; f 2 =0; f 3 =0; end
end
assign out_f1 = ( ( f 0 ^ ~s0 ) &

( f1 ^ ~s1 ) & ( f2 ^ in0 ) ) |
( ( f 3 ^ s0 ) & ~s1 & in1 ) |
(~ s0 & s1 & in2 ) | ( s0 & s1 &

in0 ) ;
endmodule

Figure 4.18: Original code (left) & instrumented compilable
data-flow code (right) by RASP-FIT.

Timing Analysis for Data-flow Designs

We performed the experiments on the various data-flow benchmark circuits
from EPFL. The complexity of design regarding the number of logic gates, the
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total number of faults in the design, and the time taken by the tool in Seconds
are described in Table 4.7 and Table 4.8.

Table 4.7: Time to generate faulty modules of arithmetic
data-flow circuits from EPFL

S.No.
Data-flow

benchmark circuits
No. of logic

gates
Total faults Time (in Seconds)

1 Adder 1020 2040 6.512
2 Barrel-shifter 3336 6672 89.898
3 Divisor 44762 114494 4034.22
4 Hypotenuse 214335 428670 8097.66
5 Log2 32060 64120 794.34
6 Max 2865 5730 41.26
7 Multiplier 27062 54124 1153.9
8 Sine 5412 10832 62.93
9 Square 24618 36970 955.66
10 Square-root 18484 49236 1212.9

Table 4.8: Time to generate faulty modules of random/control
data-flow circuits from EPFL

S.No.
Data-flow

benchmark circuits
No. of logic

gates
Total faults Time (in Seconds)

1 Round-Robbin arbieter 11839 23678 311.659
2 ALU control unit 174 349 0.484
3 Coding-cavlc 693 1386 2.177
4 Decoder 304 608 1.393
5 I2C controller 1342 2699 10.61
6 Int-to-float controller 260 520 1.601
7 Memory controller 46836 93946 15794
8 Priority encoder 978 1956 3.396
9 look-ahead xy router 257 541 0.806
10 voter 13758 27516 152.30

4.6.3 Behavioural Abstraction Level Code

Fault injection analysis is carried out for behavioural designs, and the time is
measured. It shows the advantage of representing the design in high abstraction
levels. The tool takes a fraction of second to generate the faulty copies of the
SUTs. At this level, the vast and intricate designs are written, e.g. processor
design. The way of fault injection mechanism (code parsing) for the different
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behavioural commands, e.g. case, if-else construct, blocking and non-blocking
assignments, always-initial blocks is added in the RASP-FIT tool.

Compilable Faulty Design

To perform fault injection testing for the more complex design, a fault-free
module is replaced by a generated faulty module. Instead of the number of
logic gates information, the author added the number of slices LUTs (Look-Up
Tables) obtained after the synthesis process using Xilinx ISE tools. Figure 4.19
showed the original design and instrumented faulty design of it.

Timing Analysis for Behavioural Designs

We performed the experiments on the various behavioural designs developed in
such a way to cover all operators and commands used in behavioural modelling.
The complexity of design regarding look-up tables, the total number of faults
in the design, and the time taken by the tool in seconds are described in Table
4.9.

Table 4.9: Time to generate faulty modules of behavioural
designs

S.No. Behavioural
designs

No. of slices
LUTs Total faults Time (in Seconds)

1 Adder (32-bit) 64 192 0.0767
2 Circuit_Bitwise 04 09 0.137
3 Relational_Ops 04 27 0.190
4 Boolean_ckt 04 10 0.121
5 Mux_case 06 22 0.143
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// Or i g ina l des i gn
module mux_4x1 ( out , in0 ,

in1 , in2 , in3 , s e l ) ;
output reg out ;
input in0 , in1 , in2 , in3 ;
input [ 1 : 0 ] s e l ;

always @ ( in0 or in1 or in2
or in3 or s e l )

begin
case ( s e l )
2 'b00 : out = in0 ;
2 'b01 : out = in1 ;
2 'b10 : out = in2 ;
2 'b11 : out = in3 ;
endcase
end
endmodule

// Compi lab le f a u l t y des i gn
module mux_4x1 ( s e l e c t , out ,

in0 , in1 , in2 , in3 , s e l ) ;
output reg out_f1 ;
input in0 , in1 , in2 , in3 ;
input [ 1 : 0 ] s e l ;
input [ 2 : 0 ] s e l e c t ;
wire f i s =1;
reg f0 , f1 , f2 , f3 , f4 , f 5 ;
always @ ( s e l e c t )
begin
i f ( s e l e c t == 3 'd0 ) begin
f 0=f i s ; f 1 =0; f 2 =0; f 3 =0; f 4 =0;

f 5 =0; end
else i f ( s e l e c t == 3 'd1 )

begin
f 0 =0; f 1=f i s ; f 2 =0; f 3 =0; f 4 =0;

f 5 =0;end
.
.
else begin
f 0 =0; f 1 =0; f 2 =0; f 3 =0; f 4 =0; f 5

=0; end
end

always @ ( in0 or in1 or in2
or in3 or s e l ) begin

case ({ f0 , f 1 } ^ s e l )
2 'b00 : out = f2 ^ in0 ;
2 'b01 : out = f3 ^ in1 ;
2 'b10 : out = f4 ^ in2 ;
2 'b11 : out = f5 ^ in3 ;
endcase end
endmodule

Figure 4.19: Original code (left) & instrumented compilable
behavioural code (right) by RASP-FIT.

4.7 Concluding Remarks

Fault simulation and emulation help design and test engineers in the evaluation,
verification of their designs and generation of test patterns. It is used to
evaluate fault effects, dependability and measure the robustness of FPGA-
based systems, written in HDL. The injection of faults in HDL design requires
modification of design to generate faulty target system. In this chapter, the
code modifier technique for Verilog HDL designs is presented in detail. Fault
injection technique is carried out at the HDL level because the advanced test
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methods and dependability evaluation techniques, at the code level, reduce the
cost and time to market.

The RASP-FIT is a fault injection tool, which works at the code level of the
designs at various abstraction levels. This tool can inject faults in the whole
design, and produce the compilable code. This fault injection tool deals with
various fault models (e.g. bit-flip & stuck-at 1/0) and able to generate any
number of faulty designs (required by the user) of the original system with
evenly distributed faults in them. The tool is fast, automatic and user-friendly.
Results show that the RASP-FIT tool takes an appropriate time, depends on
the size of the design, for the generation of the faulty module and the fault
injection control unit. In a nutshell, the RASP-FIT tool helps design and test
engineers in the field of test pattern generations, fault simulation applications
and dependability analysis parameters. These applications require a faulty
module of the original design, and the RASP-FIT tool generates compilable
code within an appropriate time.
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Chapter 5

Advanced Digital Testing using
HDLs

5.1 Introduction

With the rapid advancement in science & technology and decreasing feature size
of transistors, the complexity of VLSI designs is continually increasing. With
increasing density and complexity of the models, the probability of occurrence
of faults also increases. Therefore, testing of digital design becomes essential to
guarantee the fault-free operation of devices211. Due to the complexity of VLSI
circuits, the cost of testing for such systems also increases rapidly212. Several
methods have been proposed to test digital circuits and are commonly known
as test pattern generation methods. The purpose of these test methods is to
ensure that the system is free from defects or faults, meet claimed specifications,
and improve yields. The primary purposes of the TPG are finding the minimum
number of test vectors (i.e. reducing the memory), performing the test operation
in a short time (i.e. increasing the speed) and reducing the overall cost213.

Fault injection technique plays an essential role in testing and dependability
analysis of target systems. In this technique, a fault is deliberately introduced
into the target system to generate a faulty module. The response of the fault-
free system (golden module) is compared with the copy of the System Under
Test (SUT) containing internal faults (faulty module). After that, the responses
are used in quantifying the verification and robustness of the target system
under test. The basic block diagram of fault injection testing of digital designs
is shown in Figure 3.2 in Chapter 3.

211 [Jha13] Jha. “Compaction mechanism to reduce test pattern counts and
segmented delay fault testing for path delay faults”. 2013

212 [AS12] Ahmady and Sayedi. “Fault coverage improvement and test vector
generation for combinational circuits using spectral analysis”. 2012

213 [SAG12] Sahari, A’ain, and Grout. “A study on the effect of test vector
randomness on test length and its fault coverage”. 2012
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The test procedure is used to ensure that the SUT is free from faults and
defects. For the fault injection testing procedure, we require a golden reference
module (fault-free circuit) and faulty module. To test a defective design, we
need:

1. A mechanism to inject the faults in the SUT to generate faulty module.

2. To cover all possible fault locations in the design.

3. A mechanism to select, and activate the faults in the design randomly or
sequentially.

4. To calculate fault coverage.

5. To obtain the compact test vectors.

Based on the above requirements, a simple automatic test pattern generation
technique is developed for combinational designs. The hybrid compaction
methods are also proposed to reduce the number of test vectors to obtain
compact test vectors for FPGA-based systems.

This chapter is organised as follows: Section 5.2 describes the fundamentals
need to understand about digital testing. The basic test generation algorithms
for digital systems are also described. The related work about the automatic
test pattern generation methods is introduced in Section 5.3, along with the
literature review about various compaction schemes. The proposed automatic
test pattern generation using fault injection testing at the code level is explained
in Section 5.4. Result and discussion is carried out in Section 5.5. In the end,
Section 5.6 concludes the chapter.

5.2 Fundamentals of Digital Testing

When a new system is designed and fabricated for the first time, testing should
verify the correctness of design and the test procedure. This procedure often
requires the involvement of the design engineer and the testing may even take
place in the design laboratory rather than in a factory214. The design engineer
first converts the system specifications in an RTL level language such as Verilog.
The test bench can inject design errors to predict the behaviour of the design
under unanticipated circumstances to analyse the behaviour of it. At this level
test benches are written to simulate the SUT. The SUT can be written in

214 [BA02] Bushnell and Agrawal. Essentials of Electronic Testing for Digital,
Memory and Mixed-Signal VLSI Circuits. 2002
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Verilog at different abstraction styles, i.e. gate, data-flow and behavioural levels.
After that, synthesis is performed, which converts the code into netlist215. This
netlist must be tested. The testing here is done by simulating it with an HDL
simulation tool. In general, the same test bench used for testing the RTL level
design can be used for testing the post-synthesis netlist.

The verified post-synthesis net-list of the design is used by a layout and
placement tool for generating the design’s layout and routing of cells, as shown
in Figure 5.1. The output of this phase also needs to be tested and verified
for correctness. Simulation, at this phase, verifies wire lengths, wire widths,
transistor sizes, and detects layout & placement flaws that can be introduced
from a net-list to its layout. After successful completion of the simulation, the
layout is ready for manufacturing. The final step is manufacturing in which
simulated, and test layout is converted into the Integrated Circuit (IC). These
ICs must be tested before handover to the end user. This process is referred to
as testing of the digital system.

In digital systems, testing is referred to as the exercise of checking a
component or a model to see if it behaves differently than its specification. The
device configured as such is referred to as a Device Under Test (DUT), Circuit
Under Test (CUT), or other similar acronyms. In this work, the System Under
Test (SUT) is used thoroughly. An input that applied to a SUT is referred to
as a test vector. The set of all test vectors is called a test set. A test set is
prepared ahead of time by the test-generation process. The typical response
for a test set that can be saved for the stored response, testing is performed by
simulating a working model of the SUT. The model from which the expected
response of a circuit obtained is called a good circuit model or golden model,
as shown in Figure 3.2 in Chapter 3.

Digital system testing should be brought at the early phase of the design
process to reduce time to market and effort. This process reduces the gap
between the tools and methodologies used by design and test engineers. At the
HDL design code, the design engineers can perform verification of the design &
advanced testing methods at an early stage. There is no need to convert the
design into a compatible format for testing. Verilog HDL is one of the most
widely used languages for implementing the design structure for ASIC216 and
FPGA217-based designs218. The idea is to bring the advanced test methods and

215 [Nav10] Navabi. Digital System Test and Testable Design Using HDL Models and
Architectures. 2010216Application Specific Integrated Circuit

217Field Programmable Gate Array
218 [BEJ15] Ben Fekih, Elhossini, and Juurlink. Applied Reconfigurable Computing.

2015
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Figure 5.1: Design and test for digital circuits on FPGA
[Nav10].

dependability evaluation techniques at the code level of the design to reduce
the cost and time to market.

5.2.1 Test Generation Basics

Consider a circuit ‘C’ which is a combinational logic circuit with n inputs
and m outputs. Let inputs are represented as x1,x2, ..., xn and outputs are
represented as y1, y2, ..., ym. We considered this circuit as an interconnection
of single output gates where each gate implements some logic function. Each
gate is numbered as G1,G2, ...,Gl and interconnection lines/wires are named
as c1, c2, ..., ck. A simple combinational design ‘C’ is shown in Figure 5.2.
This design ‘C’ is considered as a good circuit (golden model) in the testing
procedure.
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Figure 5.2: Schematic of combinational benchmark design as
an example.

In this example, different faults can be injected into the design at each line
is called fault list and denoted by F. In this design, a total of 12 faults are
injected in the circuit at each line ‘ck’. Therefore, set of faults is represented
as F = {f1, f2, ..., f12}. Generally, the stuck-at fault model is considered for
testing the circuit for faults. However, this research work includes the stuck-at
fault model and bit-flip fault model in the system under test219. When the
different fault injected in the original design, it becomes faulty design. Different
types of faults are injected. The location of the fault in the design is represented
by (X) as shown in Figure 5.3, and it can be stuck-at 1, stuck-at 0 or bit-flip
fault model. The concept of fault injection at gate abstraction level code is
illustrated using Figure 5.4220.

Automatic Test Pattern Generation (ATPG) is the process of generating
patterns to test a circuit, which is described strictly with a logic level netlist
(schematic). When one fault (fi) is activated, and the input pattern is applied.
If the applied pattern (P ) successfully detect that fault is said to be a test
vector for the system under test. Similarly, in this way, all faults are injected,
the number of input patterns is applied, and test vectors are obtained for all
detectable faults. Test generation is a complex problem with many interacting
aspects. The most essential aspects are221:

• Fault coverage (as high as possible)

• Cost of test generation (i.e. CPU time) as low as possible
219 [JG03] Jha and Gupta. Testing of Digital Systems. 2003
220 [KHB17] Khatri, Hayek, and Börcsök. “Validation of selecting SP-values for fault

models under proposed RASP-FIT tool”. 2017
221 [ABF90] Abramovici, Breuer, and Friedman. “Testing for Single Stuck Faults”.

1990
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Figure 5.3: Schematic of combinational benchmark design
with fault locations.

Figure 5.4: Schematic of fault injection in the circuit.

• Quality of test vectors

• Test application time

• Number of test vectors (as small as possible)

• Cost of applying the test

The cost of test vectors depends on the complexity of the test generation
method. Figure 5.5 shows the efforts versus time taken to design and test the
systems222. Keeping these issues into consideration, test pattern generation

222 [BBT95] Beenker, Bennetts, and Thijssen. Testability Concepts for Digital ICs.
1995
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methods are differentiated into different types of tests. The following section
describes the most commonly used types of test generation methods.

Figure 5.5: Test in the bottleneck of product finishing
[BBT95].

5.2.2 Types of Testing

Test vectors are generated for the post-manufacturing test of a digital system.
Because of the complexity of digital systems, the size of necessary tests, and
test quality factors, automatic methods are used for generation of test patterns.
This process is referred to as Automatic Test Pattern Generation (ATPG). For
a system under test, test pattern generation must perform the testing of the
circuit as thoroughly as possible, and in the shortest possible time223.

ATPG algorithms inject a fault into a circuit and then they use a variety of
mechanisms to activate the fault and cause its effect to propagate through the
hardware and manifest itself at a circuit output. The output signal changes
from the value expected for the fault-free circuit and this causes the fault to be
detected. Additionally, for an ATPG tool to be able to interpret and work with
particular circuit design, the design needs to adhere to specific design rules.

223 [Nav10] Navabi. Digital System Test and Testable Design Using HDL Models and
Architectures. 2010
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For combinational logic circuits, the following ATPG tool methods are used
and described briefly in the sequel224,225,226.

Exhaustive

In this approach, the complete set of primary input combinations is applied.
For N number of inputs in the design, 2N patterns are required to use on the
circuit. This method is not practical for large systems with a large number of
input ports.

Pseudo-Random

In this approach, a pseudo-random pattern generator is used to create pat-
terns. These are evaluated to identify their effectiveness as to fault detection
capabilities.

Algorithmic

Most algorithmic TPGs are based on identifying a sensitized path in the design.
The path from the fault location to the primary output is sensitized so that
the effect of the fault can be captured at the primary output (the value of the
signal at the output varies between the fault-free and faulty conditions). The
best-known algorithms are the simple, D-algorithm, PODEM and FAN. These
algorithms are described briefly in the sequel:

1. Simple:- This algorithm selects a fault to consider at a particular node
in the design and set-up the primary inputs to a node in the design to
monitor the value of the faulty node. The detection or non-detection
of the fault is then determined. This simple procedure can encounter
problems with circuit fan-out and reconvergence.

2. D-Algorithm:- It is a simple algorithm, and Roth proposed it in the year
1966. According to him, D-algorithm utilises five-value algebra (0, 1,
X, D, D). It represents these values at the nodes in the circuit under
fault-free and faulty conditions227.

224 [Gro06] Grout. Integrated Circuit Test Engineering: Modern Techniques. 2006
225 [Nav10] Navabi. Digital System Test and Testable Design Using HDL Models and

Architectures. 2010226 [BA02] Bushnell and Agrawal. Essentials of Electronic Testing for Digital,
Memory and Mixed-Signal VLSI Circuits. 2002

227 [J. 66] J. Paul Roth. “Diagnosis of Automata Failures: A Calculus and a
Method”. 1966
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3. PODEM:- This algorithm (Path Oriented DEcision Making) attempts
to reduce the time taken for decision making within the algorithm when
compared to the D-Algorithm.

4. FAN:- This algorithm (FAN-out-oriented test-generation algorithm) is
based on PODEM. This algorithm optimizes the search for an input
combination by adding several heuristics to PODEM. It has quoted as
three to five times faster than the PODEM algorithm.

5.3 Related Work for ATPG

The testing of Very Large Scale Integration (VLSI) digital systems is a major
challenge nowadays. With the increasing complexity of components, it is
difficult to guarantee an acceptable degree of reliability and to improve the
yield of products. Due to the complexity of VLSI circuits, the cost of testing for
such systems increases rapidly228. Several methods have been proposed to test
digital systems and are commonly known as test pattern generation methods.
The role of testing in Integrated Circuit (IC) is to determine the correctness of
manufactured circuits meet claimed specifications, and improve yields229.

The main purposes of the TPG are finding the minimum number of test vec-
tors (i.e. reducing the memory), performing the test operation in a short time
(i.e. increasing the speed) and being cost effective230. Many TPG methods have
been developed so far and can be categorised into exhaustive, pseudo-random, al-
gorithmic (D-algorithm231 PODEM232,233, FAN234, TOPS235, SOCRATES236),

228 [AS12] Ahmady and Sayedi. “Fault coverage improvement and test vector
generation for combinational circuits using spectral analysis”. 2012

229 [AO13] Abdullah and Ooi. “Study on Test Compaction in High-Level Automatic
Test Pattern Generation (ATPG) Platform”. 2013

230 [SAG12] Sahari, A’ain, and Grout. “A study on the effect of test vector
randomness on test length and its fault coverage”. 2012

231 [BS13] Baid and Srivastava. “Generating test patterns for fault detection in
combinational circuits using genetic algorithm”. 2013

232 [BA02] Bushnell and Agrawal. Essentials of Electronic Testing for Digital,
Memory and Mixed-Signal VLSI Circuits. 2002

233 [Nav10] Navabi. Digital System Test and Testable Design Using HDL Models and
Architectures. 2010234 [DG10] Dobai and Gramatová. “Test Pattern Generation for the Combinational
Representation of Asynchronous Circuits”. 2010

235 [BA02] Bushnell and Agrawal. Essentials of Electronic Testing for Digital,
Memory and Mixed-Signal VLSI Circuits. 2002

236 [SA89] Schulz and Auth. “ESSENTIAL: an efficient self-learning test pattern
generation algorithm for sequential circuits”. 1989



86 Chapter 5. Advanced Digital Testing using HDLs

and simulation-based. Besides, the Boolean Satisfiability (SAT) approach is
also used as an ATPG method237,238,239,240.

Some methods also exist in which test vectors are determined by simulation
and emulation approaches for the FPGA. The FPGA features are reconfig-
urability, higher speed, better performance and cost-effectiveness241. The
development of a SUT on the FPGA passes through several stages. Usually,
a circuit is designed, and the code is written in the hardware description lan-
guages, i.e. Verilog and VHDL, which represent the higher level of abstraction
in the development process. Other steps include synthesis, translate, map,
place and route, and bit file generation. The deliberate injection of faults is a
critical step in the test procedure and dependability analysis of a system.

In this work, the fault injection technique is chosen at the higher level of
design and development flow, i.e. in the coding phase. For that purpose, a
tool is developed in Matlab, which accepts a Verilog design file of the SUT,
and injects faults at every possible location, as described in Chapter 4. The
performance criteria for a TPG are Fault Coverage (FC), fault efficiency, test
vector length, and test application time242. To date, different simulation based
TPG methods have been developed and implemented, for example, serial,
parallel, deductive and concurrent fault simulation methods, to name a few.

5.3.1 Test Vector Compaction Techniques

For modern VLSI designs, compact test sets are highly desirable to reduce
test application time and memory. To enhance test quality and test yield,
recently high-quality test sets are gaining more and more attention. New
roadmap predicts that 1,000 times compression is needed by 2020. Therefore,
test compaction techniques are required for obtaining highly qualified test
vectors243. The primary purpose of all the test generation methods is getting
fewer tests for the best fault coverage, and it is called test compaction process.
Test compaction procedures reduce the number of tests that need to be applied

237 [Czu+14] Czutro et al. “SAT-Based Test Pattern Generation with Improved
Dynamic Compaction”. 2014

238 [Dre+13] Drechsler et al. “PASSAT 2.0: A multi-functional SAT-based testing
framework”. 2013239 [EWD13] Eggersgluss, Wille, and Drechsler. “Improved SAT-based ATPG: More
constraints, better compaction”. 2013

240 [EYC12] Eggersgluss, Yilmaz, and Chakrabarty. “Robust Timing-Aware Test
Generation Using Pseudo-Boolean Optimization”. 2012

241 [PR96] Pomeranz and Reddy. “Dynamic test compaction for synchronous
sequential circuits using static compaction techniques”. 1996

242 [BA02] Bushnell and Agrawal. Essentials of Electronic Testing for Digital,
Memory and Mixed-Signal VLSI Circuits. 2002

243 [Che+18] Chen et al. “Parallel order ATPG for test compaction”. 2018
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for the detection of target faults, thus reducing the test application time and
test data volume244.

The number of test vectors has to be further reduced to save memory for
the Automated Test Equipment (ATE). Two techniques are generally used for
this purpose, compression and compaction245. In this work, the compaction
technique is taken into consideration, which is further classified into two, i.e.
dynamic and static.

Dynamic Compaction Techniques

The dynamic compaction is a technique in which compact test vectors are
generated during the test pattern generation process. The dynamic compaction
is a part of the Automatic Test Pattern Generation (ATPG) tools. There are
several dynamic compaction algorithms are proposed in the literature that are
based on many heuristics, such as independent fault set and compatible fault
sets246,247,248, double detection249, reverse order fault simulation250, forward-
looking reverse order fault simulation251, Reverse Order Test COmpaction
(ROTCO), and rotating back-trace252.

An incremental dynamic compaction technique is proposed in253,254. In this
method, a cube merging technique is used with dynamic compaction. Another
work, in which a new dynamic test compaction method is proposed255. Accord-
ing to them, the dynamic test compaction scheme uses a new measurement
that estimates the influence inputs of a transition fault, the subset of inputs
that can be specified to detect the transition fault. It attempts to compact
tests for as many faults as possible into the current test.

244 [Pom19] Pomeranz. “Test Compaction by Test Removal Under Transparent Scan”.
2019245 [Egg+14] Eggersglub et al. “Optimization-based multiple target test generation for
highly compacted test sets”. 2014

246 [Kaj+93] Kajihara et al. “Cost-effective generation of minimal test sets for stuck-at
faults in combinational logic circuits”. 1993

247 [RPR92] Reddy, Pomeranz, and Reddy. “COMPACTEST: a method to generate
compact test sets for combinational circuits”. 1992

248 [Tro91] Tromp. “Minimal Test Sets for Combinational Circuits”. 1991
249 [Kaj+95] Kajihara et al. “Cost-effective generation of minimal test sets for stuck-at

faults in combinational logic circuits”. 1995
250 [STS88] Schulz, Trischler, and Sarfert. “SOCRATES: a highly efficient automatic

test pattern generation system”. 1988
251 [PR01] Pomeranz and Reddy. “Forward-looking fault simulation for improved

static compaction”. 2001
252 [RPR92] Reddy, Pomeranz, and Reddy. “COMPACTEST: a method to generate

compact test sets for combinational circuits”. 1992
253 [Jha13] Jha. “Compaction mechanism to reduce test pattern counts and

segmented delay fault testing for path delay faults”. 2013
254 [Jha+14] Jha et al. “A Cube-Aware Compaction Method for Scan ATPG”. 2014
255 [Xia+14] Xiang et al. “Compact Test Generation With an Influence Input Measure

for Launch-On-Capture Transition Fault Testing”. 2014
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Parallel Order Dynamic Test Compaction (PODTC) method shows that
the order of secondary faults within a single test generation is essential for
test compaction. In this method, they launched the parallel ATPG with
different orders of secondary faults and chose the best test pattern with the
most significant number of detected faults256. Recently, a new approach to
test compaction under transparent-scan is proposed in257. In this approach, a
transparent-scan test set consists of several transparent-scan sequences whose
lengths are limited. The sequences are combined into longer sequences that
detect more faults, without exceeding the length limit, test compaction is
obtained by removing entire sequences from the test set, and to a lesser extent,
omitting clock cycles from the combined sequences.

Static Compaction Techniques

In a static compaction technique, the number of test vectors is reduced after
their generation. Static compaction methods apply after test generation because
these methods are implemented as stand-alone programs and are independent
of the ATPG approaches. They are easily incorporated in a test generation
environment258. Therefore, the static compaction is cheaper than the dynamic
compaction259,260. Several techniques are available for combinational circuit
test compaction. The actual implementation of a test compaction program
for combinational circuits may consist of a combination and modification of
several techniques mentioned below:

1. Redundant vector elimination:- The process of deterministic test gen-
eration can result in redundant test vectors detecting different faults.
Reducing a test set by eliminating redundant test vectors does not change
the fault coverage. Implementation of this method does not require the
use of a fault simulation program.

2. Test vector merging:- Compatible vectors in a test set can be merged
without loss of fault coverage.

256 [Che+18] Chen et al. “Parallel order ATPG for test compaction”. 2018
257 [Pom19] Pomeranz. “Test Compaction by Test Removal Under Transparent Scan”.

2019258 [Nav10] Navabi. Digital System Test and Testable Design Using HDL Models and
Architectures. 2010259 [EMKS05] El-Maleh, Khursheed, and Sait. “Efficient Static Compaction Techniques
for Sequential Circuits Based on Reverse Order Restoration and Test
Relaxation”. 2005260 [DL04] Dimopoulos and Linardis. “Efficient static compaction of test sequence
sets through the application of set covering techniques”. 2004
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3. Test subset merging:- A test set for a combinational circuit can be
subdivided into several sections, and test set compatibility rules. This
static method can be implemented as a stand-alone program in software
programming languages. The fault coverage is not affected by test subset
merging, and no fault simulation is required in this method.

4. A multi-cut test set merging:- Test subset merging described above can
be applied among independently generated test sets for several SUTs.
The procedure for merging is the same as merging subsets, but the way a
merged test set is used to multiple SUTs is different than having a single
SUT. The exact details of applying a merged test set to multiple SUTs
depend on many factors, including the DFT method and input/output
access mechanism for SUTs.

5. Test vector modification:- The process of test generation (random or
deterministic) creates tests that have a relatively small number of conflicts
in the same bit positions. Such vectors are referred to as close-compatible.
Close-compatible test vectors may be merged by changing conflicting bits.
A method of test compaction is to find close-compatible test vectors, flip
contradictory bits, and examine them for possible merging.

6. Reverse order fault simulation:- Whether we are doing random test
generation, using deterministic methods, or a combination of both, it is
generally true that more straightforward faults are detected first, and
the harder faults, are left for test vectors that appear last in the list of
test vectors261. Test vectors that detect harder faults are also likely to
distinguish more straightforward defects.

5.4 Proposed ATPG Approach using Fault In-
jection Testing

The test procedure is used to ensure that the SUT is free from faults and
defects. In this dissertation, a simple test method for combinational designs,
written in Verilog, is developed. The test method gives compact test vectors for
FPGA-based systems. This proposed method is simple to understand, easy to
implement, and it applies to both simulation and emulation of the SUT. In the
proposed approach, two main issues are considered, i.e. time (or speed) and

261 [BA02] Bushnell and Agrawal. Essentials of Electronic Testing for Digital,
Memory and Mixed-Signal VLSI Circuits. 2002
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memory reduction (achieved by obtaining a minimum number of test vectors).
This method can be used for any fault models in the target system. A SUT with
faults can be simulated and emulated on the FPGA. For the testing approach,
we need a faulty module which is generated by the RASP-FIT tool. Figure 5.6
depicts the whole testing procedure and workflow. In this figure, the developed
RASP-FIT tool is used to modify the design, Xilinx ISE tool to create the
experimental set-up, Modelsim simulator to perform simulations, and to obtain
responses in a text file. Furthermore, these files are applied as input to the
RASP-FIT tool for compaction to achieve the compact test vectors and fault
coverage for the design under the functional block named static compaction.

Figure 5.6: Test approach with the simulation environment.

5.4.1 Test Approach at Code Level

Testing procedures require a deliberate introduction of faults and a mechanism
to select & activate the faults in the design to obtain compact test vectors
for maximum fault coverage. Here a few questions arise when one considers
developing a test method as follows,

1. At which level testing should be performed in the VLSI design flow?

2. Where to inject faults in the design (location of faults)?

3. When to activate the injected faults (time to activate faults)?

4. How to activate the injected faults (a mechanism to select and activate
faults)?
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5. What to inject (types of fault models)?

The FPGA development flow consists of various processes, e.g. synthesis,
translate, place & route, and then a bit-stream generation. Multiple fault
injection-based testing methods have been devised in the past several years
for FPGA-based designs, and work on different stages of the development
flow262,263, as shown in Figure 5.7. It depicts the way of injecting faults at
various stages of the FPGA development flow.
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Figure 5.7: Points of modification in the FPGA development
flow [GNH01].

HDLs have been involved in model VLSI systems and also used to improve
various methodologies related to the digital system testing and fault simulation
applications during the last few decades. These methods reduce the gap
between the tools and techniques used by design and test engineers. Using
HDL, the design engineers can perform verification of the design & advanced
testing methods at an early stage, and there is no need to convert the design
into a compatible format for testing. Verilog HDL is one of the most widely
used languages for implementing the design structure for Application Specific
Integrated Circuit (ASIC) and Field Programmable Gate Array (FPGA)-based
designs264. The idea is to bring the advanced test methods and dependability
evaluation techniques at the code level of the design to reduce the cost and
time to market.

In this work, an automatic test pattern generation method is developed
for the FPGA-based designs written in Verilog HDL at different abstraction
level. FPGA-based systems can be programmed at the gate-level, data-flow
or behavioural abstraction levels. The ATPG method developed under the

262 [KHB16a] Khatri, Hayek, and Börcsök. Applied Reconfigurable Computing. 2016
263 [KHB17] Khatri, Hayek, and Börcsök. “Validation of selecting SP-values for fault

models under proposed RASP-FIT tool”. 2017
264 [BEJ15] Ben Fekih, Elhossini, and Juurlink. Applied Reconfigurable Computing.

2015
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RASP-FIT tool answers the above questions by considering the few points such
as speed, efficient memory utilisation, portability, and cost-effectiveness. At
the code level, faults can be injected at various points, e.g. input variables,
wires/nets and reg variables depending on the abstraction style of the code.
The modification of HDL code is discussed in Chapter 4. In fault injection
testing, a mechanism is developed to select, and activate the injected faults
in the design. This mechanism is defined in a Verilog HDL code as a part of
the system under test or as a separate logic. The author has developed this
mechanism in which all faults are sequentially selected and activated for each
input pattern and called it a FISA265 control unit. The FISA control unit is a
DEMUX-based logic and also described in Chapter 4. The code for the FISA
unit is also generated by the RASP-FIT tool’s code modifier and added to the
faulty module of the SUT.

Fault modelling is the process of modelling defects at higher levels of
abstraction in the design hierarchy. To alleviate the test generation process
complexity, one needs to model the actual defects that may occur in a chip with
fault models at higher levels of abstraction. This process of fault modelling
considerably reduces the burden of testing because it obviates the need for
deriving tests for each possible defect. Fault models have been developed at
each level of abstraction, i.e., behavioural, data-flow and gate-level266. Stuck-at
(1/0) fault model is mostly used in the test generation process for obtaining
the test vectors. In this research, bit-flip and stuck-at (1/0) fault models are
used in the proposed ATPG approach.

5.4.2 Proposed ATPG and Experimental Set-up

The proposed simulation-based test approach consists of different components
and shown in Figure 5.8267. The top-level file consists of the golden model–fault
free design–instantiations, faulty models (generated by the RASP-FIT tool)
instantiations, comparator block (compare the responses), dynamic compaction
block, and memory (to store responses in a text file). The top file code, along
with the various components, is also generated by the RASP-FIT tool during
the FIA process. The essential blocks are described in the sequel.

265Fault Injection Selection Activation
266 [JG03] Jha and Gupta. Testing of Digital Systems. 2003
267 [KHB16a] Khatri, Hayek, and Börcsök. Applied Reconfigurable Computing. 2016
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Figure 5.8: Test approach with the simulation environment.

Input Pattern Generator

This block is used to generate different input patterns which are simultaneously
applied to both the original and faulty copies of the SUT. For small circuits
having few input ports, we generate and apply all possible combination of inputs.
For a large number of inputs, random input patterns are generated and applied
to the golden module and faulty modules simultaneously. These patterns are
generated using the Linear Feedback Shift Register (LFSR), defined in the
test-bench. Figure 5.9 shows the code for the generation of input patterns
randomly for the SUT (c432.v) having 36 inputs.

// Random input genera tor code f o r 36 input des i gn

reg [ 3 5 : 0 ] e = 36 ' hF59611d09 ; // seed

always @( c lk ) begin
e = { e [ 3 4 : 0 ] , e [ 3 5 ] ^ e [ 3 4 ] } ;
{N1 ,N4 ,N8 ,N11 , . . . , N73 , N76} = e ;
end

Figure 5.9: Generate random input patterns in test-bench.
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To generate a seed value randomly, a program in Matlab is written, which
takes the number of inputs of SUT and generates the hexadecimal number.
In this example, the number of inputs of SUT is 36, and it generates the
‘F59611d09’ as a seed. The users can generate as many seeds as they want.

Golden & Faulty Module

The good circuit or golden circuit is a fault-free version of the system under test.
It is a significant part of the testing tool. It generates the correct responses
which are further compared to the responses of a faulty circuit under test.
As described earlier, the test method requires the introduction of faults in
the target system deliberately268. FPGA designs are written in hardware
description languages, mainly VHDL and Verilog HDL. Verilog designs are
considered in the research, and the developed tool is designed specifically for
Verilog. It injects fault in the design and generates the faulty module. Figure
5.2 represents the fault-free design and its Verilog representation is shown in
Figure 5.10.

To be able to predict the behaviour of a defective system, or generate tests
to find the defective parts, or in general, for any computer analysis of defects,
a good fault model is needed. A good fault model is one that has a close
correspondence with the actual defects, it is easy to represent in a computer
program, and it is as brief as possible for an optimized computer processing
time. In fault injection testing procedure, it requires a faulty module which
runs in parallel with the golden module. Three fault models are used in this
work, i.e. bit-flip, stuck-at 0 and stuck-at 1. Figure 5.10 shows the faulty
module of the design with the bit-flip fault model and fault injection control
unit. Faulty locations are shown in Figure 5.3.

Comparator Logic

This block compares the responses of the golden circuit with the responses of
each faulty copy. The number of output pins of the comparator blocks depends
on the number of faulty copies. The user can select any number of copies for
moderate and large size circuits. The minimum numbers of copies are three.
A different number of copies would change the fault select lines and speed up
the process. When the output of the comparator is logic ’1’, it means that
the activated fault is detected, and when the comparator output is logic ’0’,
it means the fault is not detected. The code for the comparator logic as an

268 [Nav10] Navabi. Digital System Test and Testable Design Using HDL Models and
Architectures. 2010
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// Ver i l og module
module c17 (N1 ,N2 ,N3 ,N6 ,N7 ,

N22 , N23) ;
input N1 ,N2 ,N3 ,N6 ,N7 ;
output N22 ,N23 ;
wire N10 ,N11 ,N16 , N19 ;

nand NAND1(N10 ,N1 ,N3) ;
nand NAND2(N11 ,N3 ,N6) ;
nand NAND3(N16 ,N2 , N11) ;
nand NAND4(N19 ,N11 ,N7) ;
nand NAND5(N22 ,N10 , N16) ;
nand NAND6(N23 ,N16 , N19) ;

endmodule

// Ver i l og f a u l t y module
module c17_1 ( s e l e c t ,N1 ,N2 ,N3 ,

N6 ,N7 , N22_f1 , N23_f1 ) ;
input N1 ,N2 ,N3 ,N6 ,N7 ;
output N22_f1 , N23_f1 ;
wire N10 ,N11 ,N16 , N19 ;
input [ 3 : 0 ] s e l e c t ;
wire f i s =1;
reg f0 , f1 , f2 , f3 , f4 , f5 , f6 , f7 , f8

, f9 , f10 , f11 ;
always @ ( s e l e c t ) begin
i f ( s e l e c t == 4 'd0 ) begin
f 0=f i s ; f 1 =0; f 2 =0; f 3 =0; f 4 =0; f 5

=0; f 6 =0; f 7 =0; f 8 =0; f 9 =0; f10
=0; f11=0;end

.

.

.
else begin
f 0 =0; f 1 =0; f 2 =0; f 3 =0; f 4 =0; f 5 =0;

f 6 =0; f 7 =0; f 8 =0; f 9 =0; f10=0;
f11=0;end

end
nand NAND1(N10 , f 0 ^N1 , f 1 ^N3) ;
nand NAND2(N11 , f 2 ^N3 , f 3 ^N6) ;
nand NAND3(N16 , f 4 ^N2 , f 5 ^N11) ;
nand NAND4(N19 , f 6 ^N11 , f 7 ^N7) ;
nand NAND5(N22_f1 , f 8 ^N10 , f 9 ^

N16) ;
nand NAND6(N23_f1 , f10^N16 , f11^

N19) ;
endmodule

Figure 5.10: Verilog module and Verilog faulty module using
RASP-FIT tool.

// Ver i l og Code f o r Comparator Logic
always @ ( N1 or N2 or N3 or N6 or N7 or s e l e c t )

begin
cmp1 = (N22 ^ N22_f1 ) | (N23 ^ N23_f1 ) ; // 1 s t copy
cmp2 = (N22 ^ N22_f2 ) | (N23 ^ N23_f2 ) ; // 2nd copy
.
.
cmpN = (N22 ^ N22_fN) | (N23 ^ N23_fN) ; // Nth copy
end

Figure 5.11: Verilog code for the comparator logic.
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example given in Figure 5.10 by the developed RASP-FIT tool is shown in
Figure 5.11.

Proposed Dynamic Compaction Scheme

The dynamic compaction is part of an ATPG process. Dynamic compaction is
applied to the array, and the qualified test vectors Tq are obtained first and
then these Tq are used for hardness analysis and static compaction. As dynamic
compaction is part of the ATPG approach, therefore the Verilog code is added
to the top-level file for this dynamic compaction by the RASP-FIT tool. It is a
simple proposed approach and is given in Algorithm 1. The set-point value is a
number which is the mean of outliers–observation points that are distant from
other observations in the majority–obtained during fault injection experiments.
More details about the procedure to find the set-point values can be found
in269. The steps of the dynamic compaction algorithm are given in Algorithm
1.

Algorithm 1 Dynamic compaction algorithm in a nutshell
1: Input patterns are applied using LFSR from total vector space TS
2: Fault detections are counted for each pattern applied
3: Sum of detections are compared with set-point value
4: if Is sum greater than or equal to set-point value then
5: Stored pattern as qualified test vectors Tq
6: Increment the number of Tq count
7: else
8: Apply new pattern to the SUT
9: end if
10: Go to step 2
11: Stop simulation when Tq count reaches 100

Memory Block

The memory block consists of rows and columns. The number of rows depends
on the pattern applied, and the number of columns depends on the total
number of faults injected and the number of inputs of the SUT. In this block,
the qualified input test patterns from the dynamic compaction step are stored
along with the array of faults. The resulting data are transmitted to the result
analyser for the static compaction.

269 [KHB17] Khatri, Hayek, and Börcsök. “Validation of selecting SP-values for fault
models under proposed RASP-FIT tool”. 2017
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5.4.3 Proposed Result Analyser

The result analyser receives data from the memory block and does the nec-
essary operations to find the minimum number of test vectors. This block
is implemented on the host computer. A new algorithm is proposed for the
result analyser based on the static compaction and is written in Matlab. The
algorithm is given in the sequel.

Proposed Static Compaction Scheme

Static compaction is not part of the ATPG process. It reduces the number
of test vectors further after dynamic compaction. A simple and memory-
efficient static compaction scheme under the RASP-FIT tool is developed. The
graphical interpretation of the static compaction option and description of their
parameters are given in Chapter 4. Algorithm 2 describes the steps developed
in a Matlab program under the RASP-FIT tool.

All qualified vectors Tq are obtained during simulation of the SUT under
Modelsim tool and stored in a text file (*.txt). This text file is then loaded
into the RASP-FIT tool for the static compaction. It is used to reduce the
number of test vectors further after the test generation process. The static
compaction also calculates the FC analysis. This process is described in the
sequel. In the RASP-FIT tool, the static compaction scheme reads the *.txt
file and places the data in a matrix form in Matlab. The author named it Fault
Matrix (FM), as given in Eq. 5.1.

FM =


P1 F1,1 F2,1 · · · FN ,1

P2 F1,2 F2,2 · · · FN ,2
... ... ... ... ...
Pi F1,i F2,i · · · FN ,i

 (5.1)

Where P1—Pi represent the qualified test pattern obtained after test pro-
cedure with dynamic compaction, and the FN ,i is the fault detection value
for N th fault on ith qualified pattern. If the value of FN ,i is ‘1’, it means the
fault is detected, in another case, it is not detected. This matrix is used for
the static compaction to achieve compact test vectors for maximum FC. The
brief description of static compaction is also described in Algorithm 2270,271.

270 [KHB16b] Khatri, Hayek, and Börcsök. “ATPG method with a hybrid compaction
technique for combinational digital systems”. 2016

271 [KHB18c] Khatri, Hayek, and Börcsök. “Validation of the Proposed Fault Injection,
Test and Hardness Analysis for Combinational Data-flow Verilog HDL
Designs under the RASP-FIT Tool”. 2018
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The test approach is simple, efficient and provides high controllability and
observability.

Algorithm 2 Static compaction algorithm in a nutshell
1: Fault detections are counted for each qualified vectors
2: Based on step 1, test vectors are sorted in descending order
3: for Perform OR operation between vectors do
4: Calculate FC
5: if Is FC increased then
6: Stored pattern as test vectors
7: else
8: Repeat step 3 for next vector
9: end if
10: Repeat step 3 to 9, until FC reaches 100% or all Tq checked
11: end for
12: Compact test vectors for maximum FC

Fault Coverage Analysis

Fault coverage defines the ability of a method to handle faults in various
components of the FPGA. Some of the surveyed methods can distinguish
between transient and permanent faults. Fault coverage is the percentage of
detected faults among the total faults. It is calculated as,

FC(%) =
FD
FT
× 100 (5.2)

Where FC stands for Fault Coverage, FD represents the number of detected
faults and FT is the total number of injected faults.

Compaction

Compaction is defined as the minimum number of vectors obtained to reach
the maximum FC of a circuit.

C(%) =

(
1− TStatic compact

Tq

)
× 100 (5.3)

Where TStatic compact is the number of compact test vectors achieved after static
compaction, and Tq represents the qualified test vectors obtained after dynamic
compaction scheme.



5.5. Results and Discussion 99

5.5 Results and Discussion

The automatic test method is performed on various FPGA-based systems,
which are written in Verilog HDL at different abstraction levels. These levels
are the gate, data-flow and behavioural. Results are divided according to these
levels. Different benchmarks are most widely used to validate the different test
approaches and are written on various abstraction levels. ISCAS’85 benchmark
designs presented 11 combinational benchmark designs written at gate abstrac-
tion level. Similarly, EPFL272 benchmark designs are available at data-flow
abstraction style. Fewer behavioural designs are created by ourselves, which
incorporates all behavioural operators and keyword. Test vector generation for
these designs is carried out and published in273,274,275 respectively.

5.5.1 Results for Gate-level Designs

The RASP-FIT tool is explicitly designed for Verilog HDL. ISCAS’85 benchmark
designs are written at gate-level abstraction style. The way of code-modification
for these designs is explained in Chapter 4. These benchmark designs are used
for the proposed test approach. Fault coverage and compact test vectors are
calculated and presented in the sequel.

Results: Fault Coverage

After instrumenting the designs, these benchmarks are used in the ATPG
process. Compact test vectors and high fault coverage are calculated. Table 5.1
shows the total number of injected faults and the number of faults detected.
Also, the fault coverage is calculated and presented in the last column of the
table. Single value entry in the table shows that this value is the same for all
fault models.

Results: Compaction

The compaction ratio is also calculated for these designs to validate the ef-
fectiveness of the proposed static compaction scheme. Table 5.2 shows the
number of dynamic test vectors and static test vectors achieved during the

272École Polytechnique Fdérale de Lausanne
273 [KHB16b] Khatri, Hayek, and Börcsök. “ATPG method with a hybrid compaction

technique for combinational digital systems”. 2016
274 [KHB18c] Khatri, Hayek, and Börcsök. “Validation of the Proposed Fault Injection,

Test and Hardness Analysis for Combinational Data-flow Verilog HDL
Designs under the RASP-FIT Tool”. 2018

275 [KHB19] Khatri, Hayek, and Börcsök. “Fault Injection and Test Approach for
Behavioural Verilog Designs using the Proposed RASP-FIT Tool”. 2019
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Table 5.1: Result of fault coverage for ISCAS’85 gate-level
designs

SUT Total Fault Injected (TF ) Faults Detected (FD) Fault Coverage(%)
C17 12 12 100
C432 336 332, 327, 323 98.9,97.4,96
C499 408 406 99.6
C880 729 729 100
C1355 1064 1064, 1045, 1029 100, 98.2, 96.7
C1908 1498 1428, 1389, 1360 95.3, 92.7, 90.8
C2670 2152 2010, 1974, 1916 93.4, 91.7, 89

ATPG process. The memory is allocated to store 100 qualified test vectors
after the dynamic compaction and stored them in a text file for further process.
Fault coverage is calculated under the static compaction technique. If the fault
coverage is not sufficient, then it requires to increase the number of qualified
vectors after dynamic compaction technique. Compaction ratio is calculated
and presented in the last column of the table.

Table 5.2: Hybrid compaction for ISCAS’85 gate-level designs

SUT Dynamic Compaction (Tq) Static Compaction (TV) Compaction (%)
Bit-flip,SA-1,SA-0

C17 32 2, 5, 7 93.8, 84.5, 78.13
C432 100 28, 42, 59 72, 58, 41
C499 100 11, 14, 42 89, 86, 58
C880 100 30, 47, 63 70, 53, 37
C1355 100 28, 38, 39 72, 62, 61
C1908 100 53, 40, 50 47, 60, 50
C2670 100 38, 43, 60 62, 57, 40

Table 5.3 shows the comparison between the work presented in276 and277

and the proposed approach presented in this dissertation. In this work278,
the comparison with Fastscan takes place, whereas in279 different tools, e.g.
PODEM, COMPACT, ATALANTA and SAT-based approaches, are compared.
Therefore, this proposed approach is compared with all of these tools. In these
researches, the stuck-at fault model is used, whereas this work is presented on

276 [DN11] Dunbar and Nepal. “Using Platform FPGAs for Fault Emulation and
Test-set Generation to Detect Stuck-at Faults”. 2011277 [Hab+14] Habib et al. “Don’t cares based dynamic test vector compaction in
SAT-ATPG”. 2014278 [DN11] Dunbar and Nepal. “Using Platform FPGAs for Fault Emulation and
Test-set Generation to Detect Stuck-at Faults”. 2011279 [Hab+14] Habib et al. “Don’t cares based dynamic test vector compaction in
SAT-ATPG”. 2014
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Test vector compaction for gate-level designs
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Figure 5.12: Compaction ratio between dynamic and static
techniques for gate-level designs.

both bit-flip and stuck-at fault models. The different combinational circuits
from ISCAS’85 are compared, and results are reported in Table 5.3. The table
contains only those circuits for which comparison is available in state-of-the-art.
Compact test patterns have obtained for various fault models individually. The
FC values are found to be in the range from 87% to 100% in the majority of
circuits, whereas the set-point values are considered up to 30% to 50% of the
total faults for different fault models.

Table 5.3: Comparison between state-of-the-art and this work

SUT Patterns[DN11] Patterns[Hab+14] This work
Bit-flip SA-1 SA-0

C17 - 6 2 5 7
C432 32 57 28 42 59
C499 52 67 11 14 42
C880 25 66 30 47 63
C1355 84 96 28 39 39
C1908 - 142 53 40 50



102 Chapter 5. Advanced Digital Testing using HDLs

5.5.2 Results for Data-flow Designs

Testing procedures require a deliberate introduction of faults and a mechanism
to select & activate the fault in the design to obtain compact test vectors for
maximum FC. In this work, the author has applied and validated the test
approach for the data-flow designs (EPFL benchmark).

Results: Fault Coverage

Results are presented in Table 5.4, which show the number of faults detected
FD, the qualified vectors after dynamic compaction Tq. The simulation is
stopped after obtaining 100 qualified vectors from the simulation. This number
is found optimally by performing various experiments. If we increase this
number of vector’s count, then FC remains the same (in most cases). Compact
test vectors after static compaction, FC and achieved compaction for each fault
model (bit-flip, stuck-at 1, stuck-at 0). One value entry in FD & FC columns
indicates that the particular value is the same for each fault model used in the
analysis. Figure 5.13 shows that more compaction is achieved for bit-flip fault
model. More compaction results in the less/compact test vectors.

Table 5.4: Result of fault coverage for EPFL data-flow designs

SUT Total Fault Injected (TF ) Faults Detected (FD) Fault Coverage(%)
Adder 2040 2037 99.85

Barrel Shifter 6672 6669 99.96
Sine 10832 9857,9315,8773 91,86,81

ALU Control Unit 349 344 98.85
Decoder 608 601,601,231 99,99,38
Int-to-Flt 520 327,254,176 63,49,34

I2C Controller 2699 2106,1971,1836 78,73,68
Priority Encoder 1956 1350,959,1310 69,59,67
Coding-Cavlc 1386 1382 99.78

Results: Compaction

Table 5.5 shows the number of dynamic test vectors and static test vectors
achieved during the ATPG process for EPFL benchmark designs. Compaction
ratio is calculated and presented in the last column of the table.
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Table 5.5: Hybrid compaction for EPFL data-flow designs

SUT Dynamic Compaction (Tq) Static Compaction (TV)
Compaction (%)
Bit-flip,SA-1,SA-0

Adder 100 12,20,27 88,80,73
Barrel Shifter 100 23,34,54 77,66,46

Sine 100 57,86,83 43,14,17
ALU Control Unit 100 20,23,34 80,77,66

Decoder 100 22,38,63 78,62,37
Int-to-Flt 100 6,6,10 94,94,90

I2C Controller 100 50,52,85 50,48,15
Priority Encoder 100 44,59,34 54,41,66
Coding-Cavlc 100 71,94,75 29,6,25
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Figure 5.13: Compaction ratio between dynamic and static
techniques for data-flow designs.

5.5.3 Results for Behavioural Designs

The RASP-FIT tool is upgraded in the last portion of the RASP-FIT, and now
it can handle the Verilog designs written at all abstraction levels. Behavioural
circuits are generated, and code modification is performed on these designs.
These designs are simple Verilog designs at the behavioural level and cover nearly
all types of Verilog operators and keywords. The sequel presents the results
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for obtaining test vectors, FC, and the compaction ratio for the behavioural
designs280.

Results: Fault Coverage

Results are presented in Table 5.6, which show the number of input and
output of the system under test, the total number of fault injected by the
tool and the number of faults detected FD. FC is calculated for each fault
model (bit-flip, stuck-at 1, stuck-at 0). One value entry in FD & FC columns
indicates that the particular value is the same for each fault model used in the
analysis. However, Table 5.7 shows the number of qualified vectors obtained
after dynamic compaction Tq. In the proposed dynamic approach, we stop
the simulation when the Tq count reaches 100 test vectors. The proposed
method is fast and memory efficient. On these vectors, authors applied static
compaction scheme and obtained the reduced TV without compromising the
FC and mentioned in the 3rd column of Table 5.7.

Table 5.6: Result of fault coverage for few behavioural designs

System Under Test
No. of Inputs /

Outputs (Original Circuits)

Fault Detected

(FD)

Fault Covarge

FC (%)

Adder (32-bit) 64/33 192 100

Circuit_Bitwise 9/5 09 100

Relational_Ops 6/4 27 100

Boolean_ckt 4/2 10 100

Mux_case 14/3 22 100

Results: Compaction

In this section, the compaction analysis, of the Verilog designs written at
behavioural abstraction level, is also carried out. For each design, the qualified
test vectors are obtained during the ATPG and stored in a text file. These text
files are applied to the RASP-FIT tool to perform static compaction. After
static compaction, authors obtained the short test vectors. Figure 5.14 shows
the static compaction achieved for the various fault models. Table 5.7 contains
the test vectors obtained after dynamic compaction and static compaction for
bit-flip, stuck-at 0 (SA-0) and stuck-at 1 (SA-1) fault models. Single value
entry shows that the test vectors are the same for each fault model.

280 [KHB19] Khatri, Hayek, and Börcsök. “Fault Injection and Test Approach for
Behavioural Verilog Designs using the Proposed RASP-FIT Tool”. 2019
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Table 5.7: Hybrid compaction for behavioural designs

SUT Dynamic Compaction (Tq) Static Compaction (TV)
Compaction (%)

Bit-flip,SA-1,SA-0

Adder (32-bit) 100 2 98

Circuit_Bitwise 100 2 98

Relational_Ops 100 2 98

Boolean_ckt 100 2,3,3 98,97,98

Mux_case 100 3,5,4 97,95,96
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Figure 5.14: Compaction ratio between dynamic and static
techniques for behavioural circuits.

5.6 Concluding Remarks

In this chapter, an ATPG method is proposed with a simple hybrid compaction
scheme. This work is compared with the state-of-the-art techniques, and it is
considered to be better in terms of the number of test vectors obtained and
efficient memory utilization. In this methodology, faults are injected at every
abstraction level of the design process, i.e. in the Verilog code automatically.
Benchmark designs are written at gate-level (ISCAS’85), data-flow (EPFL)
and some behavioural designs considered for the testing procedure. Three fault
models are tested, and patterns are found for them individually.

In future work, the ATPG approach shall be applied to the sequential
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designs and the large SoCs. In a nutshell, the RASP-FIT tool can test the
FPGA-based designs written in Verilog HDL and obtain the compact test
vectors & fault coverage. The idea is to bring the test and dependability
evaluation at the code level, which reduces the cost and time to market.
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Chapter 6

Fault Tolerance Techniques for
FPGA Systems

6.1 Introduction

As digital systems become increasingly large and complex, their dependabil-
ity parameters are of great concern in playing a critical role in supporting
next-generation science, engineering and commercial applications281. In mission-
critical and safety applications, reliability is a primary goal. There are many
different approaches such as fault avoidance, fault masking and fault tolerance
used to improve the reliability of systems282. Fault Tolerance (FT) is an es-
sential feature for many operating environments, from earth applications to
space exploration. FT is defined as “the ability of a system to operate normally
in the presence of faults”. The development of fault-tolerant techniques is
strongly associated with the target device, and it requires a detailed analysis
of the effects of an upset on the related architecture. In the past years, the
integrated circuit industry has designed more and more complex architectures
to improve performance, to increase logic density and to reduce cost. Ex-
amples of this development include Application Specific Integrated Circuits
(ASICs), microprocessors composed of millions of transistors, high-density Field
Programmable Gate Array (FPGA) components & System-on-a-Chip (SoC)
composed of embedded microprocessors, memories and analogue blocks. FPGA
has made a significant improvement in the system’s design by adding the
reconfigurability feature, which reduces the time to market and increases the
design flexibility.

FPGA has been involved in various applications in the last couple of
decades, such as aerospace, biomedical instrumentation, safety-critical systems,

281 [Str+13] Straka et al. “Fault tolerant system design and SEU injection based
testing”. 2013

282 [KCR06] Kastensmidt, Carro, and Reis. Fault-Tolerance Techniques for
SRAM-based FPGAs. 2006



108 Chapter 6. Fault Tolerance Techniques for FPGA Systems

and spacecraft, due to their remarkable features. These features include
parallelism, reconfiguration, separation of functions, self-healing capabilities,
overall availability, low cost and low design turn-around time283,284. Therefore,
FPGA has become the core of many embedded applications. SRAM285-based
FPGA devices are sensitive to SEE, which can be caused by various sources,
such as α-particles, cosmic rays, atmospheric neutrons, heavy-ion radiations
and electromagnetic radiations (x-rays or gamma rays)286,287,288. When a
charged particle hits a critical node of FPGA-based design, it generates the
transient pulse, which can produce a bit-flip effect. This phenomenon is known
as Single Event Upsets (SEU). To develop the SEU mitigation scheme for
FPGA-based designs, we must be careful about the following parameters:

• Time to market

• Low development cost

• High performance

• Low power dissipation

• Low area overhead

• High reliability

The remainder of this chapter is organised as follows: Section 6.2 introduces
the most widely used fault tolerance schemes for FPGAs. Section 6.3 explains an
overview of the proposed methodology to find sensitive locations in the design.
Section 6.4 describes the literature related to the methodology developed.
Section 6.5 introduces the RASP-FIT tool briefly and explains the proposed
hardness analysis technique. Section 6.6 presents the experimental set-up and
its components in detail. Result and discussion are carried out in Section 6.7.
Finally, Section 6.8 concludes the chapter.

283 [KHB16a] Khatri, Hayek, and Börcsök. Applied Reconfigurable Computing. 2016
284 [Xin10] Xin. “Partitioning Triple Modular Redundancy for Single Event Upset

Mitigation in FPGA”. 2010
285Static Random-Access Memory
286 [Xin10] Xin. “Partitioning Triple Modular Redundancy for Single Event Upset

Mitigation in FPGA”. 2010
287 [DSC14] Desogus, Sterpone, and Codinachs. “Validation of a tool for estimating

the effects of soft-errors on modern SRAM-based FPGAs”. 2014288 [BK18] Benites and Kastensmidt. “Automated design flow for applying Triple
Modular Redundancy (TMR) in complex digital circuits”. 2018



6.2. FPGA Upset Mitigation Techniques 109

6.2 FPGA Upset Mitigation Techniques

Several basic error mitigation techniques have been developed to improve the
reliability of digital circuits implemented on the FPGA. Many current FPGA
reliability solutions combine several of these mitigation techniques289,290. The
primary goal of these techniques is to enhance the dependability of digital
designs. Some of the methods are designed explicitly for FPGAs, as shown
in Figure 6.1. Fault tolerant techniques are divided into three categories, i.e.
detection, mitigation and recovery methods. These error mitigation techniques

Figure 6.1: Fault tolerance techniques used for FPGAs
[KCR06].

are also helped the researcher to improve FPGA reliability291. The most
common techniques are briefly described in the sequel. These techniques are
used individually or in a grouped to achieve high reliability with low cost and
less time to market.

6.2.1 Radiation Hardening

Radiation hardening is the technique in which the semiconductor devices or
electronic components are made robust against radiation to avoid damage
and malfunctioning. Semiconductor devices operating in an environment

289 [Ger15] Gerald. “Configuration Scrubbing Architectures for High-Reliability
FPGA Systems”. 2015

290 [KCR06] Kastensmidt, Carro, and Reis. Fault-Tolerance Techniques for
SRAM-based FPGAs. 2006291 [Ger15] Gerald. “Configuration Scrubbing Architectures for High-Reliability
FPGA Systems”. 2015
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with radiation are susceptible to many different failure mechanisms when
radioactive particles strike their circuit elements. Various sources can cause
these particles such as α-particles, cosmic rays, atmospheric neutrons, and
heavy-ion radiations292. The particles are classified as two major types293:

1. Charged particles such as electrons, protons and heavy ions.

2. Electromagnetic radiation (photons), which can be x-ray, gamma ray, or
ultraviolet light.

Radiation hardening is commonly achieved by using one of two methods294.

1. Radiation Hardened By Design (RHBD):- It is a redundant method where
many transistors are used to construct one SRAM cell. This technique
is architecture-dependent in which transistors are placed in a particular
layout such that the probability that the same ion cannot be able to
strike with multiple transistors of the same SRAM cell, hence making it
unlikely to cause an upset295.

2. Radiation Hardened By Process (RHBP):- In this technique, the FPGA
is fabricated in a way that the transistors are shielded from ionising
radiation at the silicon level. One example of RHBP is gated resistor
hardening. It uses a variable resistor to increase the threshold voltage
required to change the state of the memory cell. Another method is to
maintain circuit performance by lowering the threshold voltage when the
write enables the memory cell goes high.

Using the radiation hardening techniques, make the electronic devices more
secure, but at the same time, the cost of the devices is increased too much.
High performance, high density, radiation-hardened Field Programmable Gate
Arrays (FPGAs) are in high demand for use in a wide variety of applications
such as military and space applications to reduce design cost and the cycle
time296,297.

292 [KHB18b] Khatri, Hayek, and Börcsök. “RASP-TMR: An Automatic and Fast
Synthesizable Verilog Code Generator Tool for the Implementation and
Evaluation of TMR Approach”. 2018

293 [KCR06] Kastensmidt, Carro, and Reis. Fault-Tolerance Techniques for
SRAM-based FPGAs. 2006294 [Ger15] Gerald. “Configuration Scrubbing Architectures for High-Reliability
FPGA Systems”. 2015

295 [Gar15] Gardiner. “An Evaluation of Soft Processors as a Reliable Computing
Platform”. 2015296 [Roc+07] Rockett et al. “Radiation Hardened FPGA Technology for Space
Applications”. 2007

297 [Kel+18] Keller et al. “Dynamic SEU Sensitivity of Designs on Two 28-nm
SRAM-Based FPGA Architectures”. 2018



6.2. FPGA Upset Mitigation Techniques 111

6.2.2 Scrubbing

Scrubbing is one of the most widely used error mitigation techniques for FPGA-
based systems for error correction. The circuit which performs this task is
called a scrubber. Scrubber implementation consists of simple or complex
circuitry depending on the application, e.g. radiation environments. Scrubbing
is the technique which overwrites the configuration memory with its desired
contents when an error is detected. There are two different types of methods,
specifically detection methods and correction methods. If at least one detection
method is used in a scrubbing strategy, then it is called read-back scrubbing.
The scrubbing technique without any detection scheme comes in the category
of blind scrubbing298,299,300,301.

There are two types of techniques used for scrubbing, i.e. golden copy
correction and error syndrome correction. In the first technique, a fault-
free copy of original configuration memory is kept in non-volatile memory or
radiation-hardened memory. Whereas, in the other types, scrubbing occurs
when an error is detected. Error syndrome technique is mostly used in read-back
scrubbing.

Blind scrubbing strategies consist of an only golden copy of the configuration,
and it is a widely accepted technique for FPGA-based space platforms. In this
technique, scrubbing is performed at a specified rate, which is also known as
the scrub rate. A scrub rate describes how often a scrub cycle should occur.
There are direct relationships between scrub rate, design size, design reliability
and design safety; hence, the scrub rate can be measured by the upset rate in
a system under test302. For some types of FPGAs (Xilinx), techniques exist
which allow us to detect soft faults in the bit-stream or to utilise scrubbing in
designs implemented into the FPGA303. The scrubbing technique can be used
with hardware redundant techniques such as TMR, or ECC304 techniques to
improve the reliability of SRAM-based FPGA designs305.

298 [HALV13] Herrera-Alzu and Lopez-Vallejo. “Design Techniques for Xilinx Virtex
FPGA Configuration Memory Scrubbers”. 2013

299 [Hoq16] Hoque. “Early Dependability Analysis of FPGA-Based Space
Applications Using Formal Verification”. 2016

300 [NSC13] Nazar, Santos, and Carro. “Scrubbing unit repositioning for fast error
repair in FPGAs”. 2013

301 [NSC15] Nazar, Santos, and Carro. “Fine-Grained Fast Field-Programmable Gate
Array Scrubbing”. 2015

302 [Hoq16] Hoque. “Early Dependability Analysis of FPGA-Based Space
Applications Using Formal Verification”. 2016

303 [Str+13] Straka et al. “Fault tolerant system design and SEU injection based
testing”. 2013

304Error Correction Code
305 [Zha+18] Zhang et al. “A Fast Scrubbing Method Based on Triple Modular

Redundancy for SRAM-Based FPGAs”. 2018
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6.2.3 Error Detection and Correction

Soft errors are a significant concern for modern electronic circuits, transmission
channels and, in particular, for memories. A soft error can alter the contents
of the bits stored in a memory and cause a system failure306,307,308. These
techniques are divided into two classes:

1. Error Detection Techniques:- In these techniques, errors are detected
which occurs between the transmission and receiving channels. Error
detection is most commonly realised using a suitable hash function. A
hash function adds a fixed length tag to a message which enables receivers
to verify the delivered message by re-computing the tag and comparing
it with the one provided309. These techniques include:

• Repetition Codes:- A repetition code is a coding technique that
repeats the bits across a channel in a block to achieve error-free
communication. Each block is transmitted some fixed number of
times. These codes are not very efficient.

• Parity Codes (Even and Odd Parity):- It is a straightforward scheme
that can be used to detect single or any other odd number of errors
in the output. An even number of flipped bits make the parity bit
appear correct.

• Checksums Codes:- A checksum of a message is a modular arithmetic
sum of message code words of a fixed word length.

• Cyclic Redundancy Checks (CRC):- CRC is a single-burst-error-
detecting cyclic code and non-secure hash function designed to
detect accidental changes to digital data in computer networks. It
is used as the divisor in a long polynomial division over a finite
field taking the input data as the dividend and where the remainder
becomes the result310.

• Cryptographic Hash Functions Codes:- These codes provide any
change appeared accidentally in the data (i.e. due to transmis-
sion errors). Any modification to the data is detected through a
mismatching hash value.

306 [RPU18] Reviriego, Pontarelli, and Ullah. “Error Detection and Correction in
SRAM Emulated TCAMs”. 2018307 [Lim01] Lima. “Designing single event upset mitigation techniques for large
SRAM-based FPGA devices”. 2001308 [Dub13] Dubrova. Fault-Tolerant Design. 2013

309 [SS12] Singh and Singh. “A Comparative Study of Error Detection and
Correction Coding Techniques”. 2012

310 [PS08] Proakis and Salehi. Digital Communications. 2008
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2. Error Correction Techniques:- In these techniques, the detected errors
are corrected. These techniques include:

• Forward Error Correction Codes (FECC):- An ECC or Forward
Error Correction (FEC) code is a system of adding redundant data
or parity data to a message such that it can be recovered by a
receiver even when some errors were introduced either during the
process of transmission or on storage.

• Automatic Repeat Request Codes (ARQ):- ARQ code is an error
control technique for data transmission that uses error-detection
codes acknowledgement, negative acknowledgement messages and
time-outs to achieve reliable data transmission.

Some techniques are used only to detect faults, and some are used to correct
those detected faults. An Error Correction Code (ECC) is a redundancy coding
mechanism that is useful for correcting single bit failure. A simple ECC circuitry
consists of the XOR logic gate chain. All these gates are combined in some
predefined way to compute a checksum311. Each configuration frame in Xilinx
FPGAs contains an ECC word (checksum) to provide necessary single bit upset
correction. There are some techniques which locate the changed bit because
every bit in the configuration memory represents some point in the circuit.

6.2.4 Hardware Redundancy

There are various approaches for achieving fault tolerance. Common of all
approaches is to add a certain amount of redundancy. There are four forms of
redundancy: hardware, software, information and time. Hardware redundancy
is realised by adding extra hardware into the design to either detect or mask the
errors of a failed component312,313. Hardware redundancy brings some penalties
as well: increase in weight, size, power consumption, cost, as well as time to
design, fabricate, and test. Many choices have to be examined to determine
the best way to incorporate redundancy into a system. For example, weight
increase can be reduced by applying redundancy to higher-level components.
Cost increase can be depreciated if the expected improvement in dependability
diminishes the cost of preventive maintenance for the system.

311 [Ger15] Gerald. “Configuration Scrubbing Architectures for High-Reliability
FPGA Systems”. 2015

312 [Dub13] Dubrova. Fault-Tolerant Design. 2013
313 [Ban12] Ban. “Methods and architectures based on modular redundancy for

fault-tolerant combinational circuits”. 2012
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Hardware redundancy is divided into three types: passive, active, and hybrid.
Passive redundancy performs fault tolerance by masking the faults that occur
without requiring any action from the system or an operator. The most popular
form of passive hardware redundancy is Triple Modular Redundancy (TMR).
Active redundancy requires a fault to be detected before it is tolerated. After
the detection of the fault, the actions of location, containment and recovery are
performed to eliminate the faulty component from the system. Active techniques
need that a system is stopped first and reconfigured to tolerate faults. The most
common forms of active redundancy are Duplication With Comparison (DWC),
standby redundancy (which further divided into hot and cold standby), and
Pair-And-A-Spare (which combines standby redundancy and DWC techniques).
Hybrid redundancy combines passive and active approaches. These techniques
are usually used in safety-critical applications such as control systems for
chemical processes, nuclear power plants, weapons, medical equipment, aircraft,
trains, automotive, and so on. The most common hybrid redundancy techniques
are Self-Purging redundancy and N-Modular redundancy with spares.

6.3 Proposed Fault Tolerance Technique for
FPGA Designs

FPGA has been involved in various applications in the last couple of decades,
such as aerospace, biomedical instrumentation, safety-critical systems, and
spacecraft, due to their remarkable features314,315. SRAM-based FPGA devices
are sensitive to Single Event Effects (SEE), which can be caused by various
sources, such as α-particles, cosmic rays, atmospheric neutrons, heavy-ion
radiations and electromagnetic radiations (x-rays or gamma rays)316,317,318.
When a charged particle hits a critical node of FPGA-based design, it generates
the transient pulse, which can produce a bit-flip effect. This phenomenon is
known as Single Event Upsets (SEU). The failure rate for a component or
system is the number of failures that occur per unit time319.

314 [KHB16a] Khatri, Hayek, and Börcsök. Applied Reconfigurable Computing. 2016
315 [Xin10] Xin. “Partitioning Triple Modular Redundancy for Single Event Upset

Mitigation in FPGA”. 2010
316 [Xin10] Xin. “Partitioning Triple Modular Redundancy for Single Event Upset

Mitigation in FPGA”. 2010
317 [DSC14] Desogus, Sterpone, and Codinachs. “Validation of a tool for estimating

the effects of soft-errors on modern SRAM-based FPGAs”. 2014318 [BK18] Benites and Kastensmidt. “Automated design flow for applying Triple
Modular Redundancy (TMR) in complex digital circuits”. 2018

319 [KHB18d] Khatri, Hayek, and B¨orcs¨ok. “Validation of the Proposed Hardness
Analysis Technique for FPGA Designs to Improve Reliability and
Fault-Tolerance”. 2018
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Verilog HDL is one of the most widely used languages for implementing
the design structure for ASIC and FPGA-based designs320. Verilog HDL
describes designs in various abstraction style, for example, gate, data-flow, and
behavioural levels. For small designs, gate abstraction style is used, and testing
& verification processes can directly and easily be applied to the designs. At
this level, designs look more similar to the original hardware design. For large
designs, data-flow and behavioural abstraction styles are adopted to develop
and implement the specification of the design in an HDL code321.

The reliability of Integrated Circuits (ICs) is profoundly affected due to
technology scaling. Due to shrinkage size of components, the reliability of
the device is a challenge nowadays. One way to improve the reliability of
these designs is redundancy, but it increases the area and time overheads.
The reliability can be defined as “the ability of a system or component to
perform its required functions under stated conditions for a specified period
of time”322,323. Several SEE mitigation techniques have been presented in the
literature to protect the FPGA-based designs from SEE effect. Various error
mitigation schemes improved the reliability of the FPGA systems and described
in Section 6.2. Among all SEU mitigation techniques, TMR has become the
most common practice because of its straightforward implementation and
reliable results324,325,326,327,328. These mitigation methods reduce the failure
rate (SER) in combinational logic in integrated circuits and improve reliability.

An experimental set-up is presented in the chapter to find the critical nodes
of the designs. This set-up works on the code-level of the design, i.e. Verilog
HDL. The proposed hardness analysis technique is developed under the tool
“RASP-FIT” in a continuation of the work published in various conferences and

320 [BEJ15] Ben Fekih, Elhossini, and Juurlink. Applied Reconfigurable Computing.
2015321 [KHB18c] Khatri, Hayek, and Börcsök. “Validation of the Proposed Fault Injection,
Test and Hardness Analysis for Combinational Data-flow Verilog HDL
Designs under the RASP-FIT Tool”. 2018

322 [San+10] Santos et al. “Using error tolerance of target application for efficient
reliability improvement of digital circuits”. 2010

323 [Str+13] Straka et al. “Fault tolerant system design and SEU injection based
testing”. 2013

324 [KHB18b] Khatri, Hayek, and Börcsök. “RASP-TMR: An Automatic and Fast
Synthesizable Verilog Code Generator Tool for the Implementation and
Evaluation of TMR Approach”. 2018

325 [Xin10] Xin. “Partitioning Triple Modular Redundancy for Single Event Upset
Mitigation in FPGA”. 2010

326 [BPM16a] Balasubramanian, Prasad, and Mastorakis. “A Fault Tolerance Improved
Majority Voter for TMR System Architectures”. 2016

327 [Mül+14] Müller et al. “Timing for Virtual TMR in Logic Circuits”. 2014
328 [Di +14] Di Carlo et al. “A novel methodology to increase fault tolerance in

autonomous FPGA-based systems”. 2014
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journals329,330,331,332. In this chapter, the primary objectives are to describe
the proposed hardness analysis method, which is used to find the most critical
nodes of the design. To enhance the fault tolerance capability and reliability
of the FPGA-based designs, these critical nodes must be made redundant to
reduce the soft error failure rate, and to validate the proposed technique.

The redundancy of these sensitive locations is achieved by modifying the
fault injection control unit. These locations are the most sensitive nodes to
the permanent and transient faults. Few fault models such as bit-flip and
stuck-at (1/0) are involved in the experimentation. Various benchmark circuits
are considered & evaluated, and it is found that a significant improvement in
reliability is achieved. The proposed approach is simple, straightforward, and
easy to use.

6.4 Related Work

Reliability concerning soft errors has become a crucial issue in digital circuits
due to technology scaling nowadays. Soft errors are transient errors that
can cause digital circuits to operate incorrectly. If a soft error occurs in the
combinational logic, it results in a Single Event Transient (SET). On the other
hand, if it occurs in the memory cell itself, it results in a Single Event Upset
(SEU). Both SET and SEU have a significant impact on circuit operation, and
they should be adequately treated333. Soft Error Rate (SER) is a measurement
evaluation metric for the sensitivity of the digital design to soft errors. SER
estimation can be evaluated using two methods, i.e. dynamic and static. Fault
injection and logic simulation techniques practice dynamic methods334.

Authors in335 demonstrated that, with increasing technology generations,
soft errors caused more effects in logic devices than memory devices. Therefore,
soft errors are becoming a significant concern in digital systems. To overcome the

329 [KHB18c] Khatri, Hayek, and Börcsök. “Validation of the Proposed Fault Injection,
Test and Hardness Analysis for Combinational Data-flow Verilog HDL
Designs under the RASP-FIT Tool”. 2018

330 [KHB16a] Khatri, Hayek, and Börcsök. Applied Reconfigurable Computing. 2016
331 [KHB18b] Khatri, Hayek, and Börcsök. “RASP-TMR: An Automatic and Fast

Synthesizable Verilog Code Generator Tool for the Implementation and
Evaluation of TMR Approach”. 2018

332 [KHB18a] Khatri, Hayek, and Börcsök. “RASP-FIT : A Fast and Automatic Fault
Injection Tool for Code-Modification of FPGA Designs”. 2018

333 [EMD15] El-Maleh and Daud. “Simulation-Based Method for Synthesizing Soft
Error Tolerant Combinational Circuits”. 2015334 [RPG15] Raji, Pedram, and Ghavami. “Soft error rate estimation of combinational
circuits based on vulnerability analysis”. 2015

335 [Shi+02] Shivakumar et al. “Modeling the effect of technology trends on the soft
error rate of combinational logic”. 2002
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effect of soft errors in combinational circuits, several fault tolerance techniques
have introduced in the literature. Fault tolerance techniques for combinational
circuits are classified into three main categories: hardware redundancy-based,
synthesis-based, and physical characteristics-based techniques336.

The reliability of the FPGA systems is improved by various error mitigation
scheme such as Triple Modular Redundancy (TMR). The problem with TMR
technique is that it requires high area overhead of nearly more than 200%. In337,
authors proposed a method for reducing the effect of SEU and called it “Selective
Triple Modular Redundancy (STMR)”. In this method, the conventional TMR
technique is applied to selective gates of the whole design. These gates are
more sensitive than other gates in the design. The signal probabilities of its
inputs determine the sensitivity of a gate to an SEU. Soft error mitigation
scheme based on logic implication is proposed in338. According to this method,
the selective functionally redundant wires are attached to the combinational
logic of a circuit. The procedure to find these functionally redundant wire is
illustrated in this work.

Authors in339 described the co-hardening technique, which is a technique
that tries to reduce protection overheads complementing software mitigation
techniques with hardware techniques in a particular way. Probabilistic Transfer
Matrix (PTM) is a gate-level approach for the accurately measured reliability
of combinational designs. The drawback of PTM is long simulation runtime
and memory usage. Therefore, this technique is upgraded and called Efficient
Computation PTM340. Authors in341 proposed a new method for SER estima-
tion based on vulnerability evaluation of the design gates. They introduced
a probabilistic vulnerability window concept, which considered three masking
factors (i.e. logical, electrical and timing).

In this chapter, the validation of the proposed hardness analysis technique
is presented in detail, which shows the reduction in failure rate and hence
achieves the improvement in reliability. In comparison with the above works in

336 [EMD15] El-Maleh and Daud. “Simulation-Based Method for Synthesizing Soft
Error Tolerant Combinational Circuits”. 2015337 [SRK04] Samudrala, Ramos, and Katkoori. “Selective triple Modular redundancy
(STMR) based single-event upset (SEU) tolerant synthesis for FPGAs”.
2004338 [AM08] Almukhaizim and Makris. “Soft Error Mitigation Through Selective
Addition of Functionally Redundant Wires”. 2008

339 [KR16] Kastensmidt and Rech. FPGAs and Parallel Architectures for Aerospace
Applications. 2016

340 [Cai+16] Cai et al. “Efficient reliability evaluation methodologies for combinational
circuits”. 2016341 [RPG15] Raji, Pedram, and Ghavami. “Soft error rate estimation of combinational
circuits based on vulnerability analysis”. 2015
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general, our experimental set-up provides more enhancement in reliability with
both permanent and transient fault models.

6.5 RASP-FIT Tool and Hardness Analysis

The RASP342-Fault Injection Tool has the capability to instrument FPGA-
based designs, for fault simulation and emulation of designs. This tool is
designed specifically for the FPGA-based designs, which are written in Verilog
at different abstraction levels. The tool consists of three primary functions,
namely:

1. fault_injection()

2. static_compaction()

3. hardness_analysis()

The RASP-FIT tool, with its Graphical User Interface (GUI), is developed
in Matlab. All these functions are developed in Matlab under the function
RASP_FIT(). The fault injection function is used for the Verilog design code
modification. The detail description for this function is presented in Chapter
4. The static compaction function is used to reduce the test vector during the
test generation process. Detail description is given in Chapter 5.

6.5.1 Verilog Code Modifier under RASP-FIT Tool

The RASP-FIT tool has the capability to instrument FPGA-based designs,
written in Verilog at different abstraction levels. This tool modifies or in-
struments the code by inserting faults. At each abstraction level, the way of
modification of the code is different and also fault models are defined at that
abstraction level343. In the modification process, it also adds Fault Injection,
Selection and Activation (FISA) control unit in the target design. The FISA
unit selects and activates the particular fault in the whole design.

Test and reliability evaluation using fault injection techniques require the
modification of the design. The way of modifying Verilog code, generation test
vectors, evaluation of fault coverage and also analysis of hardness technique are

342(RechnerArchitektur and SystemProgrammierung)-German name of the institute-
343 [KHB18c] Khatri, Hayek, and Börcsök. “Validation of the Proposed Fault Injection,

Test and Hardness Analysis for Combinational Data-flow Verilog HDL
Designs under the RASP-FIT Tool”. 2018
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// Or i g ina l des i gn
module c17 (N1 ,N2 ,N3 ,N6 ,N7 ,

N22 , N23) ;

input N1 ,N2 ,N3 ,N6 ,N7 ;
output N22 ,N23 ;
wire N10 ,N11 ,N16 , N19 ;

nand NAND_1 (N10 ,N1 ,N3) ;
nand NAND_2 (N11 ,N3 ,N6) ;
nand NAND_3 (N16 ,N2 , N11) ;
nand NAND_4 (N19 ,N11 ,N7) ;
nand NAND_5 (N22 ,N10 , N16) ;
nand NAND_6 (N23 ,N16 , N19) ;

endmodule

// Compi lab le f a u l t y des i gn
module c17_1 ( s e l e c t ,N1 ,N2 ,N3 ,

N6 ,N7 , N22_f1 , N23_f1 ) ;
input N1 ,N2 ,N3 ,N6 ,N7 ;
output N22_f1 , N23_f1 ;
wire N10 ,N11 ,N16 , N19 ;
input [ 3 : 0 ] s e l e c t ;
reg f0 , f1 , f2 , f3 , f4 , f5 , f6 , f7 , f8

, f9 , f10 , f11 ;
always @ ( s e l e c t ) begin
i f ( s e l e c t == 4 'd0 ) begin
f 0=f i s ; f 1 =0; f 2 =0; f 3 =0; f 4 =0; f 5

=0; f 6 =0; f 7 =0; f 8 =0; f 9 =0; f10
=0; f11=0;end

else i f ( s e l e c t == 4 'd1 ) begin
f 0 =0; f 1=f i s ; f 2 =0; f 3 =0; f 4 =0; f 5

=0; f 6 =0; f 7 =0; f 8 =0; f 9 =0; f10
=0; f11=0;end

.

.
else i f ( s e l e c t == 4 ' d11 )

begin
f 0 =0; f 1 =0; f 2 =0; f 3 =0; f 4 =0; f 5 =0;

f 6 =0; f 7 =0; f 8 =0; f 9 =0; f10=0;
f11=f i s ; end

else begin
f 0 =0; f 1 =0; f 2 =0; f 3 =0; f 4 =0; f 5 =0;

f 6 =0; f 7 =0; f 8 =0; f 9 =0; f10=0;
f11=0;end

end
nand NAND_1(N10 , f 0 ^N1 , f 1 ^N3) ;
nand NAND_2(N11 , f 2 ^N3 , f 3 ^N6) ;
nand NAND_3(N16 , f 4 ^N2 , f 5 ^N11) ;
nand NAND_4(N19 , f 6 ^N11 , f 7 ^N7) ;
nand NAND_5(N22_f1 , f 8 ^N10 , f 9 ^

N16) ;
nand NAND_6(N23_f1 , f10^N16 , f11

^N19) ;
endmodule

Figure 6.2: Original code (left) & instrumented compilable
design code (right) by RASP-FIT.

presented344,345,346. Figure 6.2 shows the original design of the system under
344 [KHB16b] Khatri, Hayek, and Börcsök. “ATPG method with a hybrid compaction

technique for combinational digital systems”. 2016
345 [KHB16a] Khatri, Hayek, and Börcsök. Applied Reconfigurable Computing. 2016
346 [KHB18c] Khatri, Hayek, and Börcsök. “Validation of the Proposed Fault Injection,

Test and Hardness Analysis for Combinational Data-flow Verilog HDL
Designs under the RASP-FIT Tool”. 2018
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test and the faulty SUT with the fault injection control unit. This example
shows the insertion of a bit-flip fault model in the design. For understanding
purpose, we call it “full-faulty module” in this work. The FISA control unit of
the full-faulty module can select and activate all faults in the design347. More
detail about the RASP-FIT tool is described in Chapter 4.

6.5.2 Proposed Hardness Analysis Technique : Identifi-
cation of Critical Node

The critical location is the location in a System Under Test (SUT), where the
occurrence of any fault fails the operation of the system. The critical locations of
the SUT are obtained using the proposed hardness analysis approach. According
to this approach, these locations are more or less equally sensitive to bit-flip
and stuck-at (1/0) faults. In this method, we obtained more efficient test
vectors/patterns which detect more faults than others. We selected a set-point
value for each design and each fault model. The experimental way to obtain the
sp-value is described in348. The procedure for obtaining qualified test patterns
is outlined in Algorithm 3. Once the efficient test patterns are obtained,
then hardness analysis is performed on them using the RASP-FIT tool under
hardness analysis function. The simulation environment using RASP-FIT tool
with the Xilinx and Modelsim simulation tools are shown in Figure 6.3. In
the first step, a Verilog design file is applied as an input to the RASP-FIT
tool. The RASP-FIT tool generates the faulty copies of the original design
with evenly distributed faults in them.

Algorithm 3 Algorithm for obtaining efficient TV in a nutshell
1: Input patterns are applied using LFSR from total vector space TS
2: Fault detections are counted for each pattern applied
3: Sum of detections are compared with set-point value
4: if Is sum greater than or equal to set-point value then
5: Stored pattern as qualified test vectors Tq
6: Increment the number of Tq count
7: else
8: Apply new pattern to the SUT
9: end if
10: Go to step 2
11: Stop simulation when Tq count reaches 500

347 [KHB18a] Khatri, Hayek, and Börcsök. “RASP-FIT : A Fast and Automatic Fault
Injection Tool for Code-Modification of FPGA Designs”. 2018

348 [KHB17] Khatri, Hayek, and Börcsök. “Validation of selecting SP-values for fault
models under proposed RASP-FIT tool”. 2017
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Figure 6.3: Block diagram of the proposed experimental
approach for hardness analysis.

The user selects the fault models and the number of defective modules.
This tool generates a file (top module design) which contains the instantiations
of different modules, comparator logic, dynamic compaction logic (Algorithm
3) to select efficient test vectors and memory logic to store responses. Once
the faulty modules are generated, the Xilinx ISE and Modelsim tools are used
to create the project and simulate the designs. Repeat this procedure for
every fault models, e.g. bit-flip, stuck-at 0 and stuck-at 1 fault models. The
simulation results are stored in a text (*.txt) file, which is further applied as
an input to the RASP-FIT tool to perform the hardness analysis. The sequel
describes the procedure to calculate hardness.

Hardness or Hard To Detect (HTD) is the characteristic of those faults
which can be detected very rarely. The hardness analysis receives text files
as input, reads them and stores the data in a matrix form. Authors call it
Fault Matrix (FM), which is an arrangement of qualified input patterns and
the detection of faults for the input patterns given in Eq. 6.1,

FM =


P1 F1,1 F2,1 · · · FN ,1

P2 F1,2 F2,2 · · · FN ,2
... ... ... ... ...
Pi F1,i F2,i · · · FN ,i

 (6.1)

Where P 1 to P i are qualified input patterns, obtained during fault-experiment,
and the array of detected faults for a particular pattern, are placed in a row of
the matrix. When the specific fault is detected, it gets value ‘1’, otherwise gets
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value ‘0’. Hardness (H) of individual fault is calculated by Eq. 6.2,

H(%) =

(
1− No. of Fault Detections

Total Patterns in FM

)
X100 (6.2)

If the hardness of a fault results in 100%, it means the fault is not detectable
for any input; hence, it is called an un-testable or undetectable fault. On the
other side, a hardness of 0% shows the detection of fault for all test vectors,
which means that the portion of the circuit where the fault has appeared is
very critical to fault attacks. The hardness of each fault for every fault model
is calculated and placed in a matrix, named Hardness Matrix (HM) as shown
in Eq. 6.3,

HM =


Hf1,bf Hf2,bf ... HfN ,bf

Hf1,sa0 Hf2,sa0 ... HfN ,sa0

Hf1,sa1 Hf2,sa1 ... HfN ,sa1

 (6.3)

Hardness values of each fault for every fault model are arranged column-wise.
Each column is compared with the different threshold values one after the other
for each fault to get the number of sensitive locations. Threshold values are
used to get the number of the most sensitive areas to less vulnerable places.
There are four levels considered for obtaining sensitive locations empirically,
i.e. 35%, 55%, 75% and 95%. Once, the sensitive locations are identified for
different threshold values, the proposed redundant model is applied on to those
locations only and obtained the modified code for the design under experiment.
The modified code is more hardened than the original design. The proposed
redundant model is described in the sequel.

Development of Redundant Model

The sensitive location is merely a wire/net either connecting two gates or input
of gates. Redundant model is developed using the Duplication With Comparison
(DWC) technique. In this technique, the sensitive location is duplicated, and
their outputs are compared using an XOR gate. The output of the XOR is feed
to the select input of a multiplexer, which routes the correct output. This
redundant model is used for the validation of the proposed hardness analysis
technique. These sensitive locations should be made hardened to improve
reliability and reduce the soft error rate. The sensitive node is replaced by the
proposed redundant model, as shown in Figure 6.4, for the wire/net without
fan-out.
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Figure 6.4: Redundant fault model for validation of approach.

6.6 Experimental Set-Up for the Validation of
Hardness Analysis

To validate the efficiency of the proposed hardness analysis technique in the
process of improving fault tolerance capabilities and reliability of FPGA-based
designs, a simulation set-up generator block is added to the RASP-FIT tool in
Matlab as shown in Figure 6.5. This block generates the top design file for the
experimental set-up, which is used to validate the proposed hardness analysis.
The experimental set-up for the validation of the proposed hardness analysis
technique is shown in Figure 6.6. It shows the description of each component
in the sequel. Various benchmark designs are evaluated, and the results are
presented in this work.

6.6.1 Input Pattern Generator

This block is used to generate different input patterns which are simultaneously
applied to both the original (fault-free) and faulty copies of the SUT. For
small circuits having few input ports, the author generates and applies all
possible combination of inputs. For a large number of inputs, random input
patterns are generated and applied to the golden, full-faulty and redundant
SUT simultaneously. These patterns are generated using the Linear Feedback
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Figure 6.5: Overall flow of RASP-FIT tool, hardness analysis
and simulation set-up generator.

Figure 6.6: Experimental set-up for the validation for the
hardness analysis technique.

Shift Register (LFSR), defined in the test-bench. Figure 6.7 shows the code for
the generation of input patterns randomly for the benchmark design (c432.v)
from ISCAS’85 having 36 inputs.

6.6.2 Random FISA (Fault Generator)

In this experimental set-up, random faults are generated, selected and activated
in both the full-faulty module and the redundant module. Poisson distribution
is used to generate random faults because of the following reasons:
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// Random input genera tor code f o r 36 input des i gn

reg [ 3 5 : 0 ] e = 36 ' hF59611d09 ; // seed

always @( c lk ) begin
e = { e [ 3 4 : 0 ] , e [ 3 5 ] ^ e [ 3 4 ] } ;
{N1 ,N4 ,N8 ,N11 , . . . , N73 , N76} = e ;
end

Figure 6.7: Generate random input patterns in test-bench.

1. The event is something that can be counted in whole numbers.

2. Occurrences are independent. Therefore, one occurrence neither dimin-
ishes nor increases the chance of another.

3. The average frequency of occurrence for the period in question is known.

4. It is possible to count how many events have occurred.

Poisson distributed numbers can be generated using the code in the test-bench,
as shown in Figure 6.8. During the simulation, for each pattern, 40 faults are
selected and activated using Random FISA unit in each copy of the SUT. The
total of 500 patterns is stored with their responses in a text file for further
calculations.

always
begin

#5; s e l e c t = $d i s t_po i s son ( seed ,mean) ;
end

Figure 6.8: Part of test_bench to generate random faults for
FISA unit.

6.6.3 Golden Model (SUT)

Golden SUT is the original module without faults, and it is a reference design for
the comparison between the full-faulty SUT and the SUT with redundant logic.
Different combinational logic circuits from ISCAS’85 and EPFL benchmarks
are considered for the validation of the proposed hardness analysis technique.
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6.6.4 Full-Faulty SUT with FISA Unit

Full-Faulty SUT is the modified benchmark design by injecting faults in every
possible location. The RASP-FIT tool generates faulty SUT. This tool is
capable of instrumenting the Verilog design, written in all abstraction levels,
by injecting various types of permanent and transient faults in all possible
location. The user can choose between the types of fault models for analysis.
The FISA unit in the full-faulty design can select and activate any fault in the
design. Figure 6.2 depicts the original code and modified code generated by
RASP-FIT tool.

6.6.5 Redundant SUT with Modified FISA Unit

Once the information about the critical nodes is obtained, redundancy is applied
to them. Figure 6.4 shows the proposed redundant model. When the fault
occurs on this sensitive location, the multiplexer logic masks it. However, we
modified the FISA unit included in the SUT with redundant logic in this work.
With this modification, the FISA unit does not activate the particular sensitive
fault in the design, and even though, it is selected by random FISA input
generator. In this way, the validation of these locations obtained by hardness
analysis is achieved.

6.6.6 Comparators

One comparator logic is used to compare the responses of golden SUT with
the full-faulty SUT, whereas another comparator logic compares the responses
of golden SUT with the SUT having modified FISA unit for sensitive locations.
The value of comparator is logic ‘1’ when both responses are different from
each other and logic ‘0’ in another case.

6.6.7 Result Analyser

Result analyser is developed in Matlab. The failure rate for both modules is
stored during the simulation in a text file. Result analyser program reads the
text file containing responses and calculates the number of fault detections for
both designs.

Reliability Improvement Calculations

Based on the definition of reliability mentioned earlier in Section 6.3, the
reliability of the combinational logic system can be improved by reducing the
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failure rate. There are two main methods which are most widely used, i.e. error
detection & retry and error masking. In the proposed technique, full-faulty
and the module with redundancy are run under the same conditions. Both
modules are compared with the golden reference module design, which is a
fault-free design. Several faults are randomly selected and activated, and fault
detections for both modules are stored in a text file. The reliability evaluation
program is written in Matlab, which takes responses of the experimental set-up
stored in a text file and count the number of errors occurred for both modules.
Improvement in reliability is calculated, in term of failure rate reduction, using
the Eq. 6.4,

FR(%) =
SERfullFaulty − SERredundant

SERfullFaulty
X100 (6.4)

Where FR is a failure rate reduction (SER reduction) achieved after making
the critical locations as redundant by using modified FISA unit, SERfullFaulty
is a fault detection for full-faulty SUT and SERredundant is a fault detection
for redundant SUT with modified FISA unit.

6.7 Results and Discussion

The primary objectives of the work are to describe the proposed hardness
analysis to find the sensitive location of the design and to validate the high
reliability with applying the selective redundancy to some sensitive locations.
In this way, a cost-effective solution is obtained with high reliability.

6.7.1 Proposed Hardness Analysis Technique

RASP-FIT tool is developed in Matlab. Firstly, It generates the faulty code of
the original design. The simulation environment is created using Xilinx ISE and
Modelsim tools, as shown in Figure 6.3. Simulation results are stored in text
files for each fault model. These files are applied as an input to the RASP-FIT
tool for hardness analysis, and sensitive locations are found. Various benchmark
designs, written in Verilog at different abstraction levels, are considered for
hardness analysis and sensitive locations are obtained. Figures 6.9 and 6.10
show the critical nodes for various benchmark designs from ISCAS’85 and
EPFL349 designs at different threshold values. Whereas, Tables 6.1 and 6.2
show the number of sensitive locations at various threshold values.

349École Polytechnique fédérale de Lausanne-French name of the institute-Lausanne
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Table 6.1: Hardness analysis for different benchmark designs
from ISCAS’85

SUT
Number of sensitive
locations at threshold

35%

Number of sensitive
locations at threshold

55%

Number of sensitive
locations at threshold

75%

Number of sensitive
locations at threshold

95%

c17 0 4 5 6

c432 0 3 17 37

c499 0 175 183 191

c880 0 50 111 354

c1355 0 67 280 686

c1908 0 85 242 660

c2670 0 88 277 1046

Table 6.2: Hardness analysis for different benchmark designs
from EPFL

SUT
Number of sensitive
locations at threshold

35%

Number of sensitive
locations at threshold

55%

Number of sensitive
locations at threshold

75%

Number of sensitive
locations at threshold

95%

Adder 0 2 435 2037

B-shifter 0 0 593 6335

Sine 0 241 1328 5674

Decoder 0 0 16 68

Int2float 0 7 21 68
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6.7.2 Validation of Proposed Hardness Analysis

These following steps describe the procedure used to validate the proposed
technique and obtain high reliability by reducing the failure rate:

1. Using the RASP-FIT tool, first, perform the fault injection analysis to
generate modified code of the design using Verilog code modifier function.

2. Repeat step 1 for all fault models, e.g. bit-flip, stuck-at 0 and stuck-at 1.

3. Create a simulation set-up using Xilinx ISE and Modelsim tool.

4. Using the RASP-FIT tool, perform hardness analysis and find the sensitive
locations of the design.

5. Modify the fault control unit for the most sensitive places as described
earlier.

6. Create a simulation set-up explained in Section 6.6.

7. Run simulations for all fault models and save the simulation results in
text files separately.

8. Import all these files in Matlab and evaluate reliability.
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Table 6.3: Improvements in reliability and fault tolerance
capability of FPGA-based designs

SUT Fault Model
Total Fault (Tfault)
Injected/Experiment

Number of
Sensitive Nodes

Faulty Module
Detection Rate

Redundant Module
Detection Rate

SER
Reduction

(%)

c17
Bit-flip

20,000 4/12
9759 3435 64.802

Stuck-at 0 6104 1973 67.68
Stuck-at 1 3689 1403 61.79

c432
Bit-flip

60,000 17/336
5641 4441 21.28

Stuck-at 0 2581 2208 14.95
Stuck-at 1 3005 2180 27.45

c499
Bit-flip

60,000 177/408
24689 3607 85.39

Stuck-at 0 7058 1118 84.15
Stuck-at 1 17602 2484 85.88

c880
Bit-flip

60,000 155/729
22780 16442 27.823

Stuck-at 0 11703 8411 28.13
Stuck-at 1 11077 8203 25.95

c1355
Bit-flip

60,000 67/1064
10604 8454 20.28

Stuck-at 0 2930 2276 22.32
Stuck-at 1 7674 6178 19.50

c1908
Bit-flip

100,000 242/1498
32962 21874 33.64

Stuck-at 0 18765 12171 35.14
Stuck-at 1 14197 9703 31.65

To explain the proposed method, a simple benchmark design c17.v from
ISCAS’85 designs is considered as an example (Figure 6.2). In this design, the
RASP-FIT finds and injects a total of 12 faults in the whole design. Hardness
analysis is performed, and it is found that the 4 locations are most sensitive
(at Threshold = 55%). Now, we have to apply for the redundancy in these
locations. The redundant module is proposed in Section 6.5, but it is not used
here because, in this work, we are validating the proposed hardness analysis
technique regarding failure rates. In this chapter, we modified the FISA unit
such that these four faults at the sensitive locations never selected and activated.
A total number of fault selected and activated during the experiment can be
obtained using the Eq. 6.5,

Tfault = Pi × nSec× Fcopy (6.5)

Where Tfault is the total number of fault injected per experiment for each fault
model, Pi is the number of patterns considered, i.e. 500, nSec is the number of
faulty copies of SUT and Fcopy is the number of faults selected and activated
per copy of SUT during the experiment.

The author performed the simulation of a full-faulty SUT and the SUT
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with modified FISA unit. Soft error rate (failure rate) for the full-faulty mod-
ule is observed with random fault injection. Similarly, the detection rate for
the module with a modified FISA unit is also recorded for each fault model
separately. Reliability improvement is calculated and presented in Table 6.3.
The results validate that the obtained locations using the proposed hardness
analysis technique are susceptible. By applying redundancy or masking/hard-
ening techniques to these locations, it shows the significant improvement in the
reliability, as shown in the last column of Table 6.3.

6.8 Concluding Remarks

FPGA has been involved in many safety and mission-critical applications in
the last few decades. FPGA designs are also sensitive to error and failures.
Therefore, the fault-tolerant design should be designed to overcome the effect
of faults or failure in the working. Fault tolerance techniques perform proper
functioning of the application in the presence of a fault. These techniques may
detect that fault and correct it, or mask the faults. Most standard techniques
for FPGA designs are introduced in the chapter. A method to increase the fault
tolerance capability is proposed & presented in the chapter. The reliability of
combinational circuits is improved by adding the hardware redundancy based
fault tolerance technique. The standard hardware redundancy technique is
triple modular redundancy. At the same time, it offers many disadvantages.
Instead of applying redundancy to the whole design, the idea is based on first
finding the sensitive locations of the design using the proposed hardness analysis
technique and then applying redundancy/hardening to those nodes only.

The sensitive locations are the locations at which, when a fault occurs,
always produce a failure. If these sensitive locations are hardened or made
capable of masking or detecting faults, then the fault tolerance capability of the
system under test is improved. In this way, the overall fault tolerance of the
original circuit is enhanced by reducing the failure rate. Experimental results
on ISCAS’85 combinational benchmarks show that a maximum reliability
improvement of 85% is achieved. The approach is straightforward and easy to
use. Future work includes the analysis of area-overhead due to redundant logic
applied to sensitive locations. Also, the delay and power consumption analyses
are the core areas after applying redundancy to the critical/sensitive nodes in
future work.
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Chapter 7

Triple Modular Redundancy
Code Generator for FPGAs

7.1 Introduction

Several SEE mitigation techniques have been proposed in the literature to
avoid the effects of errors such as SEE, SEU and SET in FPGA-based de-
signs350. The reliability of the FPGA systems is improved by various error
mitigation schemes such as multiple-redundancy with voting, TMR, hardened
memory cell level, and Error Detection And Correction (EDAC) coding. A
brief description of these techniques is given in Chapter 6. Among all SEU
mitigation techniques, TMR has become the most common practice because of
its straightforward implementation and achieved the reliable results351,352,353.
The TMR mitigation scheme uses three identical logic circuits for performing
the same task in parallel with corresponding outputs obtained through majority
voters. Von Neumann invented this technique in the year 1956. This technique
is the most straightforward redundant technique conceptually354,355. There are
specific merits and demerits of TMR technique:

• Merits:

– Simple and straightforward approach.

– It improves fault tolerance and reliability.
350 [Xin10] Xin. “Partitioning Triple Modular Redundancy for Single Event Upset

Mitigation in FPGA”. 2010
351 [BPM16b] Balasubramanian, Prasad, and Mastorakis. “A Fault Tolerance Improved

Majority Voter for TMR System Architectures”. 2016
352 [Mül+14] Müller et al. “Timing for Virtual TMR in Logic Circuits”. 2014
353 [Di +14] Di Carlo et al. “A novel methodology to increase fault tolerance in

autonomous FPGA-based systems”. 2014
354 [SRK04] Samudrala, Ramos, and Katkoori. “Selective triple Modular redundancy

(STMR) based single-event upset (SEU) tolerant synthesis for FPGAs”.
2004355 [Mah+18] Mahmoud et al. “Fault secure FPGA-based TMR voter”. 2018
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• Demerits:

– Large area overhead, nearly 200%.

– More power consumption.

– More cost or uneconomical.

An HDL is a method of designing digital hardware through software. This
method offers a competitive advantage by reducing the time-to-market for a
system. Another advantage is that the design can be simulated and tested for
correct functional operation before implementing the system in hardware356.
FPGA designs are written in HDL code which describes the designs in various
abstraction styles, for example, gate, data-flow and behavioural. For small
designs, gate abstraction style is employed, and testing & verification processes
are directly and quickly applied to the designs. At this level, designs look
more similar to the actual hardware representation. Data-flow and behavioural
abstraction styles are used to implement large designs.

In this chapter, a novel tool named RASP-TMR357 code generator is pre-
sented. It takes a Verilog HDL design file as an input and generates the
synthesizable Verilog code for TMR technique. A new and straightforward ma-
jority voter circuit is also proposed. Simulation set-up based on fault injection
technique is created with the help of Xilinx ISE tools and ISim simulator to
validate the operation of the proposed tool. The TMR operation is validated
by injecting bit-flip and stuck-at 1/0 fault models in the design during the
simulation, and it is observed that the proposed majority voter circuit perfectly
masks the errors/failures. This tool, along with its graphical user interface,
is developed in Matlab. It requires the users to provide only Verilog module
file, and then it automatically generates all the designs necessary to implement
TMR design modules. Therefore, it is seen that the RASP-TMR tool is simple,
fast and user-friendly. Various benchmark designs are evaluated to validate
these claims.

This chapter is organised as follows: Section 7.2 describes the state-of-
the-art tools used for FPGA systems at various stages of the development
flow. Section 7.3 presents the development of RASP-TMR tool, graphical user
interface and its components. Section 7.4 presents the output of RASP-TMR
code generator tool for various benchmark designs, along with the functional
verification of the proposed majority voter design. Section 7.5 presents the

356 [Cav10] Cavanagh. Computer arithmetic and Verilog HDL fundamentals. 2010
357RechnerArchitektur und SystemProgrammierung - Triple Modular Redundancy, the first

part is the German name of the department.
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verification & validation of the RASP-TMR tool using fault injection technique.
In the end, Section 7.6 concludes the chapter.

7.2 Related Work

Building a triplication scheme into digital designs is not a simple task. It
takes enough time to build and debug the system. It has also been a laborious
and error-prone task. FPGA designs are mostly written in HDL, and a bit-
stream file is generated, which is downloaded into the FPGA chip to implement
the circuit. The FPGA development flow consists of various processes, e.g.
synthesis, translate, place & route, and then a bit-stream generation. Various
tools have been devised in the past several years for the evaluation of the
TMR approach for FPGA-based designs, which work on different stages of the
development flow.

Xilinx Inc. with the help of Sandia lab developed Triple Modular Redundancy
(XTMR) tool for the design triplication. XTMR works with HDL and synthesis
tool to automatically built TMR methodology. It is designed for the SEUs
and SETs immunity for the FPGA devices, which includes Virtex family of
reconfigurable FPGAs358. It requires two files, with extensions *.ngc (generated
during the synthesis process) and *.ngo (generated after the NGDBuild process)
files, as an input and generates the TMR logic for the design. This tool is
vendor-specific and only used for Virtex family of FPGA devices.

CERN359 research institute at Geneva, Switzerland developed the TMRG360

tool in Python, which automates the process of triplication of digital circuits
at the implementation stage. It is used to mitigate the SEEs. TMRG works on
Verilog code and adds the classical majority voter circuit in TMR approach361.
Brigham Young University (BYU), in cooperation with LANL362, developed BL-
Tmr363 tool364, which works on EDIF365-format design. It parses input EDIF
file(s) into a net-list data structure. The data structure is analysed to identify
feedback structures by searching for strongly connected graph components.

358 [Xil17] Xilinx. Xilinx TMRTool User Guide - TMRTool Software Version 13.2.
2017359It is an abbreviation of the French name for European Council for Nuclear Research.

360Triple Module Redundancy Generator
361 [Kul17] Kulis. “Single Event Effects mitigation with TMRG tool”. 2017
362Los Alamos National Laboratory
363It stands for BYU-LANL Tmr
364 [Pra+06] Pratt et al. “Improving FPGA Design Robustness with Partial TMR”.

2006365Electronic Design Interchange Format
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Once the classification information is obtained, it selects circuit structures for
triplication. This tool works for partial TMR approach.

Another tool, named TLegUp, is described, which is an extension of LegUp
tool366. LegUp is an open-source HLS367 tool, developed at the University
of Toronto, which automatically converts the C programs to Verilog HDL
code. With the extension, TLegUp tool is developed, and it can generate
triple modular redundant designs for FPGAs from C programs using high-level
synthesis technology368. TLegUp takes the standard C program as an input
and a configuration file. Two directives are added to enable the TMR emission
and the selection of voter types. These directives generated the RTL design
and triplicated RTL with combinational or with registered (sequential) voters.

Triple modular redundancy approach with the scrubbing technique for
FPGAs is proposed and developed by Microelectronics Centre, Harbin institute
China369. In this work, authors used the scrubbing technique to implement
TMR for SRAM-based FPGA designs at the bit-stream level. Configuration
memory is a primary component of SRAM-based FPGA designs. These designs
are also prone to SEU. If SEU occurs in the configuration memory, the function
of user design may change permanently, unless the FPGA is reconfigured.
Therefore, it is necessary to repair the SEUs in configuration memory at
intervals to ensure the correct running of TMR design. For this purpose, the
scrubbing technique is used, which is a very effective method to resolve the
accumulation of SEUs in the configuration memory370.

Recently, some commercial tools such as Synopsys Synplify Premier, and
Mentor Precision HiRel are available in the market to implement TMR during
the synthesis process371. Using commercial tools, the cost of the project
increases unnecessarily.

366 [Can+13] Canis et al. “LegUp: An Open-Source High-Level Synthesis Tool for
FPGA-Based Processor/Accelerator Systems”. 2013

367High-Level Synthesis
368 [Lee+17] Lee et al. “TLegUp: A TMR Code Generation Tool for SRAM-Based

FPGA Applications Using HLS”. 2017
369 [Zha+18] Zhang et al. “A Fast Scrubbing Method Based on Triple Modular

Redundancy for SRAM-Based FPGAs”. 2018
370 [Ger15] Gerald. “Configuration Scrubbing Architectures for High-Reliability

FPGA Systems”. 2015
371 [BK18] Benites and Kastensmidt. “Automated design flow for applying Triple

Modular Redundancy (TMR) in complex digital circuits”. 2018
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7.3 Development of RASP-TMR Tool for Triple
Modular Redundancy

The RASP-TMR code generator tool, with its graphical user interface, is
developed in Matlab. It is a tabbed based tool, and Figure 7.1 shows these tabs.
The first tab contains the information about the tool’s name, its developer,
and the university at which it is developed, whereas, the second tab consists
of the RASP-TMR tool. The tool accepts synthesizable Verilog HDL design
as an input only. It consists of 9 functions, and 254 lines of code in Matlab.

(a) Introductory tab of RASP-TMR tool.

(b) RASP-TMR code generator tab.

Figure 7.1: GUI of the proposed RASP-TMR code generator.
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This standalone application is created using Matlab command deploytool.
The application can be installed by the user on any host machine, having
a Windows operating system. This tool not only triplicates the design and
generates Verilog top file but also instantiates the designs in the top file. The
proposed majority voter circuit is added to each output port of the design.

Figure 7.2 depicts the flowchart of the RASP-TMR tool, which includes
the series of operations performed by RASP-TMR code generator tool. The

Figure 7.2: Flow chart of the RASP-TMR tool.

RASP-TMR tool accepts a Verilog design file as an input, parses it, obtains
tokens (input arguments, output arguments) and makes three copies of it.
Module name and the output argument are changed to differentiate from each
other and brought them under the top-level module file. RASP-TMR also
generates the top-level module file which includes input arguments, output
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arguments, instantiation of all three TMR modules and proposed majority
voter circuit for each output port.

7.3.1 Mathematical Representation of TMR Reliability

Consider the simplest model of TMR with a single voter for system reliability
analysis. In this model, a simple module is replicated, and three modules are
generated with a voter circuit. Let the reliability of a simple single module is
RM , the reliability of the TMR system is denoted by the RTMRv , and the voter
circuit reliability is Rv372. The overall system reliability of TMR is calculated
by Eq. 7.1,

RTMRv = (3R2
M − 2R3

M ) ∗Rv (7.1)

The reliability of a system (R) is represented as373,

R = e−λt (7.2)

where λ represents the average constant failure rate of the component or the
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372 [AL18] Afzaal and Lee. “A Self-Checking TMR Voter for Increased Reliability
Consensus Voting in FPGAs”. 2018

373 [Bör19] Börcsök. Functional Safety: Basic Principles of Safety-related Systems.
2019
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system, and t represents the time period.
Assume that the voter circuit is an ideal circuit, therefore (Rv=1). Eq. 7.1

can be re-written as,

RTMRv = (3e−2λt − 2e−3λt) (7.3)

Figure 7.3 presents the reliability plots of the simplex single and TMRv systems.
The figure shows that the reliability of simplex and TMRv systems are equal
when the reliability of the simplex single system RM is 0.5.

7.3.2 Top File Generated under RASP-TMR Tool

The top-level file consists of different components such as triplication of the
module, their instantiations, and a proposed majority voter circuit. Figure 7.4
shows the general block diagram of the top file generated by the RASP-TMR.
The sequel describes the different components in detail.

Figure 7.4: Structure of top file generated by RASP-TMR
tool.

Triplication of Module

The triple modular redundancy requires the triplication of a module. All three
modules operate in parallel. If any of a module fails to perform the intended
task or results in error, it is masked by the majority voter circuit. Therefore,
when a module is applied as an input to the RASP-TMR code generator tool
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by the user, it parses the design and triplicates it. It should be noted that
the module name changes from c17 to c17_1, which denotes the first module
of TMR designs. The other two modules are renamed to c17_2 and c17_3
respectively. The output ports are changed and shown in Figure 7.5. The figure
shows the original Verilog design as an example which is applied as an input to
the RASP-TMR tool and the output of the tool for TMR module 1.

// c17
// Or i g ina l des i gn
module c17 (N1 ,N2 ,N3 ,N6 ,N7 ,

N22 , N23) ;
input N1 ,N2 ,N3 ,N6 ,N7 ;
output N22 , N23 ;
wire N10 ,N11 ,N16 , N19 ;
nand NAND2_1 (N10 , N1 , N3) ;
nand NAND2_2 (N11 , N3 , N6) ;
nand NAND2_3 (N16 , N2 , N11) ;
nand NAND2_4 (N19 , N11 , N7) ;
nand NAND2_5 (N22 , N10 , N16) ;
nand NAND2_6 (N23 , N16 , N19) ;
endmodule

// c17
// TMR Module 1
module c17_1 (N1 ,N2 ,N3 ,N6 ,N7 ,

N22_tmr1 , N23_tmr1) ;
input N1 ,N2 ,N3 ,N6 ,N7 ;
output N22_tmr1 , N23_tmr1 ;
wire N10 ,N11 ,N16 , N19 ;
nand NAND2_1 (N10 , N1 , N3) ;
nand NAND2_2 (N11 , N3 , N6) ;
nand NAND2_3 (N16 , N2 , N11) ;
nand NAND2_4 (N19 , N11 , N7) ;
nand NAND2_5 (N22_tmr1 , N10 ,

N16) ;
nand NAND2_6 (N23_tmr1 , N16 ,

N19) ;
endmodule

Figure 7.5: Code snippet (original design and modified design
(module 1)).

Instantiation Generator

Xilinx ISE design tools provide the built-in instantiation generator for modules
available in the design to instantiate one module within another thus creat-
ing hierarchy. RASP-TMR can instantiate the generated modules for TMR
technique in the top file. The function InstanceGen() is developed under
RASP-TMR tool which generates the instantiations. Instantiation requires the
module name, produces instance name and adds the information about the
input/output ports. Figure 7.6 shows the instantiation for the TMR modules
in the top module file.

Proposed Majority Voter Circuit

The TMR scheme involves two-times duplication of the simplex system hard-
ware, with majority voter ensuring correctness provided at least two out of three
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// Instantiate the module
c17_1 inst_tmr1 (
.N1(N1),
.N2(N2),
.N3(N3),
.N6(N6),
.N7(N7),
.N22_tmr1(N22_tmr1),
.N23_tmr1(N23_tmr1)
);

// Instantiate the module
c17_2 inst_tmr2 (
.N1(N1),
.N2(N2),
.N3(N3),
.N6(N6),
.N7(N7),
.N22_tmr2(N22_tmr2),
.N23_tmr2(N23_tmr2)
);

// Instantiate the module
c17_3 inst_tmr3 (
.N1(N1),
.N2(N2),
.N3(N3),
.N6(N6),
.N7(N7),
.N22_tmr3(N22_tmr3),
.N23_tmr3(N23_tmr3)
);

Figure 7.6: Code snippet (instantiation).

copies of the system remains operational. Various MVCs374 have been proposed
for the last couple of years. Figure 7.7 shows the schematic diagram of majority
voter circuits. Figure 7.7 (a) shows the classical voter design. Some other
majority voter logics are proposed by Kshirsagar and Patrikar voter circuit375,
Ban and Naviner majority voter376, and Balasubramanian and Prasad majority
voter circuit377. Figure 7.7 (b-d) show the schematic of other proposed majority
voter circuits, respectively.

Under the RASP-TMR tool, the author proposed and developed another
simple way to represent majority voter logic and added to the RASP-TMR
tool and shown in Figure 7.8. In this figure, T1, T2 and T3 are the inputs
of the majority voter circuit. Proposed MVC consists of an AND, OR gates
and a multiplexer (2:1). Table 7.1 shows the functional verification and
correctness of the proposed voter logic.

374Majority Voter Circuits
375 [KP09] Kshirsagar and Patrikar. “Design of a novel fault-tolerant voter circuit for

TMR implementation to improve reliability in digital circuits”. 2009
376 [BN10] Ban and Naviner. “A simple fault-tolerant digital voter circuit in TMR

nanoarchitectures”. 2010377 [BPM16b] Balasubramanian, Prasad, and Mastorakis. “A Fault Tolerance Improved
Majority Voter for TMR System Architectures”. 2016
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(a) Classical MVC. (b) Kshirsagar and Patrikar MVC.

(c) Ban and Naviner MVC.
(d) Balasubramanian and Prasad
MVC.

Figure 7.7: Various majority voter designs in the literature
[BPM16b].

Figure 7.8: Proposed majority voter schematic diagram.

Table 7.1: Truth table verification of proposed majority voter
logic for TMR

T3 T2 T1 N1 N2 Voter
0 0 0 0 0 0
0 0 1 0 1 0
0 1 0 0 1 0
0 1 1 1 1 1
1 0 0 0 0 0
1 0 1 0 1 1
1 1 0 0 1 1
1 1 1 1 1 1
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7.4 Results and Discussion

The primary purpose of using a TMR design methodology is to remove all single
point of failure from the design. If two redundant modules are simultaneously
upset, then the output cannot be guaranteed to be correct. To develop a TMR
logic for a target system at a code level, the code needs to be modified for each
module, and also the majority voter circuit is included in the design. This
modification process is a non-trivial and time-consuming task.

7.4.1 Functional Verification of Proposed MVC

A new majority voter logic is also proposed in this tool. A fault masking ratio
is used in a switch-level analysis to quantify the voter robustness. Fault Mask
Ratio (FMR) for various majority voter circuits is defined as “FMR is the ratio
of a total number of correct voter output states divided by the total number
of likely internal and/or external faults corresponding to the applied primary
inputs”378,379.

Figure 7.9: Simulation results for the validation of proposed
majority voter circuit.

For classical majority voter circuit, the value of FMR is 42.86%. Similarly,
for other majority voter circuits Figure 7.7 (b-d), the values of FMR are 70.83,
50, 75 % respectively. In our case, the calculated FMR for the proposed
majority voter circuit is 50%, which is better than the classical approach. The
proposed majority voter circuit is simulated with all possible combinations of
inputs. It can be seen from Figure 7.9 that the voter signal has a value logic
‘1’ if the majority of inputs are at logic ‘1’ otherwise at logic ‘0’. Hence, this
simulation verifies the operation of the proposed majority voter logic. It is
noted that the shaded area of signals T1, T2, T3, and Voter represent the logic
‘1’ value.

378 [BPM16b] Balasubramanian, Prasad, and Mastorakis. “A Fault Tolerance Improved
Majority Voter for TMR System Architectures”. 2016

379 [OSB18] Oliveira, Schvittz, and Butzen. “Fault masking ratio analysis of majority
voters topologies”. 2018



7.4. Results and Discussion 145

7.4.2 Synthesizable Designs

The RASP-TMR code generator tool is developed for Verilog HDL designs.
This tool not only triplicates the target systems but also generates the top file
(named TMR_TopFile). The components of this file are already described in
Section 7.3 in detail. At the graphical user interface, the user needs to provide
only a synthesizable Verilog HDL design as an input (This verifies our claim
about the tool’s simplicity and easy to use). A simple benchmark circuit (c17.v)
from ISCAS’85 is considered as an example for illustration of the whole process.
A project is developed using Xilinx project navigator. The synthesis of the
design is performed and generated the RTL schematic of the example shown in
Figure 7.10. The figure proves that the designs generated by RASP-TMR tool
are synthesizable.

Figure 7.10: RTL schematic of c17 circuit with TMR and
proposed MVC.
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7.4.3 Timing Analysis

This tool is fast and automatically generate synthesizable TMR designs. To
prove this point, we considered various benchmark designs, which are written
in Verilog HDL. In this work, ISCAS’85, ISCAS’89, and EPFL combinational
and sequential benchmark designs are considered for their generation of TMR
technique and measured the time. Table 7.2 to Table 7.5 show the size of
the designs in terms of logic gates. Last columns of these tables show the
time taken by this tool in Seconds. It is noted that the TMR approach for
the designs, consisting of thousands of gates, are generated in a fraction of
the second by the RASP-TMR tool. The design “hypotenuse” is the largest
design among them, which consists of 214335 logic gates and RASP-TMR took
approximately 390 seconds.

Table 7.2: Time required for the generation of TMR design
of ISCAS’85 designs (combinational)

S. No. Benchmark circuits No. of logic gates Time (Seconds)
1 c17 6 0.096
2 c432 160 0.1048
3 c499 202 0.2124
4 c880 383 0.1109
5 c1355 546 0.7257
6 c1908 880 0.4743
7 c2670 1269 0.6975
8 c3540 1669 0.3416
9 c5315 2307 0.4948
10 c6288 2416 0.3434
11 c7552 3513 0.5694



7.4. Results and Discussion 147

Table 7.3: Time required for the generation of TMR design
of ISCAS’89 designs (sequential)

S. No. Benchmark circuits No. of logic gates/FFs Time (Seconds)
1 s1238 508/18 0.0643
2 s1423 657/74 0.0700
3 s1488 653/6 0.0779
4 s1494 647/6 0.0784
5 s5378 2779/179 0.3016
6 s9234 5597/211 0.5925
7 s13207 7951/638 1.0365
8 s15850 9772/534 1.2942
9 s35932 16065/1728 3.7814
10 s38417 22179/1636 4.0921
11 s38584 19253/1426 5.0263

Table 7.4: Time required for the generation of TMR design
of EPFL designs (arithmetic)

S. No. Benchmark circuits No. of logic gates/FFs Time (Seconds)
1 Adder 1020 0.1985
2 B-shifter 3336 0.4048
3 Divisor 44762 25.265
4 Hypotenuse 214335 390.79
5 Log2 32060 6.8845
6 Max 2865 0.5062
7 Multiplier 27062 5.9782
8 Sine 5412 0.5089
9 Square 24618 5.6014
10 Square-root 18484 3.3004

Table 7.5: Time required for the generation of TMR design
of EPFL designs (random/control)

S. No. Benchmark circuits No. of logic gates/FFs Time (Seconds)
1 Arbieter 11839 1.4639
2 ALU 174 0.0533
3 Coding 693 0.0862
4 Decoder 304 0.1889
5 I2C 1342 0.1995
6 Int-to-float 260 0.0484
7 Memory 46836 32.9611
8 Encoder 978 0.1091
9 Router 257 0.0754
10 Voter 13758 2.1622
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7.5 Simulation Verification of RASP-TMR us-
ing Fault Injection Technique

Fault injection is a useful technique to test the integrity of the TMR system.
To test and verify the fault tolerance capability of the target design developed
under the RASP-TMR tool, a simulation of the design is carried out with the
help of Xilinx ISE design suite 13.4 tools and ISim simulator. Xilinx ISE is
used to develop the project and writing a test bench, while the simulation is
performed by Isim tool. A simulation environmental set-up is created, and

Figure 7.11: Simulation environment for the verification of
proposed tool.

Figure 7.11 shows the block diagram of the set-up. It consists of TMR design
and a golden (fault-free) module of the design. Faults are injected in the TMR
design in each module. When the faults are activated one by one in each
module, and different combinations of input are applied, then the responses are
compared. If the comparator output is logic ‘0’, that means both the golden
and TMR outputs are the same and the TMR approach masks the faulty
module perfectly. To validate the approach, a simple benchmark design from
ISCAS’85 combinational circuits has chosen. The author has injected a total
of 12 faults in the c17 benchmark circuit in different locations of the design, 4
faults in each TMR module. The way of injecting faults in the Verilog design
code is described in Chapter 4.

In the first instance, the ‘fault 0’ to ‘fault 3’ is activated in module 1 of the
TMR design using the 2-bit vector faultIn1. The input patterns are applied
and denoted by input ports (N1, N2, N3, N6, N7). The cmp1 signal compares
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Figure 7.12: Simulation results for bit-flip injection in TMR
module 1.

Figure 7.13: Simulation results for bit-flip injection in TMR
module 2.

Figure 7.14: Simulation results for bit-flip injection in TMR
module 3.

the responses of the golden module with the responses of the TMR approach.
Figure 7.12 shows that the signal cmp1 is continuously at logic ‘0’, which means
both the responses are the same. Similarly, the same approach is repeated for
the second and third module of the TMR approach and simulation results are
shown in Figure 7.13 and Figure 7.14. Hence, it verifies the operations of the
TMR approach developed by the RASP-TMR tool and the proposed majority
voter circuit.
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7.6 Concluding Remarks

In this chapter, the development of RASP-TMR tool is explained, which
triplicates any combinational and sequential digital designs. FPGA designs are
mostly written in HDL, and a bit-stream file is generated, which is downloaded
into the FPGA chip to implement the circuit. The FPGA development flow
consists of various processes, e.g. synthesis, translate, place & route, and then a
bit-stream generation. Many TMR tools have devised for FPGA-based designs,
which work on different stages of the development flow. As compared to other
steps of the FPGA development flow, TMR approach is relatively easier to
implement at the code level.

The RASP-TMR tool is simple, fast, and user-friendly. The user needs
to provide a synthesizable Verilog file as an input, and then the tool creates
a TMR design along with the proposed majority voter logic circuit. TMR
design for various combinational and sequential benchmark circuits is generated
and evaluated. The results show that the RASP-TMR tool takes less time
to produce the synthesizable Verilog code with TMR technique. Benchmark
designs are simulated using Xilinx tools to evaluate the features of our proposed
tool. The validation of the tool is carried out by the fault injection technique.
It is validated that the RASP-TMR tool generated not only a synthesizable
Verilog code but also masks/mitigate all single point of failure in the TMR
design.

The other modifications such as TMR with Multiple Voters, Duplication
With Comparison (DWC) and N-modularity redundancy techniques can also
be developed with the RASP-TMR tool. Through this, the RASP-TMR tool
can be used to evaluate the fault-tolerant capability of FPGA-based designs
very rapidly.
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Chapter 8

Evaluation of Results

8.1 Introduction

In this dissertation, two novel tools are proposed, developed and presented.
The first tool is named RASP-FIT. It consists of various novel approaches,
such as fault injection approach, Automatic Test Pattern Generation (ATPG)
method with hybrid compaction techniques and hardness analysis technique
for FPGA-based design at the code level of the design. The RASP-FIT tool
is developed in Matlab, and it is used for the FPGA-based designs written
at different abstraction levels. A faulty copy of the original design is the
requirement of many fault simulation, verification and testing applications for
FPGA systems. The fault injection approach deals with bit-flip, stuck-at 1, and
stuck-at 0 fault models. The user chooses these fault models. It also generates
a different number of copies for the design under test, and the user also chooses
the number. Fault injection approach under the RASP-FIT tool modifies the
design by injecting different fault models and generates a various number of
copies for these fault models.

Another novel approach under the RASP-FIT tool is the development of
ATPG method with new hybrid compaction techniques. Under this approach,
the most compact test vectors are achieved using the proposed dynamic and
static compaction schemes for maximum fault coverage for the FPGA-based
designs directly at the code level. Verilog HDL code for the ATPG approach
with dynamic compaction scheme is also generated by the RASP-FIT tool
because the dynamic compaction scheme is the part of the ATPG approach.
In other work, the hardness analysis algorithm is also proposed, which finds
the sensitive locations of the system under test. Fault tolerance technique is
applied to these locations to improve reliability by reducing the soft-error rate.

The second novel tool developed and presented in the dissertation is named
RASP-TMR tool. One of the most critical fault-tolerance techniques is Triple
Modular Redundancy (TMR). In this technique, the system under test is
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triplicated, and majority voter circuit is added to select the correct responses
and mask the faulty module. As making this triplication scheme is a challenging
and time-consuming task, hence it is required a tool which can generate TMR
code for the analysis of fault tolerance technique. The RASP-TMR tool works
at the code level and generates TMR for the FPGA designs at Verilog HDL
code level.

All the proposed approaches are applied on various FPGA-based systems
(benchmark circuits) written in Verilog HDL and results are measured. The
summary of each novel approaches and evaluation of results for them are
described in the sequel.

8.2 Fault Injection at Code Level

As described earlier, the fault injection technique requires a faulty module of
the original designs. The fault injection algorithm modifies the Verilog HDL
code for the FPGA-based systems written at different abstraction levels such
as:

• Gate abstraction level

• Data-flow abstraction level

• Behavioural abstraction level

Fault injection algorithm is also referred to as Verilog code modifier in the
dissertation. It divides the code into two parts, i.e. declaration part and
structural part. From the declaration part, it received the information about
the variable’s types (e.g. input, output, wire, reg, parameters and others), their
lengths and stored them in the container for the design. Verilog code modifier
does not inject faults in the declaration part. However, in the structural part,
faults are injected into the variables. For each abstraction level, the design is
described in a particular way. Hence, faults are also injected differently at each
abstraction level. Verilog code modifier reads the code line by line and extracts
the keyword, matches it with the libraries and injects faults accordingly. Verilog
code modifier can inject faults in both the combinational and sequential digital
designs.

Verilog HDL defines the variable as scalars or vectors. Vectors can be further
divided into bit-select or part-select or full vector length. Verilog code modifier
under the RASP-FIT tool can inject faults in full vector length, bit-select of the
vector or part-select of the vector. This is a significant feature in the RASP-FIT
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tool, which is not seen/available in the state-of-the-art fault injection tools.
Verilog code modifier injects faults in all possible locations, and three fault
models are used at this stage of development. It can generate several copies
for different fault simulation applications to speed-up the simulation process.
Another primary feature is evenly distributing the fault in each faulty version
of the original design. It also includes the mechanism to select and activate
the injected faults (FISA380 control unit) sequentially.

This FISA control unit is based on the de-multiplexer logic circuit. As the
number of faults increases for the system under test, the Verilog HDL code
for it becomes large. The RASP-FIT tool adds the code for FISA control unit
in each faulty design. The user does not need much effort to do a project
and simulate the designs because the RASP-FIT generates the compilable
faulty code. The RASP-FIT tool has a simple and user-friendly graphical user
interface. Fault injection algorithm performs modification of the design in a
short time. Unfortunately, this parameter is not measured for the state-of-the-
art tools in the literature. The fault injection analysis for all benchmark design
is performed on the RASP-FIT tool which runs on Intel(R) Core(TM) i7 CPU
@ 3.40 GHz as a standalone application developed using Matlab R2017 and
the results are presented in Chapter 4.

It is seen that the stuck-at fault model is used in state-of-the-art tools.
The stuck-at fault model consists of two faults at wire or line, which are
stuck-at 1, or stuck-at 0. Therefore, for the N locations in the SUT, we can
inject 2N stuck-at faults. Table 8.1 shows the number of faults used in the
experimentations. Work 1381 and work 2382 presented the number of fault
locations for the ISCAS’85 benchmark designs for stuck-at fault model in the
fault injection experimentation. The RASP-FIT tool works on the stuck-at
fault model and bit-flip fault model. Hence, in this work, for N locations of
faults, the RASP-FIT injects 3N faults in fault injection experimentation.

In a nutshell, the Verilog code modifier under the RASP-FIT tool helps
design and test engineers to perform many fault simulation, testing and veri-
fication applications in a short time and with a little effort. It also provides
the code with a lesser number of extra port pins as compared to the technique
presents in383. The fault control unit approach provides high controllability
and observability. The RASP-FIT tool injects a single gate for each fault in

380Fault Injection Selection and Activation
381 [Zha12] Zhang. “Diagnostic Test Pattern Generation and Fault Simulation for

Stuck-at and Transition Faults”. 2012382 [Hab+14] Habib et al. “Don’t cares based dynamic test vector compaction in
SAT-ATPG”. 2014383 [DN11] Dunbar and Nepal. “Using Platform FPGAs for Fault Emulation and
Test-set Generation to Detect Stuck-at Faults”. 2011
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Table 8.1: Injection of fault in locations in the design

SUT
Work 1 [Zha12] Work 2 [Hab+14] Proposed Work

Total Fault Locations Total Fault Locations Total Fault Locations

c17 22 22 36

c432 524 524 1008

c499 758 758 1224

c880 942 942 2187

c1355 1574 1574 3192

c1908 1978 1878 4494

c2670 2747 2746 6456

c3540 3428 3425 8817

c5315 - - 13158

c6288 7744 - 14400

c7552 7550 - 18435

the design, which adds the small area-overheads as compared to the tools in
the literature. Fault Injection TOol (FITO)384,385 developed to perform fault
injection experiments for Verilog HDL at the gate level and RTL level as shown
in Figure 8.1 along with the code modification at the various locations in the
code as test_points.

Instead of the features as mentioned above in this novel approach, there are
few challenges with the fault injection algorithm. The first and most important
is that the Verilog code modifier considers each module as a separate design.
It can not be able to inject faults in design, which consists of many modules or
hierarchical designs. It can inject faults in each module separately. Also, at
the behavioural abstraction levels, Verilog code can contain macros, but the
feature which reads macros is not yet added to the RASP-FIT tool.

To validate the claims as mentioned above, various benchmark designs are
considered for fault injection modifications such as ISCAS’85, ISCAS’89, EPFL
and few behavioural designs. The RASP-FIT tool generates a faulty design
with the injection of different fault models.

384 [SSM08] Shokrolah-Shirazi and Miremadi. “FPGA-Based Fault Injection into
Synthesizable Verilog HDL Models”. 2008

385 [SMS13] Shirazi, Morris, and Selvaraj. “Fast FPGA-based fault injection tool for
embedded processors”. 2013
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Figure 8.1: Different fault models in Verilog code and their
schematics [SSM08].

8.3 Proposed ATPGMethod with Hybrid Com-
paction Schemes

The best ATPG method is one which generates the minimum number of test
vectors in a reasonable time. It reduces the memory utilisation and time for
the automatic test equipment devices operations. Fault coverage is another
metric for analysing the performance of ATPG method. It shows the capability
of test vectors to detect the potential faults that could occur in the system
under test. Mostly stuck-at fault model is used to obtain the test vectors, but
in this work, the bit-flip fault model is also included.

8.3.1 Novelty of the Proposed ATPG Method

The quality of test method lies in the fact that it should provide a reduced
number of test vectors for maximum fault coverage. In this dissertation, a novel
ATPG method with hybrid compaction schemes is proposed and presented. In
the proposed approach, one golden (fault-free) model of the SUT, written in
Verilog HDL, and other three or more faulty copies of the SUT (generated by
Verilog code modifier under the RASP-FIT) are considered. The responses of
the golden module and faulty modules are compared for fault detection. Once
the fault detection is performed, the data is fed into the proposed dynamic
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compaction scheme. This approach gives efficient test vectors, and only 100
qualified vectors are obtained. These vectors are again applied as an input
to the static compaction scheme developed under the RASP-FIT tool. This
approach considers the all possible locations of the faults and activates them
sequentially. The testing is performed at the code level, which provides better
time to market, cost-effective solution and has no compatibility issue.

To verify the claims, various benchmark designs at gate-level, data-flow
and behavioural abstraction levels are tested, and compact test vectors are
obtained for maximum fault coverage. The results are compared with the
state-of-the-art test methods and presented in Table 8.2. The work 1 of the
table is carried out by Mirkhani et al. at the computer engineering research
centre Austin386. In this work, they proposed a simulation-based method of
evaluating test vectors and fault coverage. They offered a new statistical metric
which is highly correlated with fault coverage measured by gate-level simulators.
They associated the single stuck-at fault and proposed metric (Gate Input
Combinations) for evaluating fault coverage. The work 1 column of Table 8.2
shows their results for ISCAS’85 benchmark circuits. The SAT387-ATPG with
dynamic test vector compaction approach is developed and presented388. SAT
solvers are used as an ATPG solution for obtaining test vectors. They applied
the test method on the ISCAS’85 combinational benchmark designs, and results
are shown as a work 2 in Table 8.2. In work 2, they compared their work
with some other test methods such as PODEM, COMPACT, ATALANTA,
NEMESIS methods and found it better in many cases.

Similarly, the work 3389 and work 4390 are presented for some benchmark
designs. The last columns of the table show that the proposed methodology
achieved fewer test vectors for the more significant value of fault coverage.
In this dissertation, the EPFL benchmark designs are considered for testing,
which is written at the data-flow level in Verilog HDL. There is no comparison
available for them in the literature.

386 [MA14] Mirkhani and Abraham. “Fast evaluation of test vector sets using a
simulation-based statistical metric”. 2014387SATisfiability

388 [Hab+14] Habib et al. “Don’t cares based dynamic test vector compaction in
SAT-ATPG”. 2014389 [DN11] Dunbar and Nepal. “Using Platform FPGAs for Fault Emulation and
Test-set Generation to Detect Stuck-at Faults”. 2011390 [Zha12] Zhang. “Diagnostic Test Pattern Generation and Fault Simulation for
Stuck-at and Transition Faults”. 2012
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Table 8.2: Comparison between state-of-the-art works with
proposed tool

SUT
Work 1 [MA14] Work 2 [Hab+14] Work 3 [DN11] Work 4 [Zha12] Proposed Work

TV FC TV FC TV FC TV FC TV FC

c17 30 100 6 - - - 7 100 2,5,7 100

c432 360 96.6 57 - 32 98.7 54 99.24 28,42,59 98.9,97.4,96

c499 340 97.6 67 - 52 98.6 53 100 22,29,42 99.6

c880 600 97.3 66 - 25 100 60 100 30,47,63 100

c1355 500 96.2 96 - 84 99.5 85 100 28,39,39 100,98.2,96.7

c1908 500 91.6 142 - - - 114 99.89 53,40,50 95.3,92.7,90.8

c2670 600 82 259 - - - 107 98.84 38,43,60 93.4,91.7,89

8.3.2 Shortcomings of the Proposed ATPG Method

Along with the various features of the ATPG approach, there are certain
shortcomings are observed during the experimentation. However, these points
will be considered for future research. For vast and intricate designs, many
faulty copies need to be generated for fast testing and simulation. The other
factor in the ATPG method is the Test Application Time (TAT). TAT cannot
be determined using the proposed method to explain how many patterns need
to be applied. Dynamic compaction introduced a set-point value which obtained
the efficient test vectors only. Hence input pattern must be applied to the SUT
until the dynamic compaction vector count reaches to 100 or selected value.
Result analyser portion for the ATPG method for the sequential designs is
considered in future research.

8.4 Proposed Hardness Analysis & Reliability
Improvements

A novel hardness analysis algorithm is presented, which finds the sensitive
part of the design. Various fault tolerance techniques are used to improve the
reliability of the FPGA-based systems. There are many techniques available
in the literature through which reliability can be increased. One of them is
hardware redundancy which adds area and time overheads, for example, Triple
Modular Redundancy (TMR) triplicates the SUT. In this technique, the fault
injection algorithm and the hardness analysis tab are used under the RASP-
FIT tool to find sensitive locations. It is possible to add TMR redundancy to
only specific sites of the SUT obtained by hardness analysis. In this work, the
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author verified and validated the technique experimentally that if these sensitive
locations become redundant, it decreases the soft error rate, which improves
the reliability of the SUT. Experimental results on ISCAS’85 combinational
benchmarks show that we can get a maximum reliability improvement of 85%.

The author presented a method to find the sensitive locations based on the
probability of primary inputs391. These locations become redundant by applying
triple modular redundancy to each node. Using this method, it reduced the
failure rate and hence, improved reliability. Another way to improve reliability
is to add the functionally redundant wires392. According to this method, the
selective functionally redundant wires are attached to the combinational logic of
a circuit. The procedure to find these functionally redundant wire is illustrated
in this work. In comparison with the other state-of-the-art techniques, we found
specific strengths and weaknesses of the proposed hardness analysis techniques.

8.4.1 Strengths of the Hardness Analysis Technique

Hardness analysis algorithm helps design engineers to develop fault tolerant
designs. This algorithm is simple and easy to use an approach developed under
RASP-FIT tool. Using this approach, sensitive locations from the design are
obtained for bit-flip and stuck-at 1/0 fault models. By applying for redundancy
on these sensitive locations, a significant reduction in the soft-error rate is
achieved, which improves reliability.

8.4.2 Weaknesses of the Hardness Analysis Technique

There are specific points which need to be covered in future research. Area
overhead calculations are required after applying redundancy approach. Power
dissipation calculation is also considered.

8.5 RASP-TMR Tool Analysis

Several SEE mitigation techniques have proposed in the literature to avoid the
effects of such errors in FPGA-based designs. Triple Modular Redundancy has
become the most common practice because of its straightforward implementa-
tion and achieved reliable results. TMR mitigation scheme uses three identical

391 [SRK04] Samudrala, Ramos, and Katkoori. “Selective triple Modular redundancy
(STMR) based single-event upset (SEU) tolerant synthesis for FPGAs”.
2004392 [AM08] Almukhaizim and Makris. “Soft Error Mitigation Through Selective
Addition of Functionally Redundant Wires”. 2008
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logic circuits for performing the same task in parallel with corresponding out-
puts obtained through majority voters. For FPGA-based systems, TMR can
be applied to many stages of the development cycle.

In this work, a novel tool is developed and presented that has functionalities
to take a synthesizable Verilog design file as an input, parse the design and
triplicate it. The tool also generates a top-level module in which all three
modules are instantiated and finally adds the proposed majority voter circuit.
Working on other stages other than code level is considered to be technology-
specific, e.g. XTMR developed for Xilinx FPGAs and worked at the synthesis
stage. Also, BL-Tmr works at EDIF-format file. TMRG tool works at the
code level and triplicates the Verilog design. In comparison with this work, the
RASP-TMR tool not only triplicates the design but also generates a top module
file which instantiates the triplicated modules within it and adds proposed
majority voter logic. With the help of RASP-FIT tool, the validation of the
RASP-TMR tool is carried out using fault injection techniques. The RASP-
TMR tool has a simple graphical user interface and helps design engineers to
implement TMR design for fault masking. Using commercial tools, the cost of
the project increases unnecessarily.
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Chapter 9

Summary and Outlook

This work was aimed at the development, verification and analysis of a fault
injection tool for FPGA-based designs to improve dependability. Fault Injection
(FI) is the most popular technique used in the evaluation of fault effects, test
and the dependability of a design. The method consists of inserting faults
into particular targets in a system and monitoring the results to observe the
produced effects. Therefore, each fault injection tool consists of at least these
three main components, i.e. fault list manager, fault injection manager and
result analyser. Parts for the proposed fault injection tool were developed and
validated in the context of this work.

FPGA designs are mostly written in HDL, and a bit-stream file is generated,
which is downloaded into the FPGA chip to implement the design. The FPGA
development flow consists of various processes, e.g. coding, synthesis, translate,
place & route, and then a bit-stream generation. In this work, the novel
RASP-FIT tool is developed for FPGA-based designs written in Verilog HDL.
The RASP-FIT tool consists of three components, i.e. Verilog code-modifier,
test approach with hybrid compaction technique and hardness analysis. Verilog
code-modifier modifies the design to generate a faulty design for the fault
injection testing experiment. The RASP-FIT tool can inject bit-flip, stuck-at
1, and stuck-at 0 fault models at the code level of designs, written at various
abstraction levels. These faulty designs contain a mechanism to select and
activate the injected fault, and this mechanism is called FISA control unit. It
is based on demultiplexer logic which selects the fault one by one.

The result analyser of the RASP-FIT tool consists of ATPG approach, fault
coverage and hardness analysis. Test approach with hybrid compaction scheme
is developed to generate test vectors, measure fault coverage and compaction
ratio. In the proposed work, minimum test vectors for maximum fault coverage
is achieved. Hardness analysis algorithm is used to find the sensitive locations of
the design at the code level. Hardware redundancy is applied to these locations
only. Due to this, reliability improvement is achieved by reducing the soft-error
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rate. Experimental set-up showed that by using the redundant technique on
the sensitive sites gave a sufficient rise in reliability.

The final part of this work was focused on developing a fault tolerance
technique for FPGA-based design. Fault tolerance is defined as “the ability
of a system to operate normally in the presence of faults”. Triple Modular
Redundancy (TMR) technique is one of the most popular methods for error
masking and Single Event Effects (SEE) protection for the FPGA designs. These
FPGA designs are mostly expressed in hardware description languages, such
as Verilog and VHDL. The TMR technique involves triplication of the design
module and adds the majority voter circuit for each output port. Building this
triplication scheme is a non-trivial task and requires much time and effort to
alter the code of the design. The RASP-TMR tool is developed and presented
that has functionalities to take a synthesizable Verilog design file as an input,
parse the design and triplicate it. The tool also generates a top-level module in
which all three modules are instantiated and finally adds the proposed majority
voter circuit. The tool makes the synthesizable design that facilitates the user
to evaluate and verify the TMR design for FPGA-based systems.

In a nutshell, this dissertation develops and introduces two novel tools
(RASP-FIT and RASP-TMR). Both tools provide a simple, and user-friendly
Matlab-designed graphical user interface. All the methods suggested were
tested, and the findings were evaluated. Compared to state-of-the-art tools,
better outcomes are obtained.
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